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AnHotauusi. Beedenue. B crathe paccmaTpuBaeTcs 3aaada pa3paOdOTKH MPOrPaMMHOTO CPECTBA 3aIIUTHI
TeHepaluy TaHHBIX JJIs1 MAIIMHHOTO 00yUeHHs. AKTYaIbHOCTh TEMbI O0YCIIOBIIEHA TEM, YTO CHHTETUYECKUE
JaHHBIC BCE Yalle MPUMEHSIOTCS Ui 00yUYCHUSI U TECTUPOBAHUS MOJEJICH, OHAKO MPOIECC X TeHEepalnu
MOKET CONPOBOKAATHCSI PUCKAMH PACKPBITHA KOHPHUICHUINAIBHOW HH(pOpMAIUY, 3alIOMUHAHUS UCXOAHBIX
3anucell TeHepaTUBHOW MOJENBI0 M HapylIeHWs TpeOOBaHW K YIPaBICHUIO NaHHBIMU. Mamepuansvt u
Memoowvl. JIns TpoBeleHHS WCCICIOBAaHUS HCIONB30BaHbl TEOPETUUECKUI aHamu3 MyOnuKanuil 1o
CHUHTETHYECKUM IaHHBIM, IU(QepeHuInaNIbHON NPUBATHOCTH, YIPABICHUIO PUCKAMH HCKYCCTBEHHOIO
MHTEJUIEKTa U 3allUTe JaHHBIX, @ TAKXX€ MPOEKTHBIA MOAXOA K MOCTPOCHUIO NMPOrPaMMHOIO CPEACTBA Ha
OCHOBE MOJyJiel Kiaccu(UKalMy MPU3HAKOB, [IPUBATH3AINH, TeHEPAIUY, ayAuTa U MPHHATHS PEIICHHUS O
nyonukaiun. Pe3yaiomamot u o6cysycoenue. Onrcana CTpyKTypa IporpaMmmHoro cpeacrsa SynthGuard-ML,
MpeJHa3HaYeHHOr0 AJ1s1 0€30MacHON TeHepaluy JaHHBIX U1 MallMHHOro oOyueHus. [lpeacraBieHsl ypoBHI
KOHTPOJISI 3allUThl JaHHBIX, 00IIas cxemMa paboThl cpelCcTBa, TPEOOBAHHS K 3alUTE JaHHBIX U allTOPUTMBI
00pabOTKH MCXOHOTO Habopa, (POPMUPOBAHUS 3ANUIIEHHOTO MPEICTABICHUS, TEHEPALUH CUHTETUYECKUX
JaHHBIX U IPOBEPKH pe3ynbTara. 3akiaiouenue. IloaydeHHbIe pe3ybTaThl IOKA3bIBAIOT, YTO MPEATI0KEHHOE
MPOrPaMMHOE CPEJICTBO IO3BOJISIET OPTraHM30BaTh 3alIMIIEHHBIH KOHBEHep T'eHepalud IaHHBIX, HPU
KOTOPOM CHHTETHYECKWI Ha0Op MyONHMKyeTcs TOJBKO MOCie IMPOBEPKU MPUBATHOCTH, TOJE3HOCTH U
COOTBETCTBHS 33/IaHHOM TIOJIMTHKE OE30MaCHOCTH.
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Abstract. Introduction. The article considers the development of a software tool for protecting data
generation for machine learning. The relevance of the topic is determined by the increasing use of synthetic
data for training and testing machine learning models, while the generation process may involve risks of
confidential information disclosure, memorization of source records by generative models, and violation of
data governance requirements. Materials and methods. The study employed a theoretical analysis of
publications on synthetic data, differential privacy, artificial intelligence risk management, and data
protection, as well as a design-oriented approach to building a software tool based on modules for feature
classification, privacy transformation, generation, auditing, and release control. Results and discussion. The
structure of the SynthGuard-ML software tool for secure data generation is described. The paper presents the
levels of data protection control, a general scheme of the tool operation, data protection requirements, and
algorithms for processing the source dataset, forming a protected representation, generating synthetic data,
and verifying the result. Conclusion. The obtained results demonstrate that the proposed software tool makes
it possible to organize a protected data generation pipeline in which a synthetic dataset is released only after
privacy, utility, and security policy compliance checks.
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Introduction. The development of machine learning is largely determined by the availability
of high-quality data. The more complex the model, the higher the requirements for the volume,
diversity, and representativeness of the training sample. However, real-world data often contains
personal, medical, financial, commercial, and other sensitive information, so its free use and
transfer between organizations are limited. In such circumstances, synthetic data, which is created
algorithmically and mimics the statistical properties of the original datasets, is becoming
increasingly important [1].

Synthetic data reduces model developers' dependence on proprietary information sources.
They can be used for testing software systems, training classifiers, modeling rare events, and
expanding small samples. However, the synthetic nature of the data does not in itself guarantee
complete security. A generative model can remember individual records, reproduce rare
combinations of features, or preserve dependencies that allow indirect reconstruction of information
about the original objects [2, 3].

This problem is particularly significant when using generative models in areas with increased
data protection requirements. These areas include healthcare, banking, government information
systems, insurance, and industrial analytics. In these areas, it is important not only to create a useful
synthetic dataset but also to prove that its publication does not lead to the disclosure of sensitive
information. Modern approaches to Al risk management also require consideration of transparency,
traceability, data quality, and model lifecycle management [6, 7].

Materials and methods. The study employed a theoretical analysis of publications on
synthetic data, differential privacy, artificial intelligence risk management, and data protection, as
well as a design-oriented approach to building a software tool based on modules for feature
classification, privacy transformation, generation, auditing, and release control.

Results and discussion. This paper examines the development of SynthGuard-ML, a software
tool designed to protect the process of generating machine learning data. Unlike a conventional
generator, this tool not only creates a synthetic dataset but also pre-assesses the source data, applies
protective transformations, audits the result, and decides whether it can be published. This approach
allows data generation to be viewed as a controlled and monitored information security process.

Basics control protection data generation / Basics of data generation protection control.
Data generation security controls are a set of methods aimed at preventing the disclosure of
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sensitive information during the creation of synthetic datasets. Unlike conventional data
preprocessing, security controls must cover the entire generation lifecycle: from loading the source
dataset to unloading the synthetic result. This is because leaks can occur not only in the source file,
but also at the level of the trained model, generation parameters, API requests, or the final dataset [4].

In the proposed software, the original dataset is not transmitted directly to the user. Instead, it
enters a secure processing loop, where feature classification is performed and the sensitivity level of
each field is determined. A security policy is then generated, defining acceptable privacy
parameters, the quality of the synthetic dataset, and the publication conditions. The data is then
transformed into a secure representation, which is used to train a generative model. The resulting
synthetic dataset undergoes an audit, including verification of the risk of record ownership,
similarity to the original objects, and usefulness for subsequent machine learning tasks [3, 5]. The
general flowchart of the data generation security software is shown in Figure 1:

Original dataset D_real

|

Feature classification and risk
assessment

Protective transformation,
masking, noise, DP

!

Generative model training

!

Generating a synthetic dataset
D_synth

Privacy and utility audit

!

Publication decision, report
generation

Figure 1. General diagram of the operation of the data generation protection software

SynthGuard-ML is based on a modular model. The central element is not the generative
model itself, but the control pipeline, which determines which data can be used, what
transformations need to be applied, and whether the result can be delivered to the user. This
approach is consistent with the modern understanding of synthetic data as a technology that requires
not only generation but also subsequent risk verification [1, 2]. We consider the main levels of data
protection control for generating data in Table 1:

Table 1. Generation data protection control levels

tg\rﬁlrglf Object of control Potential risk Method of protection Check result

Incoming Original dataset Auvailability of Identification and A list of protected

inspection direct identifiers removal of sensitive characteristics has been
fields compiled

Statistical Distribution of Saving rare Category aggregation Reduced risk of

control features combinations and outlier suppression reidentification

Model Generative model | Remembering Regularization and The impact of a single entry

control training notes differential privacy is limited

Attacking Synthetic set Attack of Belonging | Checking membership The risk of disclosure of

control inference educational objects has been

assessed

Utility Synthetic data Loss of educational | Comparison of statistics | Data suitability confirmed

control value and ML metrics

Publication The final result Unloading an Automatic policy Is publication permitted or

control unsafe set decision prohibited?
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As the table shows, protecting data generation isn't limited to removing identifiers. In
practice, it's necessary to evaluate not only the original features but also the properties of the
synthetic output. If the synthetic dataset is too close to the original, it may be useful for training
models but pose a privacy risk. If protection is overly strong, the data becomes more secure but may
lose its practical value. Therefore, the software must maintain a balance between privacy and
usefulness.

An example of how the tool works is to transform the original D_real dataset into a protected
representation D_protected, and then into a synthetic D_synth dataset. A sensitivity level is
determined for each feature, after which a protection policy P is generated, including an acceptable
risk level, privacy parameters, and a minimum acceptable utility. The resulting dataset is approved
for publication only if the privacy risk does not exceed the specified threshold, and the utility
remains sufficient for solving machine learning problems.

Data protection requirements. The effectiveness of a data generation security software
solution is determined by how fully it addresses the requirements for confidentiality, integrity,
manageability, and auditability of the process. First and foremost, the solution must prevent direct
user access to the source data. Actual data must be processed only within a secure environment, and
all operations with it must be logged. This reduces the risk of unauthorized copying of source files
and ensures subsequent auditability of actions.

An important requirement is the automatic detection of sensitive features. In tabular datasets,
such features may include last name, first name, address, telephone number, date of birth, diagnosis,
account number, geolocation, and other information that can be used to identify a specific subject.
However, it's not only direct identifiers that pose a risk. Indirect features, such as age, region,
profession, and rare diagnoses, when used together, can also lead to duplicate identification.
Therefore, the software must consider both individual fields and their combinations [3].

The next requirement is support for protective transformations. These include masking,
pseudonymization, aggregation, rare value suppression, statistical noise addition, and differential
privacy. Protective methods must be configured through a security policy, as the same level of
protection cannot be applied equally to medical, financial, educational, and technical data. For more
sensitive datasets, stricter privacy parameters must be used.

Protecting the generative model is particularly important. If the model is trained on a closed
dataset, it can become a source of leakage in its own right. In particular, when overfitting, the
generator can reproduce individual records or create synthetic objects that are almost identical to
real ones. Therefore, the software must include training constraints, overfitting controls, and
verification of the result using attack scenarios. One such scenario is a membership attack, which
tests whether it is possible to determine whether a specific record was included in the training set [5].

Equally important is the requirement for access control. System users must have distinct roles.
The administrator manages policies and settings, the researcher initiates generation and obtains
authorized results, and the auditor analyzes reports and logs. This separation reduces the likelihood
of erroneous or unauthorized data publication. Furthermore, the tool must limit the number of API
requests, as an excessive number of synthetic samples can increase the risk of statistical analysis
and indirect reconstruction of the original data.

Reporting requirements are also mandatory. Each synthetic dataset must be accompanied by a
report outlining the generation parameters, protection methods applied, privacy check results, utility
assessment, and the final decision on publication. Such a report makes the generation process
reproducible and verifiable. This is particularly important in the context of modern approaches to
artificial intelligence risk management, which emphasize the need for documentation, transparency;,
and control throughout the lifecycle of Al systems [6, 7, 9].

Therefore, a software solution for protecting data generation must ensure not only the
technical processing of the dataset but also the organization of a controlled process. Its purpose is to
combine the generative model, privatization methods, auditing, logging, and access control into a
single system suitable for practical use.
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Algorithm of the software operation. To implement the discussed principles in practice, the
paper proposes the SynthGuard-ML software tool. Its operation is based on the sequential execution
of data analysis, protection, generation, and verification operations. The input is the original dataset
D_real and the protection policy P. The output is the synthetic dataset D_synth or a rejection of
publication if the result does not meet security requirements.

The first stage involves analyzing the source dataset. The system determines the data
structure, feature types, the presence of direct and indirect identifiers, and rare combinations of
values. This procedure is necessary to avoid passing information to the generator that could lead to
the reconstruction of the original objects. The initial analysis procedure is presented in Algorithm 1.

Algorithm 1 Initial analysis of the original dataset
Require: Initial set D _ real

Ensure: Description of meta features, risk score

1: meta < empty feature description

:risk _ score «— 0

: Get the feature list from D_real

: for all feature € D_real do

: Determine the feature type

: Check for direct identifiers

: Check the participation of the feature in rare combinations
: Save feature information in meta

: Update the risk_score value

10: end for

11: Display “Primary data analysis completed”

12: return meta, risk_score

OO NO O W

This algorithm generates a description of the dataset and identifies which features require
mandatory protection. If the risk value is high, the system must apply more stringent
transformations. Importantly, this decision is made before training the generative model, meaning
potentially dangerous features are not fed into the generator without prior processing.

After the initial analysis, a secure data representation is generated. At this stage, direct
identifiers are removed or replaced, numerical features can be given controlled noise, rare
categories are merged, and sensitive fields are generalized. The corresponding procedure is
presented in Algorithm 2.

Algorithm 2 Formation of a secure data representation

Require: Source set D_real, feature description meta, security policy P
Ensure: Protected set D_protected

1: D _protected «— copy of D real

2: for all feature € meta do

3: If feature is a direct identifier, remove or mask feature

4: If feature is a sensitive feature, apply generalization

5: If a feature contains rare values, combine them into a larger category
6: If the policy requires adding noise, apply a noise transform
7
8
9
1

: end for

. Apply differential privacy parameters from P

: Display “Protected data representation generated”
0: return D _ protected

The result of the second algorithm is a D_protected dataset, which preserves the key statistical
properties of the original data but reduces the risk of disclosing sensitive information. This
representation is used to train a generative model. Depending on the data type, the generator can use
a tabular data model, a variational autoencoder, or a diffusion model. This article discusses the
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software at the general architecture level, so a specific model can be replaced without changing the
protection logic.

The next step is generating a synthetic set. The system must respect security policy
constraints and prevent the creation of records that are too close to the original objects. The
generation procedure is presented in Algorithm 3.

Algorithm 3 Generating a synthetic dataset

Require: Protected set D _ protected, protection policy P, required volume n
Ensure: Synthetic set D _ synth

- Initialize the generative model G

: Train G on the set D _ protected

: D_synth < empty dataset

: while size D_synth < n do

: Generate a new x_synth entry

: Check for absence of direct identifiers in x_synth

: Check the distance x_synth to the nearest D_protected records
. If the entry passes the test, add x_synth to D_synth

: end while

10: Print “Synthetic dataset generated”

11: return D _ synth

OO0 NO U~ WN P

After generation, synthetic data should not be immediately transmitted to the user. An audit is
required to determine the security and usefulness of the resulting dataset. Privacy testing may
include assessing the similarity of synthetic and real records, a membership attack, checking for rare
combinations, and analyzing the possibility of linking to external sources. Utility testing can be
performed by comparing statistical distributions and training a test model on the synthetic dataset
[2, 5]. The corresponding procedure is presented in Algorithm 4.

Algorithm 4 Audit of a synthetic set and decision making

Require: Source set D_real, synthetic set D_synth, protection policy P
Ensure: Decision decision, report report

1: report «— empty report

: privacy risk « rate risk privacy D_synth

s utility _ score «— evaluate the utility of D _ synth

:mia _ score «— perform an affiliation attack check

: Save privacy_risk, utility score, and mia_score to report

: If privacy_risk < P.risk_max and utility _score > P.utility min, then
: decision «— “Publication permitted”

: Otherwise

9: Decision «— “Publication prohibited”

10: end if

11: Save report to external file

12: Display “Synthetic data audit completed”

13: return decision, report

00O 3O\ U1k~ W

The presented algorithm completes the software's workflow. If the synthetic dataset meets the
policy requirements, it can be transmitted to the user via the API or stored in secure storage. If at
least one of the criteria is not met, publication is blocked. In this case, the user receives a report
indicating the reason for the rejection, such as excessive privacy risk, insufficient usefulness, or the
detection of records too close to the original data.

The practical value of the proposed approach lies in its ability to make the data generation
process manageable. The user receives not just a synthetic dataset, but a result verified according to
specified criteria. The administrator can modify the security policy, the auditor can control reports,
and the researcher can use approved datasets to train machine learning models.
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However, the proposed software tool has limitations. The quality of the synthetic data
depends on the quality of the source dataset and the chosen generative model. If the source data
contains biases, the synthetic dataset may also reproduce them. Furthermore, overly strict privacy
parameters can reduce the usefulness of the data for training models. Therefore, when using
SynthGuard-ML in practice, it is necessary to configure a security policy based on the subject area,
data sensitivity, and acceptable risk level.

Conclusion. This paper examines the development of a software tool for protecting data
generation for machine learning. It demonstrates that synthetic data can be used as a tool for
reducing dependence on closed source datasets; however, its use requires mandatory controls for
privacy, usefulness, and compliance with information security requirements. A generative model
can not only create new records but also preserve unwanted dependencies, rare combinations, and
fragments of the original data, so the generation process must be considered a protected entity.

The proposed software tool, SynthGuard-ML, is a modular pipeline that includes analysis of
the source dataset, formation of a secure representation, training of a generative model, creation of
synthetic data, auditing of the result, and making a publication decision. The paper describes the
security control levels, requirements for the tool, and its operating algorithms. Particular attention is
paid to the fact that publication of the synthetic dataset should only be performed after assessing the
privacy risk and confirming its sufficient usefulness for machine learning tasks.

The practical significance of the proposed solution lies in its applicability to organizations that
work with sensitive data but require training sets for model development and testing. SynthGuard-
ML improves the manageability of data generation, ensures traceability of actions, and reduces the
risk of confidential information disclosure. Further development of this solution may include
support for federated learning, trusted execution environments, automatic bias estimation, and
integration with corporate access management systems.
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