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AnHotauusi. Beedenue. B cratbe paccmartpuBaercs 3amada oOHapyxenns SQL-wuawvexknmit 8 HTTP-
3ampocax C UCIHONIb30BAaHUEM METOJOB MAIMHHOTO 00y4eHus. Mojenn o0y4aauch Ha JaraceTre,
comepxkamem Oonee 120 000 HTTP-3ampocoB, pa3men€HHBIX Ha JETHTUMHBIE W comepkamme SQL-
nHBEKIUN. Kaxapiid 3ampoc (GopMHUpOBaH MPU3HAKOBBIM OINHCAHUEM, €0 Pa3MEPHOCTh YMEHBINCHA, IS
3TOr0 HCIOJIL30BAJICS METOJ TIJIABHBIX KOMIIOHEHTOB. UMCIIO KOMIIOHEHT, C KOTOPBIMH MPOBOJIUIIOCH
HCCIEAOBAHUE KAXKIOH MOJEIM M HAXOAWIOCh B Auana3oHe oT 2 no 14. Mamepuanvt u memoowv. B
UCCIIeIOBAHNWE YYacTBYIOT pasnuunble mozenn: Probabilistic Neural Network(PNN), Naive Bayes,
Multilayer Perceptron ¢ anropurmom RProp, Fuzzy Rule, k-Nearest Neighbors(KNN), Random Forest,
Decision Tree u Gradient Boosted Trees. OueHka Ka4yecTBa BBINOJHIETCS MO0 METPHKAM MOJHOTHI U
TOYHOCTH BBIsSIBIIEHUs aTtak. OreHka nepeodydenus BoimonHaseTcs mo Metpuky ROC-AUC. Pesyavmameat u
oocyacoenue. IlpoBeneHo wuccienoBanue 3(PPEKTUBHOCTH pa3iMyHbIX Mojened. Cpeau BhIOpaHHBIX
Mojieiell TI0O MeTpHKaM BhIensercs Mojenb Probabilistic Neural Network. [Ipu 3 rmaBHBIX KOMIOHEHTax
3Ha4YeHHE NOJHOTHI cocTaBiseT 0,996, a TouHOCTH BhIsIBICHHUs aTak paBHa 0,81. 3axawouenue. [lonyyeHHbIN
pe3ysibTaT, JAEMOHCTPUPYET YTO MOJEIbh OOHApyXHWBaeT Moutd Bce SQL-UHBEKIMM, HO YacTh OOBIYHBIX
3aIpOoCOB OIPEENSFOTCS KaK BPEJIOHOCHEIE.
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Abstract. Introduction. The paper addresses the task of detecting SQL injections in HTTP requests using
machine learning methods. The models were trained on a dataset containing over 120,000 HTTP requests,
classified into legitimate requests and those containing SQL injections. Each request was represented by a set
of features, the dimensionality of which was reduced using the Principal Component Analysis method. The
number of components used for the study of each model ranged from 2 to 14. Materials and methods. The
study involves various models: Probabilistic Neural Network (PNN), Naive Bayes, Multilayer Perceptron
with the RProp algorithm, Fuzzy Rule, k-Nearest Neighbors (KNN), Random Forest, Decision Tree, and
Gradient Boosted Trees. The quality assessment is performed using recall and precision metrics for attack
detection. Overfitting is evaluated using the ROC-AUC metric. Results and discussion. The effectiveness of
different models was studied. Among the selected models, the Probabilistic Neural Network stands out in
terms of performance metrics. With 3 principal components, the recall value is 0.996, and the attack
detection precision is 0.81. Conclusion. The obtained result demonstrates that the model detects nearly all
SQL injections, but classifies some legitimate requests as malicious.
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Introduction. Web applications have long been a common part of information systems.
They provide access to databases, personal accounts, internal organizational services, and various
management interfaces. For this reason, attacks on web applications remain one of the most
common areas of cybersecurity.

SQL injections occupy a special place among such attacks. They involve injecting fragments
of SQL code into query parameters or input fields, altering the logic of database access. As a result,
an attacker can extract data from tables, bypass authentication, modify database contents, or disrupt
application operation. Despite advances in security, SQL injections remain a practical threat, as
vulnerabilities of this type continue to arise in real web systems.

SQL injection (SQLi) is one of the most common and dangerous types of cyberattacks. In
this attack, an attacker injects malicious SQL code into database queries to gain unauthorized
access, modify, or delete data. The primary reason for the success of such attacks is improper
processing of user input in web applications.

SQL injection detection traditionally relies on signature rules, query filtering, and analysis
of suspicious constructs. However, these approaches don't always yield consistent results, especially
when the attack disguises itself as a legitimate query or contains a modified structure. This makes
the task of automatically recognizing malicious queries more complex and requires methods
capable of detecting not only known patterns but also hidden signs of attack.
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Machine learning methods are of particular interest in this regard. Their use allows for the
analysis of large numbers of HTTP requests, consideration of a set of features, and the construction
of models capable of distinguishing between safe and malicious traffic. However, the quality of
detection depends largely on the choice of algorithm, the composition of features, and the method
of data preprocessing.

The first mentions of SQL injections date back to the late 1990s, when databases began to be
actively used in web development. In 1998, Jeff Forristal described vulnerabilities associated with
dynamic SQL queries. Subsequently, in the early 2000s, attacks of this type became widespread.
One of the most notorious incidents was the "SQL Slammer” worm attack in 2002, which exploited
a vulnerability in Microsoft SQL Server and caused widespread disruptions to network
infrastructure.

Over time, the main types of SQL injections have emerged:

- classic SQL injection, based on the introduction of malicious code through input forms
(login, password, search fields);

- Blind SQL injection (Blind SQLI), in which an attacker extracts information indirectly
by analyzing system behavior or response time;

- A SQL injection vulnerability based on the UNION operator that allows combining
legitimate and malicious queries.

The SQL injection mechanism is based on modifying the structure of the original SQL query
by injecting additional code via user input. As a result, the application generates a modified query,
which is executed by the database management system. A generalized attack flow diagram is shown
in Figure 1.
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Figure 1. Summary scheme

This process involves the following sequential steps: sending a malicious request through
the user interface, injecting SQL code into the request structure, executing the modified request in
the database, and analyzing the system response (data or side effects).

Materials and methods. Research on SQL injection detection using machine learning can
be roughly divided into several areas. One group of studies uses classical classification algorithms
based on pre-extracted SQL query features. These include decision trees, logistic regression, and
naive Bayes classifiers.

Other studies employ ensemble methods, particularly Random Forest and Gradient Boosted
Trees, which improve classification performance by combining multiple base models. A separate
area of research involves neural network approaches, which treat an SQL query as a sequence of
characters; such studies utilize CNNs and RNNs. An n-gram approach is also used for query
analysis, allowing for the identification of recurring patterns in input data.
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This article compares machine learning models used to detect SQL injections in HTTP
requests. The impact of feature dimensionality reduction on classification quality is also assessed.

The experiments are conducted in KNIME 5.4.1. This platform is used for data preparation,
model training, and metric calculation. Computations are performed on a workstation running
Windows 11 Pro with an Intel Xeon E5-2660 v3 processor and 32 GB of RAM.

The study uses a Web Network dataset containing 120,000 HTTP requests. Each request has
a class label, so the task is considered a binary classification problem.

The set includes quantitative and categorical features that allow for a formalized description

of the query. The main characteristics used in the study are presented in Table 1.

Table 1. Dataset characteristics

Name Data type Meaning
method Categorical HTTP request method (e.g. GET, POST)
path Categorical Request path (URL without domain)
single_q Quantitative The number of single quotes (') in the query
double_q Quantitative The number of double quotes (*') in the query
dashes Quantitative Number of hyphens (-) in the query
braces Quantitative The number of curly braces ({}) in the query
spaces Quantitative Number of spaces in the query
percentages Quantitative Number of percent signs (%) in the query
semicolons Quantitative The number of semicolons (;) in the query

angle_brackets

Quantitative

The number of angle brackets (<>) in the query

special_chars

Quantitative

Number of special characters in the query

path_length Quantitative Request path length (number of characters)
body_length Quantitative Request body length (number of characters)
badwords_count Quantitative Number of prohibited words in a query
class Binary Request class (1 — suspicious, 0 — normal)

Table 1 shows that the dataset used contains both categorical and quantitative features
reflecting the structure and substantive characteristics of an HTTP request. The categorical fields
method and path define the general context of the resource request, that is, the method used to send
the request and its address part. The remaining features are quantitative in nature and allow us to
formalize those query elements that are most often informative when detecting SQL injection
attacks.

When evaluating the results, we take into account class imbalance: there are more normal
queries in the set than malicious ones. Under these conditions, accuracy alone is insufficient, as
even a high level does not guarantee reliable attack detection. Therefore, Recall, Precision, and
AUC are used in this study.

Recall indicates the proportion of malicious queries identified correctly. This metric is
particularly important for this task, as missing SQL injections is a more serious problem than false
positives. Precision reflects the proportion of queries classified by the model as malicious that are
actually attacks. The AUC metric is used as an additional measure of class separation quality.

The study includes Decision Tree, Random Forest, Gradient Boosted Trees, Tree Ensemble,
Naive Bayes, Fuzzy Rule, Probabilistic Neural Network, RProp MLP, and k-Nearest Neighbors.
This set of algorithms allows for the comparison of models with different logics on the same set of
features and with the same evaluation scheme.

IN research are being considered nine models machine Training methods : Decision Tree,
Random Forest, Gradient Boosted Trees, Tree Ensemble, Naive Bayes, Fuzzy Rule, Probabilistic
Neural Network (PNN), RProp MLP , and k-Nearest Neighbors (KNN). The sample includes
models with different operating principles, allowing them to be compared within the same task.

The Decision Tree is used as the baseline comparison model. Random Forest, Tree
Ensemble, and Gradient Boosted Trees represent ensemble methods aimed at achieving more robust
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results. Naive Bayes is considered a probabilistic algorithm, and Fuzzy Rule is a fuzzy-rule-based
model. The neural network approach is represented by the PNN and RProp MLP models. The k-
Nearest Neighbors algorithm is included in the study as a method based on assessing the proximity
of objects in a feature space.

This set of models makes it possible to compare different approaches to classification on the
same set of features and with the same evaluation scheme.

To reduce the dimensionality of the feature space, principal component analysis (PCA) is
used. This transformation reduces the number of features by eliminating correlations between them
while preserving the core information. The study evaluates the impact of the number of components
on classification quality for various models. Recall and Precision are used as metrics.

To reduce overfitting, parameter selection and feature dimensionality reduction using PCA
are used. This reduces the number of redundant features and makes models less sensitive to the
characteristics of the training set.

Additionally, the AUC metric is taken into account, which indicates how confidently the
model distinguishes between two classes. High AUC values correspond to more reliable separation
of normal and malicious queries.

Naive Bayes and Random Forest models performed the most consistently in the study.
These models were found to be less prone to overfitting and produced more consistent results.

Results and discussion. To reduce the dimensionality of the feature space, principal
component analysis (PCA) is used. This transformation reduces the number of features by
eliminating correlations between them while preserving the core information. The study evaluates
the impact of the number of components on classification quality for various models. Recall and
Precision are used as metrics.

Figure 2 shows the results for the Random Forest model. As the number of components
increases, classification performance gradually improves and then plateaus. This indicates that the
model performs effectively even with an expanding feature space and is only weakly sensitive to
redundant features.
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Figure 2. Comparison of quality metrics based on the number of PCA components in the Random Forest model

Figure 3 shows the results for the Decision Tree. Maximum metric values are achieved with
a moderate number of components, after which quality begins to decline. This behavior is due to
overfitting as feature size increases.
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Figure 3. Comparison of quality metrics from the number of PCA components of the Decision Tree model

Figure 4 shows the results for the Tree Ensemble model. The relationship is similar to that of
Random Forest: as the number of components increases, the quality improves and then stabilizes.
This confirms the robustness of ensemble methods to noise features.
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Figure 4. Comparison of quality metrics from the number of PCA components of the Tree Ensemble model
Figure 5 shows the results for Gradient Boosted Trees. Quality increases up to a certain PCA

value, after which no significant changes are observed. Thus, there is an optimal number of
components for this model.
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Figure 5. Comparison of quality metrics from the number of PCA components of the Gradient Boosted Trees
model

Figure 6 shows the results for the k-nearest neighbors algorithm. The best results are
achieved with a moderate number of components. As the dimensionality increases or decreases, the
quality decreases, due to the algorithm's sensitivity to the structure of the feature space.
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Figure 6. Comparison of performance metrics depending on the number of PCA components for the k- Nearest
Neighbors model

Figure 7 shows the results for Naive Bayes. Maximum values are achieved with a small
number of components. This is because the model performs worse with correlated features and
benefits from their reduction.
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Figure 7. Comparison of quality metrics from the number of PCA components of the Naive Bayes model

Figure 8 shows the results for the Fuzzy Rule model. Quality peaks at a moderate number of
components and does not change significantly thereafter.
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Figure 8. Comparison of quality metrics from the number of PCA components of the Fuzzy Rule model
Figure 9 shows the results for a probabilistic neural network (PNN). With a small number of

components, high Recall values are achieved, but Precision remains lower, indicating an increase in
false positives.
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Figure 9. Comparison of quality metrics based on the number of PCA components in the Probabilistic Neural
Network model

Figure 10 shows the results for the RProp MLP model. Classification performance increases
with the number of components up to a certain value, after which the changes become insignificant.
This indicates that the neural network model requires a sufficient number of informative features.
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Figure 10. Comparison of quality metrics from the number of PCA components of the RProp MLP model
Thus, the conducted analysis shows that the optimal number of PCA components is a model-

dependent parameter.
The summary results are shown in Table 2.

Table 2. Optimal values of the number of PCA components

Model PCA Recall Precision
PNN 3 0.996 0.81
Naive Bayes 2 0.983 0.97
RProp MLP 8 0.985 0.941
Fuzzy Rule 8 0.97 0.894
K-Nearest Neighbors (KNN) 8 0.971 0.985
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Model PCA Recall Precision
Random Forest 14 0.979 0.97
Decision Tree 10 0.97 0.966
Decision Tree 11 0.974 0.974
Gradient Boosted Trees 8 0.97 0.979

For the most effective models, the impact of key hyperparameters on classification quality is
considered. Evaluation is performed using the Recall and Precision metrics, using previously

selected PCA values.

Figure 11 shows the results for the Naive Bayes model with varying default probability.
Small default probability values yield the best metric values. As the default probability increases,
accuracy decreases, resulting in an increased number of false positives.
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Figure 11. Dependence of quality metrics on the “Default probability” parameter for the Naive Bayes model

Figure 12 shows the results for the Random Forest model with varying tree depth.
Classification quality improves with increasing depth, but after a certain value, the changes become
insignificant. This indicates that optimal model complexity has been achieved.
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Figure 12. Dependency metrics quality from "Limit number of levels (tree depth)" for Random Forest/Figure
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Figure 13 shows the results for the KNN algorithm with varying numbers of neighbors (k).
The best metric values are achieved with small values of this parameter. As the number of
neighbors increases, classification quality decreases, due to the smoothing of class boundaries and a
loss of sensitivity to local data structure.
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Figure 13. Dependency metrics quality from “Number of neighbors to consider (k)” of the KNN model

Figure 14 shows the results for Gradient Boosted Trees as tree depth varies. As depth
increases, classification performance improves up to a certain point, after which changes become
insignificant. This indicates that an optimal model complexity has been reached, at which point
further complexity does not improve the results.
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Figure 14. Dependency metrics quality from “Limit number of levels (tree depth)” of the Gradient Boosted Trees
model
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Figure 15 shows the results for the Tree Ensemble model. The pattern of the dependence is
similar to other ensemble methods: there is an optimal depth value that achieves the best
performance. Further increases in the parameter do not yield significant improvement.
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Figure 15. Dependency metrics quality from the “Limit number of levels (tree depth)” model Tree Ensemble

For each model, a range of hyperparameter values is identified that achieves the best Recall
and Precision values. Further increases in the parameters do not improve classification quality and,
in some cases, even decrease it.

The final metric values for the most effective models are shown in Table 3.

Table 3. Final values of quality metrics for the best models

Model Recall Precision AUC
Naive Bayes 0.97 0.983 0.973
Random Forest 0.987 0.961 0.975
KNN 0.917 1 0.958
Gradient Boosted Trees 0.972 0.959 0.814
Tree Ensemble 0.973 0.961 0.968

According to Table 3, ensemble methods and the Naive Bayes algorithm demonstrate the
best metric values. Random Forest and Tree Ensemble models provide the most balanced Recall
and Precision metrics. The KNN algorithm is characterized by high accuracy but is inferior in
recall, indicating that some malicious queries are missed.

Conclusion.The paper examined machine learning methods for detecting SQL injections in
HTTP requests on a dataset of over 120,000 records. The analysis showed that classification quality
depended on both the chosen algorithm and the number of principal components used after feature
dimensionality reduction.

The most balanced results were obtained for the Random Forest, Tree Ensemble, and Naive
Bayes models. For Random Forest, the Recall, Precision, and AUC values were 0.987, 0.961, and
0.975, respectively. For Tree Ensemble, these values were 0.973, 0.961, and 0.968, and for Naive
Bayes, they were 0.970, 0.983, and 0.973. These results showed that ensemble methods and the
probabilistic approach provided the most stable tradeoff between detection recall and the number of
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false positives. Separately, it was found that the k-Nearest Neighbors model achieved a Precision of
1.000, but its Recall value was 0.917, indicating that some malicious queries were missed.

The obtained results confirmed that machine learning methods can be used to detect SQL

injections in HTTP requests, but the final classification quality was determined by the choice of
model, the number of principal components, and the tuning parameters.
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