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ABTOD, OTBETCTBEHHBIH 32 MEPEMHICKY

AnHoTanusi. B cratbe paccMaTpuBaIOTCsI BOMPOCHI, CBS3aHHBIE C BBHIOOPOM OOOPYAOBaHUS JUIsl CHCTEM
KOHTPOJISI PajMoO4YacTOTHOTO CIEKTpa B YCIOBHSX MHOTOKPHTEPUAILHOCTH U MPOTHBOPEYHBOCTH
TpeOOBaHUH K MX XapaKTEPUCTHKaM. AHAM3UPYIOTCS MOAXOABI K ONPEIEIICHHIO BECOBBIX K03 (OUIIMEHTOB,
MO3BOJISIIOIMX arperupoBaTh pPa3HOPOIHBIC MOKA3aTeNld, TAKWE KaK TOYHOCThH IEJICHTOBaHWS, JUANa3oH
4acToT, OBICTPOJEHCTBIE, TOMEXOYCTOHUMBOCTh U JIPYTHE, B €IMHBIA HHTETPabHbIH KpuTepuid. OCHOBHOE
BHUMAaHUE YAEJEHO TPEM IpyIIiaM IoKa3zaTeleil Ha3HAueHHs: KOMIUIEKCHBIM, SKOHOMHYECKHM U TEXHHKO-
SKOHOMHYECKMM. Jly11 KaXJoHW M3 HUX BBIABICHBI OCOOCHHOCTH ()OPMHPOBAHHMS W OIPaHUYCHUS IIPH
MPaKTUYeCKOM TpUMeHeHnH. [loka3aHo, YTO WCHOJB30BAHUE TONBKO TEXHHUYECKHUX WJIM TOJIBKO
HSKOHOMHMYECKHX KPHUTEpUEB HE AAET MOJIHOM KapTHHBI, HEOOXOAWMOW JHIly, NMPUHUMAIOIIEMY pELICHHE.
HaunOonbiryto [EHHOCTh MPEACTABISIIOT TEXHUKO-SKOHOMHUYECKHE IIOKa3aTeNd, I03BOJIIOIINE CBA3ATh
JOCTUTaeMblil TexHuueckuil 3hdekT ¢ 3arparamu paznuyHoro Buaa. OJHAKO, Kak OTMe4aeTcs B padoTe,
MPUMEHEHNE TaKUX KPUTEPHEB, Kak oTHoIIeHue 3 ¢ekTa K 3arparam, TpeOyeT IOMOTHUTEIBHOTO aHAN3a
3aBUCHUMOCTH MEXAYy 3THMHU BeluuumHamu. [Ipu JMHEWHOM XapakTepe CBSI3H HMCIIOJIb30BaHHE IOJ00HBIX
KPUTEPHEB OIpaBJaHO, B MPOTHBHOM Ccly4ae HEOOXOJUMO TPUBOJHUTH CpPaBHUBAEMbIE BapUaHThI K
COTMOCTAaBMMOMY BWJIYy WJIM TpPUBJIEKATh OKCIEPTHbIE OICHKU. Pe3ynbTaThl MOTYT OBITh TIOJIE3HBI
CHELUAINCTaM, 3aHUMAIOIIMMCS MOACPHHU3ALNEH M Pa3BUTHEM CHCTEM PaIHOKOHTPOJIS, a TaKKe TeM, KTO
Y4YacTBYET B TEHIAEPHBIX MPOLEAYpax Mo BEIOOPY MOA0OHOT0 000pyJOBaHMUSL.
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Abstract. The article discusses issues related to the choice of equipment for radio frequency spectrum
monitoring systems in conditions of multiple criteria and conflicting requirements for their characteristics.
The approaches to determining weighting coefficients are analyzed, which make it possible to aggregate
heterogeneous indicators such as bearing accuracy, frequency range, speed, noise immunity, and others into
a single integral criterion. The main attention is paid to three groups of indicators of purpose: complex,
economic, and techno-economic. For each of them, the peculiarities of formation and limitations in practical
application are revealed. It is shown that using only technical or only economic criteria does not provide the
complete picture needed by the decision maker. The most valuable technical and economic indicators are
those that make it possible to link the achieved technical effect with various types of costs. However, as
noted in the paper, the application of criteria such as the ratio of effect to cost requires additional analysis of
the relationship between these values. If the relationship is linear, the use of such criteria is justified,
otherwise it is necessary to bring the compared options to a comparable form or involve expert assessments.
The results may be useful to specialists involved in the modernization and development of radio monitoring
systems, as well as to those who participate in tender procedures for the selection of such equipment.
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Introduction. In today's increasingly intense information warfare environment, the use of
radio frequency spectrum (RFS) monitoring systems (hereinafter referred to as RFSMS) plays a
crucial role in ensuring the security of both the state and various sectors of activity.

In general, the effectiveness of the RFSMS can be characterized by the following indicators:

1) the ability to quickly and accurately detect the source of unwanted radio emissions (RE),

2) classify the technical parameters of such an RE,

3) make a decision on further work with the RE.

The RFSMS system must be highly productive and effective, and in order to make a
decision on its development, renewal or modernization, and the search for current (alternative) and
promising design options, it is possible to use a multi-criteria analysis method (MCA), which, from
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several proposed RFSMS alternatives, will allow one to find solutions that best satisfy all criteria or
represent an optimal compromise between them.

RFSMS [2] are complex systems that are characterized by such features as: 1) emergence
(integrity), 2) the presence of heterogeneous connections, 3) robustness, therefore, it is practically
impossible to select the required system without taking into account many characteristics, but only
using the intuition of the decision maker (DM).

To conduct a multi-criteria analysis, it is necessary to determine the parameter weights
(weighting coefficients), since only with their help it is possible to ensure the unification
(aggregation) of various indicators, such as frequency range, direction finding accuracy, speed, the
possibility of panoramic analysis and direction finding, work with databases, reliability, placement
requirements, etc., into a single aggregate (integral) indicator and ultimately make a final decision.

The purpose of the article is to analyze and systematize existing approaches to assessing
weights when conducting a generalized quantitative analysis of existing RFSMS, as well as to
identify components that will influence the choice of methodology for determining weighting
coefficients.

In compromise decision-making problems solved using vector optimization, there are
always conflicting criteria, whereby improving one leads to a deterioration in the other, or vice
versa. The situation is even worse when the criteria are not only contradictory but also irreducible
(expressed in different units of measurement).

Thus, the vector optimization problem is one of making a compromise decision, taking into
account the performance indicators that characterize the main parameters of the emergency
response system, defining the primary tasks it is designed to perform. These indicators play a
significant role in assessing the quality of equipment when finding the best solutions.

Let us consider the designation indicators by which it is proposed to evaluate the weighting
coefficients when making a compromise decision: 1) complex designation indicators, 2) economic
complex designation indicators, 3) technical and technical-economic designation indicators.

Complex purpose indicators. Complex designation indicators are indicators presented in the
form of a product of the quality indicators of any system K, in our case the RFSMS:

K, =KK,..K, (1)
and the quotient obtained by dividing some indicators by others:
KK, K
! K14—me+2"'Kn 1 (2)

where K;— technical parameters, economic, social and time indicators. When assessing the
effectiveness of the emergency response system, the article proposes to use the following general
indicators [3]: the size of the zone (territory) of operation, the nature of use, the functions
performed, the performance of the systems, design limitations during production and installation,
cost, minimization of damage from the purchase, the time from order to commissioning, the
expected social significance of the purchased emergency response system.

The use of these generalized indicators will allow us to consider several quality indicators
and, based on them, formulate a generalized performance indicator. These indicators make it clear
that each must be assessed across all proposed SRFSMS.

Let us analyze and divide the complex indicators for the appointment of the SRFSMS into
three groups:

1) indicators, all components of which are not presented in monetary terms;

2) indicators, all components of which are expressed in monetary terms;

3) indicators, some of whose components have a monetary expression, while the other part
is not presented in monetary form.

The indicators of the 1st group characterize technical efficiency and are formed by
combining the technical characteristics of the RFSMS.
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To evaluate the effectiveness of the RFSMS, it is necessary to develop a set of technical
parameters that characterize its operation, such as its intended purpose (radio emission
measurement or direction finding), operating mode, installation location, tasks, the existing
electromagnetic environment (EME), prospects for the development of radio technologies in the
region, and much more. We will highlight the first group of indicators (technical parameters)
characterizing the capabilities and functionality of the RFSMS:

1) operating frequency range — characterizes the frequency range in which the system is

capable of finding, detecting and monitoring RE;

2) sensitivity of the receiving device (the threshold for detecting the radioactive source by
reception) — characterizes the minimum level of RE at which the system is able to detect
it;

3) dynamic range (of the receiving device of the RFSMS) characterizes the difference
between the minimum and maximum signal levels of the RE, which the receiving device
can correctly process, detect or measure without distortion;

4) resolution (frequency or time), where the first determines how closely spaced in
frequency the irradiated radiation sources can be recorded as separate ones, and the
second determines the minimum time interval within which the system is able to record
the irradiated radiation sources;

5) The measurement error of the main parameters of the RE characterizes the accuracy and
reliability of the data received by the system;

6) directional characteristics (for direction-finding antennas), this is the ability of the
system to distinguish signals that come from close angular directions and the error in the
angle at which the system determines the RE;

7) bandwidth (frequency range scanning speed) characterizes the number of signals that the
system is capable of processing per unit of time;

8) probabilistic characteristics of detection of RE:

- probability of detection (P9) : the probability that the system will detect a radioactive

source of a certain type/level within its coverage area,

- probability of false alarm (Pf) : the probability that the system will “detect” an RE where it
does not exist,

- probability of correct classification : the probability of correct determination of the type of
radioactive source (modulation, affiliation, etc.), if the system is provided with a classification
function;

9) reaction time (detection and processing of the RE) is the time interval between the
appearance of a signal from the RE until its recording;

10) bandwidth (spectral window) is the frequency band within which monitoring can be
carried out simultaneously (relevant for broadband systems);

11) resistance to interference and overload, this is the ability of the system to operate in
conditions of high interference, both intentional and unintentional, and to prevent overload of the
input paths;

12) operational reliability and fault tolerance, this is the probability of failure-free operation,
resistance to external factors;

13) automation and integration, this is the level of automation of the processes of direction
finding, detection, measurement, identification and classification of radio signals, the ability to
integrate into other systems (for example, into frequency resource management systems, into radio
environment analysis programs);

14) the spatial control zone (coverage), as a rule, depends on the height of the antennas, the
power of the radio waves, the geographical features of the region and the frequency of the signal,

15) power consumption and infrastructure requirements, it is necessary to take into account
the manufacturer’s requirements for power supply, cooling, dimensions and weight of the
equipment.
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The indicators of the 2nd group include: the payback period of capital investments, the
comparative efficiency coefficient, minimizing the damage from the purchase of the RFSMS, and
an analysis of indicators determined by the difference between costs and effects.

Economic complex indicators of destination. The most common economic indicators are
indicators of the effect-cost ratio or the difference W-E.

Since effects and costs are measured on a common scale of value, their application does not
require additional research. Let us list the main types of economic effects and costs. The economic
effect of the RFSMS is determined by the sphere and period of its manifestation, as well as the
volume of output. Depending on the sphere of manifestation, the following types of effect are
distinguished: effect at the producer (in the sphere of production of new systems); effect at the
consumer (in the sphere of operation of the RFSMS); and state (national economic) effect.

In this article, we only consider the effect that the consumer will experience when he begins
to use the RFSMS.

The economic effect for the consumer characterizes the efficiency of the emergency
response system if it reflects only the interests of the consumer enterprise.

The economic effect of the emergency response system can be determined over various time
intervals: annual economic effect; economic effect for the entire service life of the systems.

In this case, we assume that the effect is the savings in current costs for the compared
options i and j , obtained during the payback period T of capital investments. The costs are capital

investments A K = K ,j- K,i. Then, to determine the more effective option, the following
formula can be used:

.
Z(Cyi _Cyj)t = Ky =Ky
®)

C..

where Vi, i are current costs for the compared options in the t -th year excluding
depreciation charges.

The meaning of formula (3) is that with a more capital-intensive option, the amount of
savings on operating costs over time T should be no less than the capital investment. Otherwise, the

condition for the payback of capital investments will be written as
T

Y Z(Cyi -Cy)
I E——
WK, -K @
Formula (4) can be represented graphically on a chart (Figure 1). This chart shows the
dependence of costs and benefits on time for two options for selecting the RFSMS ( 1 and 11).
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Figure 1. Dependence of costs and effects on time

In the first case, capital investments W | are constant, and savings on operating costs
increase linearly over time.

Both E ;;and W ; vary nonlinearly with time . Although in both cases the ratio E/ W =1 at t
=T , the results of these examples cannot be considered equivalent. This is due to the fact that
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although the effect obtained over time T |, is the same in both cases, it is distributed unequally over
time. The same applies to capital investments. To identify the best technical solution, it is necessary
to take the time factor into account in the analysis.

When using cost criteria such as E / W, it is necessary to consider the dependence of E and
W on the degree of achievement of the goal g. The degree of achievement can be considered, for
example, the performance of the RFSMS, which is characterized by the speed of panoramic spectral
analysis of signals at a given resolution and dynamic range.

Figure 2 shows the nonlinear dependencies E (q) and W (q). It follows from the figure that
the ratio E / W depends significantly on g. When comparing the i-th and j-th systems, the efficiency
condition for the i -th system has the form E > W . This condition is satisfied for the range of
valuesq*1<q<q*,.Whenqg<q*.and q>q*,Thei-th system turns out to be less efficient -
than the j -th. Thus, given the nonlinear nature of the dependencies E(q) and W (q), in order to
select the most efficient option for technical solutions, it will be necessary to study the relationship
in a specific area.

s -.u.-..l.'-'ln-‘:l""r\-%-'

T
t
F

__-.. N T *
I =

L5

Figure 2. Nonlinear dependencies E(q) and W(q).

These studies address economic indicators that do not provide complete information for
making decisions on the supply of the RFSMS.

The third group of indicators are technical and economic ones and therefore are of greatest
interest when selecting optimal options for new emergency response systems. These indicators
include: costs per unit of produced systems and the ratio of the technical effect of a given type to
costs.

Regardless of the type of complex purpose indicator, when using them, it is still necessary to
conduct a certain analysis. The main elements of this analysis are: establishing the meaning and
content of the quantities E and W; determining the dependencies of the effect and costs on time;
analyzing the dependencies of E and W on the degree of goal achievement when applying the -
compared RFSMS.

Technical and technical-economic indicators of the purpose. The technical complex
designation indicators are:

KIT = KlT KZT"'KnT

— KltKZt"'Kmt

n -
K(m+l)T"'Knt (8)

where K i is the i -th particular technical quality indicator.

Although the K |rand K jr indicators generalize a number of specific indicators, they are of
a local nature, as their formation does not take into account economic quality indicators. This does
not mean that technical integrated performance indicators are completely unsuitable. However,
when using them, it is necessary to consider the economic and social significance of the specific K j;
indicators.

(7)
K
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Let's analyze this using some examples.

The operating frequency range of a radio receiver built into the RFSMS is the range of
possible tuning frequencies within which its basic characteristics are ensured. For smooth tuning,
the frequency range is defined by the limiting frequencies f ¢ min — f o max . The relative range is
characterized by the overlap coefficient

t0 p =T omin/ T 0 max (9)

This parameter is used to compare the proposed RFSMS; the receivers used in such
equipment must have a high coverage factor.

However, the economic significance of the overlap coefficient k r; in the whole system of the
SCCRHS in the general case is not the same.

Let us assume that when comparing two variants of the proposed RFSMS, the condition K p;
=k ppis satisfied, where K p1 = f o min1/ fomax1and K p2 = o min2/ fomax 2. The equality kK p; = K p; can
be ensured by various combinations of parameters f o min and f o max.

The economic consequences of implementing these relationships will depend on the
receivers used in the RFSMS. For example, the importance of the frequency band will depend on
the wavelength range used (decameter or meter).

Another important characteristic of the radio receiver in the RFSMS is the dynamic range
and the intersection points for second- and third-order intermodulation.

Intermodulation in a receiver is the occurrence of interference at the output of a radio
receiver when two or more interfering signals with frequencies outside the main and side channels
are applied to its input. This type of interference is called intermodulation.

In the general case, the excess of the useful signal over the intermodulation components of
the n-th order:

An:P]__Pn:(IPn—Pm)_n ( IPn—Pm):(n—l)( IPn—Pm) (10)
n-th order intermodulation is determined by the formula:
Dn=(Pn—Pp)n-1/n (11)

Ensuring the required operating frequency range, dynamic range for n-th order
intermodulation, and n-th order intermodulation components will be associated with different costs
of selecting a receiving device for the RFSMS. Therefore, when using generalized indicators such
as the overlap coefficient kp, intermodulation components A, , dynamic range D, for a technical and
economic assessment of the compared RFSMS, additional analysis will be required.

In this case, it will be necessary to bring the compared options into a comparable form
according to individual parameters K it (in the example under consideration, according to the
parameters kK i1, A, D ) or to evaluate their significance using expert assessment methods.

When conducting additional analysis, the reliability of the data obtained may not correspond
to the actual data.

Therefore, without dwelling further on technical complex quality indicators, we will
consider the characteristics of similar technical and economic indicators. In practice, indicators such
as E {/ W or W /E are widely used, where E \is the technical effect and W is the economic costs of
one type or another. Such indicators include:

- the volume of output per unit of capital investment;

- costs associated with servicing the unit of the RFSMS;

- operating costs per measurement or direction finding of a radiation source.

As indicated in [4], the efficiency of the RFSMS for performing certain tasks can be
compared using the ratio

E1/E2:(61/C1)/(G2/CZ), (12)
where G,G , — results of using the proposed RFSMS options 1 and 2; C ;, C , — costs of
creating and operating the specified RFSMS.

It is also possible to evaluate using indicators such as:

E'=G-CandE"=G/C (13)

In practice, indicators of the G / C type are considered more "convenient” than the E' = G -
C indicator, since the latter can only be used if G and C have the same dimensionality (the same
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units of measurement). However, both the first and second indicators have shortcomings. Suppose
that G and C are expressed in monetary terms. It would seem that the E' criterion can be used in this
case. However, when applying it, costs C are subtracted from the result G. If G is the economic -
effect and C is the discounted costs, then such a subtraction will in some cases be invalid. This is
due to the different structures of the indicators of economic effect and costs.

For example, if the payback period formula is used, the costs are additional capital
investments. The economic benefit is the savings on operating costs. In this case, adding and
subtracting the benefits and costs is impossible.

G / C indicator has certain advantages over the E = G - C indicator, since when using it, the
effect and cost indicators can have different dimensions. The disadvantage of such criteria is that
the same value of E' can be obtained with different combinations of G and C. When comparing two
types of RFSMS using this criterion, the following conditions can be met: E1 = E"; G1>>G,;C
>> C , . The choice of a more effective option is associated with one or another degree of
uncertainty

Conclusion. According to the presented results, the selection of comprehensive performance
indicators is crucial when conducting a detailed analysis of the RFSMS tender proposals. The
outcome of the selection process will largely depend on the selection of these indicators to make the
right decision. Having analyzed the three types of indicators, it can be concluded that the most
appropriate approach is to conduct an analysis based on technical and economic indicators, as they
are interrelated and not isolated.

It seems that when using criteria like G / C, it is necessary to identify the relationship G = f
(C). If this relationship is linear, their use will be justified. Otherwise, it will be necessary to either
compare the options in terms of effect or cost, or determine their importance using expert methods.
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