CoBpemeHHas Hayka n nHHoBauumn. 2026. Ne 1

CoBpemenHast Hayka 1 nHHOBarmu. 2026. Ne 1. C. 55-68 Modern Science and Innovations. 2026;(1):55-68
TEXHUYECKUE HAYKU TECHNICAL SCIENCES
NHO®OPMATHKA, BEIYMCIIMTEJIBHAS TEXHUKA U INFORMATION, COMPUTING AND
VITPABJIEHUE MANAGEMENT

Hayunas craTtps
YK 004.8:004.056.5

https://doi.org/10.37493/2307-910X.2026.1.4

MeToabl MAIIKHHOTO 00Y4YeHMsI 1JI BHISIBJIEHHUS ATAK HA CHCTEMY yIIPaBJIeHUs
NnpoMbILIeHHOro MHTepHeTa Beme

KOst AtexceeBHa AHApYceHKo , [e6 AslekceeBny CemenoB”, Aprem AstexceeBnd CoIOMSIHKO',
Asmca Aujpeesna Kymenxo®, Kpuctuna FOpbena CepeGpeHHuKOBa’

L2345 Ceepo-Kaskasckuii penepanbhbiii yausepcurteT (1. 1, yi. I[Tymkuna, CtaBpornoss, 355017, Poccust)
! juandrusenko@ncfu.ru, https://orcid.org/0000-0002-3392-7270

2 glebsemenov2003@gmail.com, https://orcid.org/0009-0004-1850-9021

% artemixol @xmail.ru, https://orcid.org/0009-0002-3378-6743

4 alisakuschenko@yandex.ru, https://orcid.org/0009-0008-9480-4072

® serebrennikova0512@gmail.com
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AnHoTanusi. Beeoenue. B crathe paccMaTpHBaeTcs 3ajada OOHapyXeHHs KuOepaTak B MH(PACTPYKType
npombiienHoro MurtepHera Bemeir (IloT), akTyanbHOCTH KOTOpOH 0OyclOBJIEHa pOCTOM 4YHCa
MOJKITIOUEHHBIX MPOMBILIUICHHBIX YCTPOMCTB M YBEJIMYCHUEM aTaK Ha KPUTHUYECKHE CHCTEMbI YIPAaBICHUS.
Mamepuanst u memoowst. J1111 IPpOBEACHUS MCCIEIOBAaHMS UCIIONB30BaH HA0OP JaHHBIX, CPOPMHUPOBAHHBII
Ha OCHOBE CeTeBOro Tpaduka W conepkammid 84 mpusHaka u 67 267 3anuceir. B paboTe nmpumeHsuuch
METOJBI TIPEABAPUTENBHON 00pabOTKH JaHHBIX, OTOOp HMH(MOPMATHUBHBIX IMPU3HAKOB, AHAIN3 TJIABHBIX
komnoHeHToB (PCA), a Takke MeTo1bl MalImHHOTO 00y4deHwus, Bkirodast Decision Tree, K Nearest Neighbor,
Tree Ensemble, PNN Learner u Gradient Boosted Trees. [Ij1s1 OlleHKH KadecTBa MOJEJCH HCIOIL30BaNach
KpOCC-BaJMJalMs U OrpaHUYCHUE TIIyOUHBI 1epeBbeB. Pe3ynvmamol u oocysycoenue. IIpoBeieHO cpaBHEHNE
3¢ ()EeKTUBHOCTH Pa3IMYHBIX MoOjeiel kinaccuukanuu. YCTaHOBJIEHO, uro npumeHeHue PCA wu
ONTUMHM3AIUS TIApaMETPOB MOJIeJieil TMO3BOJISET TMOBBICUTH TOYHOCTh OOHAapyKeHWs aTtak. Hawmydmmii
pe3yibpTaT mMokazana Mojenb Tree Ensemble, obecneuuBmass TOYHOCTH Kiaccudukanuu 97,5% mnpu
WCTIONB30BaHUK 17 TJIaBHBIX KOMIIOHEHTOB. 3akatouenue. llomydeHHBIE pPE3yNbTaThl IOATBEPKIAIOT
MEPCHEKTUBHOCTh MPUMEHEHUSI METOA0B MAIIMHHOTO OOYYeHHUs Uil BBIABICHHS KuUOepaTak B CHCTEMax
npoMmblieHHoro MHTepHeTa Beliel ¥ MOTYT OBITh HCIOJIb30BaHbl IPU TOCTPOCHUH CUCTEM MOHUTOPUHTA U
3amuTel [loT-uH(pacTpyKkTyphL.
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Abstract. Introduction. The article addresses the problem of detecting cyberattacks in the infrastructure of
the Industrial Internet of Things (I10T), the relevance of which is driven by the rapid growth of connected
industrial devices and the increasing number of attacks on critical control systems. The aim of the study is to
analyze and compare machine learning methods to improve the effectiveness of attack detection in IloT
networks. Materials and methods. The study is based on a network traffic dataset containing 84 features and
67,267 records. Data preprocessing techniques, informative feature selection, and Principal Component
Analysis (PCA) were applied. Several machine learning algorithms were investigated, including Decision
Tree, K-Nearest Neighbors, Tree Ensemble, PNN Learner, and Gradient Boosted Trees. Model performance
was evaluated using cross-validation and tree depth limitation to mitigate overfitting. Results and
discussion. A comparative analysis of classification models was conducted. The results show that the use of
PCA and model parameter optimization significantly improves attack detection accuracy. The best
performance was achieved by the Tree Ensemble model, which reached a classification accuracy of 97.5%
when using 17 principal components. Conclusion. The obtained results confirm the effectiveness of machine
learning approaches for building intrusion detection and security monitoring systems in Industrial Internet of
Things environments.

Keywords: machine learning; Internet of Things (10T); cyberattacks; Principal Component Analysis (PCA);
decision tree; model overfitting; cross-validation; Industrial Internet of Things (11oT); KNIME; model; tree
depth; model performance, CICFlowMeter.
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Introduction. The Internet of Things (IoT) is a system of interconnected computer networks
and connected physical objects (things) with embedded sensors and software for collecting and
exchanging data, with the ability to be remotely monitored and controlled in an automated manner,
without human intervention.

Industrial Internet of Things (l110T) is a system of interconnected computer networks and
connected industrial facilities with built-in sensors and software for collecting and exchanging data,
with the ability to remotely monitor and control in an automated mode, without human intervention
[10]. General model of the Industrial Internet of Things architecture (Fig. 1).
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Figure 1. A generalizing model of the industrial Internet of things architecture.

The history of the emergence of the term I1oT officially began with the birth of the concept
of “inter

The Internet of Things (IoT) was first coined in 1999 by researcher Kevin Ashton, who
introduced the idea during a presentation to Procter & Gamble. Although loT technologies have
been around for over two decades, active interest in them emerged much more recently and
continues to grow. Cisco experts associate the period 2008-2009 with the starting point for the
Industrial Internet of Things (I10T). According to their analysis, it was during these years that a key
turning point occurred: the number of networked machines and sensors exceeded the Earth's
population for the first time. This transitional period, when the "Internet of People™ gave way to the
"Internet of Things," laid the foundation for the integration of smart devices into production chains
and critical infrastructure management. In the industrial context, this marked the beginning of an era
in which the primary participants in network interactions were no longer personal gadgets, but
equipment, sensors, and automated enterprise systems. Machine learning (ML) methods are central
to the creation of algorithms aimed at classifying and detecting cyberattacks [4].

Machine learning is an approach in which an artificial intelligence system autonomously
improves its performance by processing arrays of training data without direct developer intervention
[1]. ML technologies provide effective tools for automated network traffic monitoring and anomaly
detection. However, finding optimal models and methods for classifying network packets remains a
pressing issue.
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Materials and research methods. To conduct a study of machine learning methods aimed
at detecting cyberattacks in the Industrial Internet of Things (110T) control system, a network traffic
dataset and the KNIME graphical programming analytics platform [3, 11] were used. This section
presents the characteristics of the dataset used, the data preprocessing methods, the tools used, and
the approaches to training machine learning models [5, 14].

The study utilized a dataset obtained from pcap source files using the CICFlowMeter tool.
This tool allows for the extraction of statistical characteristics of network flows and the formation
of a structured dataset suitable for analysis and machine learning [5].

The dataset used includes both numerical and categorical features, such as Flow ID, Src IP,
Dst IP, and Timestamp. The total dataset size is 67,267 rows and 84 columns [5]. The data
represents various classes of network attacks, including DoS, DDoS, Probe, and web attacks, which
are detected at the network level [3].

The presented dataset contains a significant number of features that are not key for analysis
and the construction of effective machine learning models. Therefore, informative feature selection
was performed during the preprocessing stage.

To reduce the data dimensionality, a special Column Filter node in the KNIME environment
[14] was used. As a result of selection, the number of features was reduced from 84 to 20 without
significant loss of information. The columns retained after selection are presented in (Table 1).

Table 1. Description of the dataset columns

Number Attribute Description Data type
1 Flow Duration Network flow duration Numerical
2 Flow Bytes/s Average data transfer rate Numerical
3 Flow Packets/s Average packet transmission rate Numerical
4 Packet Length Mean Average package size Numerical
5 Packet Length Standard Standard deviation of batch size Numerical
6 SYN Flag Count Number of SYN flags Numerical
7 ACK Flag Count Number of ACK flags Numerical
8 RST Flag Count Number of RST flags Numerical
9 Down/Up Ratio Ratio of incoming and outgoing traffic Numerical
10 Average Packet Size Average package size Numerical
11 Fwd Packet Length Mean Average packet size (forward direction) Numerical
12 Bwd Packet Length Mean Average packet size (reverse direction) Numerical
13 Flow IAT Mean Average interval between packets Numerical
14 Flow IAT Std Standard deviation of intervals Numerical
15 Fwd IAT Mean Inter-packet interval (forward direction) Numerical
16 Bwd IAT Mean Inter-packet interval (reverse direction) Numerical
17 Active Mean Average thread activity time Numerical
18 Idle Mean Average thread idle time Numerical
19 Subflow Fwd Bytes Substream data volume (forward direction) Numerical
20 Subflow Bwd Bytes Substream data volume (reverse direction) Numerical

The presented dataset contains a preponderance of columns with data that is not key to the
analysis and model development, so it was necessary to select the columns containing the necessary
data. The "Column Filter" node was used to select the required columns. This selection reduced the
number of columns from 84 to 20, which also simplifies model creation and training without losing
information.

Thus, using this node allows us to improve the quality of the model, speed up its training
and reduce computational costs.

Since the dataset has 84 columns, some of which are multicaliber (linearly dependent), it
was necessary to simplify the model and eliminate the multicaliber. The "PCA™ node was used to
transform these columns. The values of these columns were reduced and converted into a new set of
independent features.

Thus, the use of this node helps to reduce the dimensionality of the data, preserving 90-95%
of the information, copes with the multiplication of columns, and simplifies the model.
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To assess the impact of feature selection on model quality, a graph of F1 Score values before
and after data selection was plotted (figure 2). The graph shows that some values after feature
selection demonstrate a decrease in accuracy; however, overall, selection simplifies the model and

reduces computational costs.
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Figure 2. F1 Score graph before and after data selection

Thus, using the Column Filter node allows you to improve the quality of models, speed up
the training process and reduce the complexity of calculations.

The KNIME Analytics Platform (Konstanz Information Miner) graphical programming
platform was used to analyze data and build machine learning models. This environment provides a
wide range of tools for data processing, model building, visualization of results, and experimental
research.

The following KNIME nodes were used in the study:

File Reader, Column Filter, Normalizer, PCA, X-Partitioner, Learner, Predictor, X-
Aggregator, and Scorer. Their purpose and functionality are presented in Table 2.

Table 2. Used nodes

Node name Purpose
File Reader Reads most common text files
Column Filter | Allows you to filter columns by data characteristics
Normalizer Normalizes the values of all selected (numeric) columns

PCA Performs principal c_omponent analysis on given data, reducing the dimensionality of the data while
preserving information

X-Partitioner It is the first in the cross-validation cycle

Learner Builds a predictive model based on the received data. Responsible for training

Predictor Responsible for applying the resulting model to test data

This is the last step in the cross-validation cycle. It collects data from the predictor, compares the

predicted and actual classes, and outputs predictions for all rows and iteration statistics

Scorer Displays the error matrix and reports a range of statistics such as recall, precision, accuracy, etc.

X-Aggregator

The study identified a problem with overfitting machine learning models, whereby
algorithms performed well on the training set and significantly worse on the test data [2].

To combat overfitting, cross-validation — a method for evaluating a model on independent
subsamples — was used [2]. The method involves splitting the original dataset into several parts, one
of which is used for testing, and the rest for training the model. The process is repeated for all parts,
and the final score is calculated as the average value across all iterations.

In the KNIME environment, cross-validation was implemented using X-Partitioner and X-
Aggregator nodes, which automatically orchestrated the validation cycle. The number of validations
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was set to five. Additionally, the tree depth in decision tree-based models was limited, ranging from
3 to 10, which also helped reduce the effects of overfitting.

Thus, the use of cross-validation and control of tree depth allowed us to increase the
robustness of the models and provide a more objective assessment of their quality.

As part of the study, five machine learning models with different parameters were built and
analyzed on the KNIME platform. him These include Decision Tree Learner, K-Nearest Neighbor,
Tree Ensemble, PNN Learner , and Gradient Boosted Trees. These models were chosen due to their
widespread use and effectiveness in solving network traffic classification problems.

For each model, parameter tuning was performed, and the impact of data preprocessing
methods, including normalization and principal component analysis, was analyzed. Model quality
was assessed using standard classification metrics such as accuracy, precision, recall, and F-
measure [2].

Results and discussion. Experimental studies aimed to evaluate the effectiveness of various
machine learning models in detecting attacks in Industrial Internet of Things (IoT) control systems.
The impact of data preprocessing methods, model parameters, and the use of principal component
analysis on classification accuracy was examined.

Decision Tree Learner is a machine learning method based on sequentially partitioning data
into subsets and predicting classes based on given conditions. Decision Tree models do not use data
normalization [9].

The study compared Decision Tree models using and without the principal component
analysis (PCA). Several models were constructed with PCA component counts ranging from 17 to
3, with a step size of 23, as well as a model without PCA. The Accuracy metric values were used
to plot the graph shown in Figure 3.
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Figure 3. Accuracy parameter for the Decision Tree model using PCA with different numbers of columns

An analysis of the results showed that the use of PCA did not lead to a significant increase
in classification accuracy for this model. Next, a study was conducted to examine the influence of
the Decision Tree parameters without using PCA. such Parameters such as Quality measure (Gain
ratio and Gini index) and Pruning method (No pruning and MDL) were used. Based on the
experimental results, a graph was constructed, shown in Figure 4.
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The results showed that the best accuracy for the Decision Tree model was achieved without
PCA, with the Gini index and MDL parameters set to their default values. The maximum accuracy
was 86.9%.

The K Nearest Neighbor (KNN) algorithm is used to solve classification problems and is
based on determining the class of an object based on the majority of its nearest neighbors in the
training sample [10].

The study compared KNN models with and without PCA for a fixed number of nearest
neighbors. Models were constructed with the number of PCA components ranging from 17 to 5
with a step of 2, as well as a model without PCA. The Accuracy metric values were plotted in the
graph shown in Figure 5.
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Figure 5. Accuracy parameter for KNN model using PCA with different number of columns.

The results showed that the highest accuracy was achieved using PCA with 11 and 15
components, as well as a model without PCA. These variants were selected for further F-measure
analysis.

The effect of the number of nearest neighbors on classification accuracy was additionally
investigated. For this purpose, models with numbers of neighbors ranging from 1 to 10 were
constructed for PCA variants with 11 and 15 components. The results of these experiments were
plotted, as shown in Figure 6.
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Figure 6. Accuracy parameter for KNN model using PCA with 11 and 15 columns.

The analysis showed that the highest accuracy values are achieved with the number of
nearest neighbors equal to 1, while the differences between models with different numbers of PCA
components are insignificant.

Tree Ensemble is a machine learning method based on the use of a set of decision trees.
Data normalization was not used in this type of model [7].

In the first stage, we studied the impact of the principal component analysis (PCA) on the
accuracy of the Tree Ensemble model at a tree depth of 10. Models were constructed with the
number of PCA components ranging from 17 to 5 with a step of 2, as well as a model without PCA.
The experimental results are presented in Figure 7.
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Figure 7. Accuracy parameter for Tree Ensemble model using PCA with different number of columns and
without PCA

Experimental results indicate a decrease in classification accuracy in models without PCA,
while the use of principal component analysis provides a significant improvement in performance.
Maximum accuracy values were achieved using 17 and 11 PCA components.

The next step was to examine the effect of tree depth on classification accuracy for a model
with 17 PCA components. Tree depth varied from 3 to 10. The results were plotted in Figure 8.
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The obtained results indicate that the maximum classification accuracy is achieved with a
tree depth of 3. In this case, the Accuracy value was 97.5%, which is the best result among all the
models considered.

PNN Learner (Probabilistic Neural Network) implements a probabilistic neural network and
is designed for classification based on numerical data [6].

The study assessed the impact of principal component analysis on the accuracy of the PNN
Learner model. Models were constructed using PCA with components ranging from 17 to 5, as well
as a model without PCA. The experimental results are presented in Figure 9.
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Figure 9. Accuracy parameter for the PNN Learner model using PCA with different numbers of columns and

without PCA

The obtained results indicate that the highest Accuracy metric value is achieved in the model
without PCA. Therefore, further research was conducted without the use of principal component
analysis.

The effect of the number of training epochs on classification accuracy was additionally
studied. The number of epochs varied from 10 to 20. The experimental results are presented in
Figure 10.
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The obtained data showed that optimal results were achieved with a number of epochs equal
to 10, with the maximum accuracy value being 89.2%.

Gradient Boosted Trees (GBT) is a gradient-boosted decision tree algorithm designed for
solving classification problems. Data normalization was not used in this type of model [8].

In the first stage, we studied the impact of PCA on the accuracy of the GBT model at a tree
depth of 10. Models were constructed with the number of PCA components ranging from 17 to 4
with a step of 3, as well as a model without PCA. The experimental results are presented in Figure
11.
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Figure 11. Accuracy parameter for the Gradient Boosted Trees model using PCA with different numbers of
columns and without PCA

The results indicate that the highest Accuracy metric value is achieved in the model without
PCA. High accuracy values were also obtained using PCA with 17 and 14 components.

In the next step, the effect of tree depth on classification accuracy was investigated without
using PCA. Tree depth varied from 4 to 10. The experimental results are presented in Figure 12.
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Figure 12. Accuracy parameter for GBT (Gradient Boosted Trees) models without PCA

The obtained results showed that the maximum accuracy value of 89.2% is achieved at a
tree depth of 10.

To visually compare the effectiveness of the machine learning models considered, a
summary table of results was generated (Table 3), which presents the values of the Accuracy metric
for all the studied algorithms, taking into account the use of the principal component method.

Table 3. Research results.

Model Accuracy, % PCA
Decision Tree 86,5 -
K Nearest Neighbor 86,7 11
Tree Ensemble 97,5 17
PNN 81,1 -
Gradient Boosted Trees 89,2 -

The data presented in the table indicate that, among the models considered, the Tree
Ensemble method provides the highest classification accuracy when using PCA with a number of
components equal to 17. The resulting Accuracy metric value of 97.5% exceeds the performance of
other machine learning algorithms.

It should be noted that ensemble methods demonstrate higher resistance to the peculiarities
of the original data compared to individual models, which makes them particularly promising for
the tasks of detecting cyberattacks in the infrastructure of the Industrial Internet of Things [12].

Conclusion. The study examined and compared various machine learning models used to
detect cyberattacks in Industrial Internet of Things (IoT) control systems based on network traffic
analysis. The experiments used a dataset containing the main attack types typical of the IloT
environment, allowing for an objective assessment of the effectiveness of the classification
algorithms.

The obtained results indicate that attack detection accuracy is significantly determined by
both the choice of machine learning model and the data preprocessing methods used. It was found
that the use of principal component analysis (PCA) improves classification efficiency for a number
of algorithms by reducing data dimensionality and eliminating multicollinearity. However, this
approach is not universal and requires individual tuning for each model.

A comparative analysis showed that the best accuracy results were achieved using the Tree
Ensemble model in combination with the principal component analysis (PCA) with 17 components
and a tree depth of 3. In this case, the Accuracy metric value was 97.5%, which exceeds the results
of the other machine learning models considered.

The obtained results confirm the potential of using machine learning methods to detect and
analyze cyberattacks on Industrial Internet of Things devices and can be used in building
monitoring and intrusion detection systems in IloT infrastructure. Future work should focus on
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expanding and updating datasets, fine-tuning model parameters, and using modern machine
learning libraries and tools to improve the resilience and effectiveness of security systems [13].
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