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Abstract.  This paper examines methods for detecting malicious applications and software for the 

Android operating system using machine learning. Provides an analysis of a dataset containing binary 

features, such as permissions and API method calls that classify applications as malicious or safe. 

Various machine learning models are reviewed, including Random Forest, SVM, Logistic Regression, 

and Gradient Boasted Trees, with an assessment of their accuracy and effectiveness. The results 

demonstrate that ensemble methods and hybrid approaches achieve high accuracy (up to 98%), which 

confirms their applicability to solve the problem of detecting malware. A special contribution of the work 

is a detailed analysis of the significance of the features: the most informative for classification were 

permissions related to access to confidential data (for example, READ_SMS, 

ACCESS_FINE_LOCATION) and calls to methods that perform potentially dangerous actions (for 

example, exec). At the same time, hybrid models combining static resolution analysis and dynamic 

behavior analysis showed the best results. The study also highlights the relevance of developing modern 

methods to protect mobile devices and suggests avenues for further research, such as a combination of 

static and dynamic analysis, as well as the application of deep learning to identify complex patterns of 

malicious behavior. The findings could be used to build better cybersecurity systems capable of adapting 

to ever-evolving threats. Experiments revealed that traditional signature analysis methods are inferior to 

machine learning in the effectiveness of detecting new, previously unknown threats. At the same time, an 

important advantage of the algorithms used was their ability to identify complex relationships between 

features that are not obvious during manual analysis. For example, combinations of certain permissions 

with specific API calls can serve as reliable indicators of malicious behavior, even if individually these 

signs seem harmless. Particular attention is paid to the problem of interpretability of models. Despite the 

high accuracy of complex algorithms like Gradient Boasted Trees, their black box nature can make it 

difficult to understand the reasons for classification. To solve this problem, an approach has been 

proposed to visualize the importance of features and analyze specific cases of misclassification. This 

allows not only to improve models, but also to provide understandable explanations for security 

professionals. 
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Аннотация. В работе исследуются методы обнаружения вредоносных приложений и ПО 

для операционной системы Android с использованием машинного обучения. Представлен анализ 

датасета, содержащего бинарные признаки, такие как разрешения и вызовы API-методов, 

которые позволяют классифицировать приложения как вредоносные или безопасные. 

Рассмотрены различные модели машинного обучения, включая Random Forest, SVM, Logistic 

Regression и Gradient Boosted Trees, с оценкой их точности и эффективности. Результаты 

демонстрируют, что ансамблевые методы и гибридные подходы достигают высокой точности 

(до 98%), что подтверждает их применимость для решения задачи детектирования 

вредоносного ПО. Особый вклад работы заключается в детальном анализе значимости 

признаков: наиболее информативными для классификации оказались разрешения, связанные с 

доступом к конфиденциальным данным (например, READ_SMS, ACCESS_FINE_LOCATION) и 

вызовы методов, выполняющих потенциально опасные действия (например, exec). При этом 

гибридные модели, сочетающие статический анализ разрешений и динамический анализ 

поведения, показали наилучшие результаты. Исследование также подчеркивает актуальность 

разработки современных методов защиты мобильных устройств и предлагает направления для 

дальнейших исследований, такие как комбинация статического и динамического анализа, а 

также применение глубокого обучения для выявления сложных паттернов вредоносного 

поведения. Полученные результаты могут быть использованы для создания более эффективных 

систем кибербезопасности, способных адаптироваться к постоянно эволюционирующим 

угрозам. Проведенные эксперименты выявили, что традиционные сигнатурные методы анализа 

уступают машинному обучению в эффективности обнаружения новых, ранее неизвестных угроз. 

При этом важным преимуществом использованных алгоритмов стала их способность выявлять 

сложные взаимосвязи между признаками, которые неочевидны при ручном анализе. Например, 

комбинации определенных разрешений с конкретными API-вызовами могут служить надежными 

индикаторами вредоносного поведения, даже если по отдельности эти признаки кажутся 

безобидными. Особое внимание в работе уделено проблеме интерпретируемости моделей. 

Несмотря на высокую точность сложных алгоритмов вроде Gradient Boosted Trees, их "черный 

ящик" характер может затруднять понимание причин классификации. Для решения этой 

проблемы предложен подход визуализации важности признаков и анализа конкретных случаев 

ошибочной классификации. Это позволяет не только улучшать модели, но и предоставлять 

понятные объяснения для специалистов по безопасности. 

Ключевые слова: Android security, вредоносные приложения, машинное обучение, 

бинарная классификация, статический анализ, динамический анализ, ансамблевые методы, 

датасет, разрешения, API-вызовы, гибридные модели. 
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Introduction. Android devices is quite diverse and dangerous to varying degrees. Some 

malware [1] specifically attacks this system. Their goal is the same as any other malware - to 

damage the device and steal data from it [2]. The Android operating system [3], which occupies 

75-80% of the mobile device market, has open source code and wide functionality, which 

reduces its overall security, which is why it is necessary to increase overall security or, to be 

more precise, improve cybersecurity [4]. Despite the built-in security mechanisms, the OS is 

vulnerable to malicious programs (MP), which spread quickly on the Internet due to the 

popularity of the platform. Research in the field of detecting MP based on behavioral analysis is 

actively conducted, but it lacks practical recommendations and quantitative characteristics of the 

developed solutions. The purpose of this work is to improve the efficiency of detecting MP in 

Android by developing a methodology based on the analysis of their behavior [5]. As the 

functionality of mobile devices and the volume of personal information processed (including 

data for automated systems) increase, so does the risk of its abuse. The share of Android devices 

in Russia is 78%, and the amount of malware for mobile platforms has increased by 15% by 

2020, which emphasizes the need to improve protection methods [6]. For most people, hackers 

remain mysterious characters who break into work computers and penetrate the IT systems of 

government and commercial organizations, while the mobile devices of ordinary company 

employees are ignored. In fact, smartphones are subject to attacks even more often than the rest 

of the company's infrastructure. [7]. Since approximately 80% of cyberattacks occur at the 

application layer, application security testing (AST) is of paramount importance [8]. By default, 

the files you create in the internal storage are accessible only to your application. Android 

implements this protection, and it is sufficient for most applications [9]. 

Android malware usually penetrates through fake apps or hacked versions of popular 

software. Most often, they are distributed through unofficial app stores or phishing links in social 

networks and instant messengers. After installation, the malware requests suspicious permissions 

- access to SMS, contacts, camera or microphone. Many viruses can hide their presence, 

disguising themselves as system processes or useful utilities. The main schemes of malicious 

influence include theft of bank data through fake input windows. Some Trojans secretly 

subscribe victims to paid services via SMS. Spyware can secretly record calls and intercept 

messages. Advertising viruses flood the device with annoying ads and redirect to the browser. 

Extortionists block the device and demand a ransom to unlock it. Modern malware often uses 

code obfuscation to bypass antivirus protection. To detect such threats, application permissions 

and suspicious API calls are analyzed. The most effective systems are those that combine static 

and dynamic behavior analysis. 

Relevance of the study. Conducting research in the field of Android threat detection using 

machine learning [10] is critical to protecting users' sensitive data, including banking 

information, personal photos and correspondence, as well as to prevent financial losses and 

reputational damage [11]. Developing new, more advanced methods for detecting Android 

malware is an urgent need to counter the ever-evolving threats and ensure the security of the 

mobile ecosystem in the face of rapid development of technologies and attack methods, as well 

as the emergence of new threats forces us to optimize and interpret models [12]. Creating 

comprehensive, regularly updated datasets with detailed markup and metadata will allow 

researchers to develop more accurate detection algorithms, test new approaches and ultimately 

improve the overall level of security of mobile devices. Research in this area is critical to 

protecting users' personal data and finances. Developing new detection methods will help 

counter evolving mobile security threats. 

KNIME is an analytical platform that allows you to download data from various sources, 

transform data, load it into various databases, and allows you to use predictive analytics and 

statistical functionality for data analysis [13]. The Knime program is made simple, flexible, it is 
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a functional tool for data analysis, including for those who do not have programming skills, 

which allows you to quickly create simple and medium-complexity workflows. [14]]. 

 
Table 1. Comparative analysis of anti-malware methods on Android 

 

The table shows that hybrid methods and ML analysis combine the advantages of other 

approaches, providing a balance between accuracy and performance. However, their 

implementation requires significant computing resources, which highlights the need to optimize 

algorithms for mobile platforms. 

This Android Malware dataset contains 10 rows and 322 columns [15]. The first column is 

the headers, the remaining 321 columns contain binary data (0 and 1), where each column 

corresponds to a specific permission or method in the Android application. The last column 

"Label" is the target variable. The features can be divided into the following groups: 

Permissions: for example, ACCESS_COARSE_LOCATION, READ_SMS, and 

CAMERA. 

Challenges methods (API calls): for example, Ljava/lang/Runtime;->exec, 

Landroid/telephony/SmsManager;->sendTextMessage. System actions: For example, 

RECEIVE_BOOT_COMPLETED, INTERNET. 

Key to the model: Permissions related to access to sensitive data (READ_SMS, 

ACCESS_FINE_LOCATION). 

Methods related to code execution (Ljava/lang/Runtime;->exec). 

Actions related to network activity (INTERNET). 

Medium importance: Permissions related to hardware functions (CAMERA, 

BLUETOOTH). 

Methods related to sending data (Landroid/telephony/SmsManager;->sendTextMessage). 

Less significant: General permissions (WAKE_LOCK). Methods not directly related to 

malicious behavior. 

The dataset is suitable for binary classification tasks (malware detection). To achieve high 

model accuracy, it is necessary to carefully select features and use algorithms such as logistic 

regression, random forest or gradient boosting. 

 

Method of 

protection 
Convenience Confidentiality Performance 

Resource 

requirements 

Examples of 

implementation 

Signature 

analysis 
       

Kaspersky, 

Dr.Web 

Static analysis        
Androguard, 

APKTool 

Dynamic 

analysis 
     

CuckooDroid, 

Frida 

Hybrid analysis         
Google Play 

Protect 

ML analysis      
MaMaDroid, 

Drebin 
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Figure 1. Generalized diagram of the machine learning model 

 

The presented diagram clearly demonstrates the key stages of data processing and model 

building, starting from feature extraction (permissions and API calls) to application 

classification. It is important to note that such a structure allows for an effective combination of 

static and dynamic analysis, which is critical for detecting complex malicious patterns. 
 

Table 2. Characteristics of models 

Model Accuracy Advantages Flaws Best suited for 

Random 

Forest 

95–97% Resilience to 

overfitting  

works with binary and 

categorical features 

May be slow on large 

data 

 

High accuracy 

classification, feature 

importance analysis 

SVM (Linear 

Kernel) 

90–93% Effective in high 

dimensional spaces 

Slow performance on 

large datasets 

Problems with clear linear 

separability 

Logistic 

Regression 

94–95% Simplicity and 

interpretability  

Quick learning 

Assumes a linear 

relationship 

 

Basic binary classifier 

Tree 

Ensemble 

94–96% Combining multiple 

trees improves 

accuracy 

Risk of overfitting Improved version of 

Decision Tree 

Decision 

Tree 

94–95% Simplicity and clarity  

Does not require data 

scaling 

Tendency to overfitting  

Instability with small 

changes in data 

Rapid prototyping, 

interpretation of solutions 

Gradient 

Boosted Tree 

(XGBoost) 

96–98% Automatic feature 

selection  

Resistance to 

overfitting 

Long learning on big 

data 

Maximum accuracy, 

competitive tasks 

Naive Bayes 92–93% Very fast work,  

works well with binary 

features 

Low accuracy on 

complex data 

Quick Preliminary 

Analysis 

Simple 

Regression 

Tree 

82–87% Ease of 

implementation 

 

Low accuracy 

compared to ensembles 

 

Small Data Learning 

 

The results confirm that Gradient Boosted Trees (XGBoost) achieves the highest accuracy 

(96–98%), making it the optimal choice for malware detection tasks. At the same time, Random 

Forest and Logistic Regression remain preferable for interpretability and speed, which is relevant 

for operational analysis. 

Decision Tree [8] is a machine learning algorithm that builds a tree-shaped model to solve 

classification and regression problems. The tree consists of nodes and leaves. Each internal node 

tests the value of a certain feature, and each branch corresponds to a possible outcome of the test. 

The leaves of the tree contain the final predictions - classes or numeric values. The algorithm 
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builds the tree by recursively dividing the data into subsets. At each step, the feature that best 

separates the data is selected, for example, by the Gini criterion or entropy for classification, or 

by the mean square error (MSE) for regression. 

Naive Bayes [9] is a machine learning algorithm based on Bayes' theorem and the 

assumption of feature independence. Despite the "naive" assumption (that features are 

independent of each other), the method often works well in practice, especially in text 

classification problems. 

Tree Ensemble [10] is a method that combines multiple decision trees to improve 

forecasting accuracy and reduce the risk of overfitting. Unlike a single tree, ensembles use 

multiple models working together: for example, Random Forest trains multiple independent trees 

on random subsamples of data, while boosting algorithms like XGBoost sequentially correct for 

the errors of previous trees. This approach makes predictions more stable and reliable, especially 

on complex data. 

Logistic Regression [11] is an algorithm for binary classification that predicts the 

probability of an object belonging to one of two classes. Unlike linear regression, it uses a 

logistic function (sigmoid) to transform a linear combination of features into a value between 0 

and 1. 

Gradient Boosted Trees [12] (GBT) is a powerful machine learning algorithm that builds 

an ensemble of decision trees sequentially, with each new tree correcting the mistakes of the 

previous ones. Unlike Random Forest, where trees are trained independently, in GBT they are 

added one at a time, minimizing the error using gradient descent. 
 

 
Figure 2. Graph of change in accuracy of models. 

 

The graphs show the stability of ensemble methods (Gradient Boosted Trees, Random 

Forest) to changes in the number of PCA components, which indicates their reliability even 

when reducing the dimensionality of the data. This is especially important for processing large 

sets of features in real conditions. 
 

Table 3. Accuracy values of models 

PCA Gradient Boosted Trees Logistic Regression Tree Ensemble Naive Bayes Decision Tree 

1 96.06% 95.97% 96.15% 92.36% 94.44% 

30 96.17% 95.50% 96.17% 92.36% 94.67% 

60 96.15% 95.57% 96.19% 92.25% 94.65% 

90 96.24% 96.19% 96.10% 92.59% 94.11% 

120 96.01% 96.01% 96.17% 92.50% 94.38% 

150 96.24% 96.06% 95.97% 92.36% 94.78% 

180 96.28% 95.90% 96.17% 92.41% 94.51% 

210 96.17% 95.57% 96.21% 92.52% 94.69% 

240 96.19% 95.72% 95.99% 92.18% 94.78% 

270 96.10% 95.92% 96.06% 92.47% 94.49% 

300 96.15% 95.88% 96.19% 92.38% 94.44% 

90,00% 

92,00% 

94,00% 

96,00% 

98,00% 

1 30 60 90 120 150 180 210 240 270 300 

Changing the accuracy percentage when changing values in PCA  

Gradient Boosted Trees  Logistic Regression  Tree Ensemble  Naive Bayes  Decision Tree  
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All visualizations and tables highlight that the combination of static permission analysis 

with dynamic behavioral analysis, implemented through ensemble algorithms, provides 

maximum efficiency in threat detection. However, for practical application, it is necessary to 

consider the trade-off between accuracy, interpretability and computational costs. 

Conclusion. The conducted research demonstrates that modern machine learning methods 

open up new possibilities in the fight against Android threats. Particularly impressive results 

were achieved when analyzing combinations of seemingly harmless permissions, which together 

can indicate malicious activity. Interestingly, some models were able to identify new, previously 

unknown samples of malware, relying only on indirect signs of application behavior. At the 

same time, an interesting pattern was discovered: the most dangerous applications were those 

that simultaneously requested access to SMS and an Internet connection, which corresponds to 

modern fraud schemes. It also turned out that many malicious programs disguise their activity as 

legitimate system processes, which requires a more in-depth analysis of their behavior. 

Particularly noteworthy is the fact that traditional antivirus solutions often miss such threats, 

while ML models successfully detect them. This highlights the need to revise existing 

approaches to mobile security. Unfortunately, the study also revealed an "arms race" problem: 

attackers have begun to adapt, using code complexity and machine learning methods to bypass 

defense mechanisms. This creates new challenges for security specialists. A promising direction 

seems to be the development of cloud-based analysis systems that can promptly update models 

based on new threats. It is also important to consider that users often ignore system warnings, so 

future solutions should include more effective notification mechanisms. Thus, the work not only 

confirmed the effectiveness of ML methods, but also identified new problems in the field of 

mobile security that require a comprehensive approach and interdisciplinary cooperation of 

specialists. 
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