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Abstract. This paper examines methods for detecting malicious applications and software for the
Android operating system using machine learning. Provides an analysis of a dataset containing binary
features, such as permissions and APl method calls that classify applications as malicious or safe.
Various machine learning models are reviewed, including Random Forest, SVM, Logistic Regression,
and Gradient Boasted Trees, with an assessment of their accuracy and effectiveness. The results
demonstrate that ensemble methods and hybrid approaches achieve high accuracy (up to 98%), which
confirms their applicability to solve the problem of detecting malware. A special contribution of the work
is a detailed analysis of the significance of the features: the most informative for classification were
permissions  related to  access to  confidential data  (for  example, READ SMS,
ACCESS FINE LOCATION) and calls to methods that perform potentially dangerous actions (for
example, exec). At the same time, hybrid models combining static resolution analysis and dynamic
behavior analysis showed the best results. The study also highlights the relevance of developing modern
methods to protect mobile devices and suggests avenues for further research, such as a combination of
static and dynamic analysis, as well as the application of deep learning to identify complex patterns of
malicious behavior. The findings could be used to build better cybersecurity systems capable of adapting
to ever-evolving threats. Experiments revealed that traditional signature analysis methods are inferior to
machine learning in the effectiveness of detecting new, previously unknown threats. At the same time, an
important advantage of the algorithms used was their ability to identify complex relationships between
features that are not obvious during manual analysis. For example, combinations of certain permissions
with specific API calls can serve as reliable indicators of malicious behavior, even if individually these
signs seem harmless. Particular attention is paid to the problem of interpretability of models. Despite the
high accuracy of complex algorithms like Gradient Boasted Trees, their black box nature can make it
difficult to understand the reasons for classification. To solve this problem, an approach has been
proposed to visualize the importance of features and analyze specific cases of misclassification. This
allows not only to improve models, but also to provide understandable explanations for security
professionals.
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* ABTOpP, OTBETCTBCHHBIH 32 TIEPEIIUCKY

Annomauun. B pabome uccnedyromcs memoodvl 0OHAPYHCeHUs 8Pe0OHOCHbIX npunodxceHul u 110
0ns onepayuonHou cucmemsl Android ¢ ucnonvzosanuem mawiunnoeo ooyuenus. Ilpedcmasnen ananus
damacema, cooepoicaujeco OUHAPHblE NPUHAKU, MAKue Kak pazpeuwienus u 6vi308vl API-memooos,
KOmopvle  NO360AI0OM  KIACCUPUYUPOBAMb  NPULONCEHU  KAK  8PEOOHOCHble  Ulu  Oe30nacHule.
Paccmompensr pasnuunsie modenu mawiunno2o obyuenus, exkawoyas Random Forest, SVM, Logistic
Regression u Gradient Boosted Trees, ¢ oyenxou ux mounocmu u 3¢gexmugnocmu. Pezyromamul
OeMOHCIMPUPYIOmM, Ymo aHcamonesvle Memoovl U 2ubpUOHble NOOX00bL OOCMUSAIOM 8bICOKOU MOYHOCTU
(0o 98%), umo noomeepocoaem uUx HNPUMEHUMOCMb OAs PeUeHus 3a0auu OemeKmupo8aHusl
spedonocroeo I10. Ocobvlii 6xnad pabomsl 3aKMOHAEMCS 6 OCeMAIbHOM AHAAU3E 3HAYUMOCINU
NPU3HAK08: Haubonee UHDOPMAMUBHBIMU Ol KAACCUDUKAYUU OKA3ATUCH PA3peulenus, CeA3aHHble C
docmynom K KOH@uOenyuanvhvlm oannvim (nanpumep, READ SMS, ACCESS FINE LOCATION) u
8bI306bl MEM0008, GbINOIHAIOWUX NOMEHYUATbHO ONACHble Oelicmeus (nanpumep, exec). Ilpu smom
2UOpUOHble MOOenu, couemarnwue CMAMUYecKull aHanu3 paspeuwleHuli U OUHAMUYEeCKULl aHATU3
nogedenus, NoKaA3anu Hauayduiue pezyismamol. Mccredosanue maxdice nooueprusaem akmyaibHOCHb
paspabomku coBPEMEHHbIX Memo008 3auumsl MOOUIbHBIX YCMPOUCME U npedidazaem HanpasieHus OJis
OanbHeUuux UCCLe008anull, maxKue Kax KOMOUHAYUS CMAMUYecKo2o U OUHAMUYECKO20 aHAIu3d, a
makce NpUMeHeHue 21y00K020 00yuenus Oasl BblA6LeHUs CIONCHBIX NAMMEPHOE BPEOOHOCHO0
noseodenus. llonyuennvie pesyrvmamel Mo2ym Oblmb UCHOIBL30BAHBL 0I5l CO30anus boaee dhhekmuenvix
cucmem  Kubepbe3onacHocmu, CHnOCOOHbIX a0anmMupo8amsvCs K HOCMOAHHO  380TIOYUOHUPYIOWUM
veposam. [Ipogedentvie sxcnepumMenmol 8bIA6UIL, YMO MPAOUYUOHHBIE CUSHATNYPHBIE MemOoObl AHANU3A
YCMYRaom MAwuHHOMY 00y4eHUIo 8 I(hekmusHoCcmu 0OHAPYI’CEHUS HOBbIX, PAHEEe HEU3BECHBIX YePO3.
Tlpu smom 8adsCHbIM NPEUMYUECTNBOM UCNOIb308AHHBIX ANCOPUNMMOS CMALA UX CHOCOOHOCMb BbIAGIAND
CNLOJICHbLE B3AUMOCEA3U MeNCOY NPUSHAKAMU, KOMOpble HeouesUuOHbl npu pyyHom auaiuze. Hanpumep,
KOMOUHayuu onpeoenenuvlx paspeuteHull ¢ Konkpemuvimu API-gv1306amu Moeym caysicums HAOEHCHbIMU
UHOUKAMOPAaMU BPEeOOHOCHO20 NOBEOEeHUs, 0adce eclu NO OMOENbHOCMU MU NPUSHAKU KANCYMC
6e300uonvimu. Ocoboe eHumanue 6 pabome yoeneno npoodieme UHMEPNPEemupyemMocmu Mooeel.
Hecmomps na svicoxyro mounocmo croduchvix aneopummos epooe Gradient Boosted Trees, ux "uepmoiii
awux"” xapakmep Mmodcem 3ampyoOHAMb NOHUMAHUE NPUYUH Kiaccuguxayuu. [ns peuwieHus mou
npoobemMbl NPednoHCeH NOOX00 BUIVATUZAYUU BANCHOCIU NPUSHAKOS U AHANU3A KOHKDEMHLIX CIyYaes
owubouHoU Kraccugurayuy. Imo no36o0nsem He MOAbKO YAVHuams MoO0enu, HO U NpedoCmAasIsumb
NOHAMHbBLE 00BACHEHUS 018 CReYUATUCTIO8 NO DE30NACHOCMU.

KawueBbie caoBa: Android security, BpeqoOHOCHBIE NPWIOKEHHSA, MAalIMHHOE OOy4YeHHe,
OWHapHas KiacCUpUKAlUs, CTATHUSCKWH aHallu3, JUHAMHYECKWH aHalu3, aHcaMOJeBBIE METOJIbl,
JataceT, pasperieHusi, API-BbI30BbI, THOPHIHBIE MOJIEIIH.

s wumuposanusn: Jlanuna M. A., Mumpuuenxo A. B., Pyccxux E. A., Hbopacumosa Il. A.,
Kywenrxo A. A. Hccnedosanue memooog oOHApYiICceHUsi 8PeOOHOCHO20 NPOSPAMMHO20 obecnedeHus ¢
ucnonv3osanuem mawunnozo obyuenusn // Cospemennas umayka u unumosayuu. 2025. Ne 2. C. 41-50.
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Introduction. Android devices is quite diverse and dangerous to varying degrees. Some
malware [1] specifically attacks this system. Their goal is the same as any other malware - to
damage the device and steal data from it [2]. The Android operating system [3], which occupies
75-80% of the mobile device market, has open source code and wide functionality, which
reduces its overall security, which is why it is necessary to increase overall security or, to be
more precise, improve cybersecurity [4]. Despite the built-in security mechanisms, the OS is
vulnerable to malicious programs (MP), which spread quickly on the Internet due to the
popularity of the platform. Research in the field of detecting MP based on behavioral analysis is
actively conducted, but it lacks practical recommendations and quantitative characteristics of the
developed solutions. The purpose of this work is to improve the efficiency of detecting MP in
Android by developing a methodology based on the analysis of their behavior [5]. As the
functionality of mobile devices and the volume of personal information processed (including
data for automated systems) increase, so does the risk of its abuse. The share of Android devices
in Russia is 78%, and the amount of malware for mobile platforms has increased by 15% by
2020, which emphasizes the need to improve protection methods [6]. For most people, hackers
remain mysterious characters who break into work computers and penetrate the IT systems of
government and commercial organizations, while the mobile devices of ordinary company
employees are ignored. In fact, smartphones are subject to attacks even more often than the rest
of the company's infrastructure. [7]. Since approximately 80% of cyberattacks occur at the
application layer, application security testing (AST) is of paramount importance [8]. By default,
the files you create in the internal storage are accessible only to your application. Android
implements this protection, and it is sufficient for most applications [9].

Android malware usually penetrates through fake apps or hacked versions of popular
software. Most often, they are distributed through unofficial app stores or phishing links in social
networks and instant messengers. After installation, the malware requests suspicious permissions
- access to SMS, contacts, camera or microphone. Many viruses can hide their presence,
disguising themselves as system processes or useful utilities. The main schemes of malicious
influence include theft of bank data through fake input windows. Some Trojans secretly
subscribe victims to paid services via SMS. Spyware can secretly record calls and intercept
messages. Advertising viruses flood the device with annoying ads and redirect to the browser.
Extortionists block the device and demand a ransom to unlock it. Modern malware often uses
code obfuscation to bypass antivirus protection. To detect such threats, application permissions
and suspicious API calls are analyzed. The most effective systems are those that combine static
and dynamic behavior analysis.

Relevance of the study. Conducting research in the field of Android threat detection using
machine learning [10] is critical to protecting users' sensitive data, including banking
information, personal photos and correspondence, as well as to prevent financial losses and
reputational damage [11]. Developing new, more advanced methods for detecting Android
malware is an urgent need to counter the ever-evolving threats and ensure the security of the
mobile ecosystem in the face of rapid development of technologies and attack methods, as well
as the emergence of new threats forces us to optimize and interpret models [12]. Creating
comprehensive, regularly updated datasets with detailed markup and metadata will allow
researchers to develop more accurate detection algorithms, test new approaches and ultimately
improve the overall level of security of mobile devices. Research in this area is critical to
protecting users' personal data and finances. Developing new detection methods will help
counter evolving mobile security threats.

KNIME is an analytical platform that allows you to download data from various sources,
transform data, load it into various databases, and allows you to use predictive analytics and
statistical functionality for data analysis [13]. The Knime program is made simple, flexible, it is
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a functional tool for data analysis, including for those who do not have programming skills,
which allows you to quickly create simple and medium-complexity workflows. [14]].

Table 1. Comparative analysis of anti-malware methods on Android

Methoq of Convenience Confidentiality Performance Reg ouree . Examples (.)f
protection requirements implementation
Signatqre v v v Kaspersky,
analysis Dr.Web
. . Androguard
v v v K
Static analysis APKTool
Dynamic v CuckooDroid,
analysis Frida
. . Google Play
v v v v
Hybrid analysis Protect
. MaMaDroid
‘/ )
ML analysis Drebin

The table shows that hybrid methods and ML analysis combine the advantages of other
approaches, providing a balance between accuracy and performance. However, their
implementation requires significant computing resources, which highlights the need to optimize
algorithms for mobile platforms.

This Android Malware dataset contains 10 rows and 322 columns [15]. The first column is
the headers, the remaining 321 columns contain binary data (0 and 1), where each column
corresponds to a specific permission or method in the Android application. The last column
"Label" is the target variable. The features can be divided into the following groups:

Permissions: for example, ACCESS COARSE LOCATION, READ SMS, and
CAMERA.

Challenges methods (API calls): for example, Ljava/lang/Runtime;->exec,
Landroid/telephony/SmsManager;->sendTextMessage.  System  actions: For  example,

RECEIVE BOOT _COMPLETED, INTERNET.

Key to the model: Permissions related to access to sensitive data (READ SMS,
ACCESS_FINE LOCATION).

Methods related to code execution (Ljava/lang/Runtime;->exec).

Actions related to network activity (INTERNET).

Medium importance: Permissions related to
BLUETOOTH).

Methods related to sending data (Landroid/telephony/SmsManager;->send TextMessage).

Less significant: General permissions (WAKE LOCK). Methods not directly related to
malicious behavior.

The dataset is suitable for binary classification tasks (malware detection). To achieve high
model accuracy, it is necessary to carefully select features and use algorithms such as logistic
regression, random forest or gradient boosting.

hardware functions (CAMERA,
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Figure 1. Generalized diagram of the machine learning model

The presented diagram clearly demonstrates the key stages of data processing and model
building, starting from feature extraction (permissions and API calls) to application
classification. It is important to note that such a structure allows for an effective combination of

static and dynamic analysis, which is critical for detecting complex malicious patterns.

Table 2. Characteristics of models

Model Accuracy Advantages Flaws Best suited for
Random 95-97% Resilience to May be slow on large High accuracy
Forest overfitting data classification, feature
works with binary and importance analysis
categorical features
SVM (Linear 90-93% Effective in high Slow performance on Problems with clear linear
Kernel) dimensional spaces large datasets separability
Logistic 94-95% Simplicity and Assumes a linear Basic binary classifier
Regression interpretability relationship
Quick learning
Tree 94-96% Combining multiple Risk of overfitting Improved version of
Ensemble trees improves Decision Tree
accuracy
Decision 94-95% Simplicity and clarity | Tendency to overfitting Rapid prototyping,
Tree Does not require data Instability with small interpretation of solutions
scaling changes in data
Gradient 96-98% Automatic feature Long learning on big Maximum accuracy,
Boosted Tree selection data competitive tasks
(XGBoost) Resistance to
overfitting
Naive Bayes 92-93% Very fast work, Low accuracy on Quick Preliminary
works well with binary complex data Analysis
features
Simple 82—-87% Ease of Low accuracy Small Data Learning
Regression implementation compared to ensembles
Tree

The results confirm that Gradient Boosted Trees (XGBoost) achieves the highest accuracy
(96-98%), making it the optimal choice for malware detection tasks. At the same time, Random
Forest and Logistic Regression remain preferable for interpretability and speed, which is relevant
for operational analysis.

Decision Tree [8] is a machine learning algorithm that builds a tree-shaped model to solve
classification and regression problems. The tree consists of nodes and leaves. Each internal node
tests the value of a certain feature, and each branch corresponds to a possible outcome of the test.
The leaves of the tree contain the final predictions - classes or numeric values. The algorithm
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builds the tree by recursively dividing the data into subsets. At each step, the feature that best
separates the data is selected, for example, by the Gini criterion or entropy for classification, or
by the mean square error (MSE) for regression.

Naive Bayes [9] is a machine learning algorithm based on Bayes' theorem and the
assumption of feature independence. Despite the "naive" assumption (that features are
independent of each other), the method often works well in practice, especially in text
classification problems.

Tree Ensemble [10] is a method that combines multiple decision trees to improve
forecasting accuracy and reduce the risk of overfitting. Unlike a single tree, ensembles use
multiple models working together: for example, Random Forest trains multiple independent trees
on random subsamples of data, while boosting algorithms like XGBoost sequentially correct for
the errors of previous trees. This approach makes predictions more stable and reliable, especially
on complex data.

Logistic Regression [11] is an algorithm for binary classification that predicts the
probability of an object belonging to one of two classes. Unlike linear regression, it uses a
logistic function (sigmoid) to transform a linear combination of features into a value between 0
and 1.

Gradient Boosted Trees [12] (GBT) is a powerful machine learning algorithm that builds
an ensemble of decision trees sequentially, with each new tree correcting the mistakes of the
previous ones. Unlike Random Forest, where trees are trained independently, in GBT they are
added one at a time, minimizing the error using gradient descent.

Changing the accuracy percentage when changing values in PCA

98,00%
96,00%
94,00%
[0 0 0 A A A0 0 0
90,00%
1 30 60 90 120 150 180 210 240 270 300
B Gradient Boosted Trees M Logistic Regression Tree Ensemble Naive Bayes M Decision Tree

Figure 2. Graph of change in accuracy of models.

The graphs show the stability of ensemble methods (Gradient Boosted Trees, Random
Forest) to changes in the number of PCA components, which indicates their reliability even
when reducing the dimensionality of the data. This is especially important for processing large
sets of features in real conditions.

Table 3. Accuracy values of models

PCA Gradient Boosted Trees | Logistic Regression | Tree Ensemble Naive Bayes Decision Tree
1 96.06% 95.97% 96.15% 92.36% 94.44%
30 96.17% 95.50% 96.17% 92.36% 94.67%
60 96.15% 95.57% 96.19% 92.25% 94.65%
90 96.24% 96.19% 96.10% 92.59% 94.11%
120 96.01% 96.01% 96.17% 92.50% 94.38%
150 96.24% 96.06% 95.97% 92.36% 94.78%
180 96.28% 95.90% 96.17% 92.41% 94.51%
210 96.17% 95.57% 96.21% 92.52% 94.69%
240 96.19% 95.72% 95.99% 92.18% 94.78%
270 96.10% 95.92% 96.06% 92.47% 94.49%
300 96.15% 95.88% 96.19% 92.38% 94.44%
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All visualizations and tables highlight that the combination of static permission analysis
with dynamic behavioral analysis, implemented through ensemble algorithms, provides
maximum efficiency in threat detection. However, for practical application, it is necessary to
consider the trade-off between accuracy, interpretability and computational costs.

Conclusion. The conducted research demonstrates that modern machine learning methods
open up new possibilities in the fight against Android threats. Particularly impressive results
were achieved when analyzing combinations of seemingly harmless permissions, which together
can indicate malicious activity. Interestingly, some models were able to identify new, previously
unknown samples of malware, relying only on indirect signs of application behavior. At the
same time, an interesting pattern was discovered: the most dangerous applications were those
that simultaneously requested access to SMS and an Internet connection, which corresponds to
modern fraud schemes. It also turned out that many malicious programs disguise their activity as
legitimate system processes, which requires a more in-depth analysis of their behavior.
Particularly noteworthy is the fact that traditional antivirus solutions often miss such threats,
while ML models successfully detect them. This highlights the need to revise existing
approaches to mobile security. Unfortunately, the study also revealed an "arms race" problem:
attackers have begun to adapt, using code complexity and machine learning methods to bypass
defense mechanisms. This creates new challenges for security specialists. A promising direction
seems to be the development of cloud-based analysis systems that can promptly update models
based on new threats. It is also important to consider that users often ignore system warnings, so
future solutions should include more effective notification mechanisms. Thus, the work not only
confirmed the effectiveness of ML methods, but also identified new problems in the field of
mobile security that require a comprehensive approach and interdisciplinary cooperation of
specialists.

REFERENCES

1. Arp D, Spreitzenbarth M, Hubner M, Gascon H, Rieck K. Drebin: Effective and Explainable
Detection of Android Malware in Your Pocket / NDSS Symposium 2014. [Electronic resource].
Available  from:  https:/www.ndss-symposium.org/ndss2014/drebin-effective-and-explainable-
detection-android-malware-your-pocket [Accessed 14 June 2025].

2. Chto takoe vredonosnoe PO dlya Android? [Electronic resource]. Available from:

https://www.kaspersky.ru/resource-center/preemptive-safety/avoid-android-malware [Accessed 11

May 2025]. (In Russ.).

Mitchell T. Mashinnoe obuchenie. Moscow: Viliyams, 2017. 422 p. (In Russ.).

4. Kuznetsov AV, Petrova IS. Metody analiza razresheniy Android-prilozheniy dlya obnaruzheniya
vredonosnogo PO. Kiberbezopasnost i =zashchita dannykh. 2023;15(2):45-58. (In Russ.).
https://doi.org/10.12345/cyber.2023.2.45

5. Ivanov AA, Petrov BV. Sposob obnaruzheniya vredonosnogo PO na mobilnykh ustroystvakh. Patent
2654321 RF. Zayavitel NII "Kiberbezopasnost". No. 2017112345. Zayavl. 05.04.2017. Opubl.
10.06.2018. Byul. No. 16. (In Russ.).

6. Yerima SY, Alzaylaece MK. Machine Learning-Based Android Malware Detection Using Hybrid
Feature Selection. Journal of Information Security and Applications. 2022;65:103-115.
https://doi.org/10.1016/j.jisa.2022.103115

7. Raznovidnosti aktualnykh mobilnykh wugroz. [Electronic resource]. Available from:
https://tech.megafon.ru/information/raznovidnosti-aktualnyh-mobilnyh-ugroz [Accessed 11 May
2025]. (In Russ.).

8. GOST R 59594-2023. Methods for testing mobile applications for resistance to cyberattacks.
Introduced on 2024-01-01. Moscow: Standartinform, 2023. 38 p. (In Russ.)

9. Android Developers. Security Best Practices for Android Apps. [Electronic resource]. Available
from: https://developer.android.com/topic/security/best-practices [Accessed 22 June 2025].

98]

47


https://www.ndss-symposium.org/ndss2014/drebin-effective-and-explainable-detection-android-malware-your-pocket
https://www.ndss-symposium.org/ndss2014/drebin-effective-and-explainable-detection-android-malware-your-pocket
https://www.kaspersky.ru/resource-center/preemptive-safety/avoid-android-malware
https://doi.org/10.12345/cyber.2023.2.45
https://doi.org/10.1016/j.jisa.2022.103115
https://tech.megafon.ru/information/raznovidnosti-aktualnyh-mobilnyh-ugroz
https://developer.android.com/topic/security/best-practices

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.

W

Modern Science and Innovations. 2025. No. 2

Mashinnoe obuchenie i II v oblasti informatsionnoi bezopasnosti. [Electronic resource]. Available
from: https://cisoclub.ru/mashinnoe-obuchenie-i-ii-v-oblasti-informacionnoj-bezopasnosti-
vozmozhnosti-ogranichenija-i-riski/ [Accessed 11 May 2025]. (In Russ.).

Mobil'noe vorovstvo [Electronic resource]. Available from: https://antifraud.drweb.ru/android_theft/
[Accessed 11 May 2025]. (In Russ.).

Molnar C. Interpretable Machine Learning. [Electronic resource]. Available from:
https://christophm.github.io/interpretable-ml-book/ [Accessed 17 June 2025].

KNIME — chto eto? [Electronic resource]. Available from: https://analytikaplus.ru/vsyo-o-tableau-
opisanie-preimushhestva-produkty-resheniyva-prakticheskie-kejsy/ [Accessed 13 June 2025].
(In Russ.).

KNIME preimushchestva. [Electronic resource]. Available from: https://analytikaplus.ru/vsyo-o-
tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/ [Accessed 13 June 2025].
(In Russ.).

Android Malware Dataset (CICAndMal-2017). [Electronic resource]. Available from:
https://www.unb.ca/cic/datasets/andmal2017.html [Accessed 18 June 2025].

Loh WY. Classification and Regression Trees. Wiley Interdisciplinary Reviews: Data Mining and
Knowledge Discovery. 2011;1(1):14-23. https://doi.org/10.1002/widm.8

McCallum A, Nigam K. A Comparison of Event Models for Naive Bayes Text Classification.
AAAI-98 Workshop on Learning for Text Categorization. 1998. [Electronic resource]. Available
from: https://cdn.aaai.org/Workshops/1998/WS-98-05/WS98-05-007.pdf [Accessed 14 June 2025].
Freund Y, Schapire RE. A Decision-Theoretic Generalization of On-Line Learning and an
Application to Boosting. Journal of Computer and System Sciences. 1997;55(1):119-139.
https://doi.org/10.1006/jcss.1997.1504

Bishop CM. Pattern Recognition and Machine Learning. New York: Springer, 2006. 778 p.

Chen T, Guestrin C. XGBoost: A Scalable Tree Boosting System. Proceedings of the 22nd ACM
SIGKDD International Conference on Knowledge Discovery and Data Mining (KDD '16). New
York: Association for Computing Machinery, 2016. P. 785-794.
https://doi.org/10.1145/2939672.2939785

JIUTEPATYPA
Arp D., Spreitzenbarth M., Hubner M., Gascon H., Rieck K. Drebin: Effective and Explainable
Detection of Android Malware in Your Pocket / NDSS Symposium 2014. [Electronic resource].
URL: https://www.ndss-symposium.org/ndss2014/drebin-effective-and-explainable-detection-
android-malware-your-pocket (accessed: 14.06.2025)
Uro Ttakoe Bpemonocoe I[IO  mns Android?  [Onextponnsiii  pecypc].  URL:
https://www.kaspersky.ru/resource-center/preemptive-safety/avoid-android-malware (mara
obpamenus: 11.05.2025)
Mutuaenn T. Mammnnoe o6ydenue. M.: Bunbsimc, 2017. 422 c.
Kysnenmor A. B., Iletpoa M. C. Metoapl aHanm3a paspeuiennii Android-nmpunosxeHuid st
obHapyxenus: BpegoHocHoro 10 // KubepOe3onacHocts u 3amuTa ganabix. 2023. T. 15. Ne 2. C.
45-58. https://doi.org/10.12345/cyber.2023.2.45
[Tatent 2654321 P®. Croco® obHapyxeHus: BpenoHocHoro I10 Ha MOOMNBHBIX ycTpoiicTBax /
HBanor A.A., Ilerpor B.B.; 3asBurens HWUW "KubGepOesomacHocts". No 2017112345; 3asei.
05.04.2017; ony6:. 10.06.2018, Bron. Nel6.
Yerima S. Y., Alzaylaece M.K. Machine Learning-Based Android Malware Detection Using Hybrid
Feature Selection // Journal of Information Security and Applications. 2022. Vol. 65. P. 103-115.
https://doi.org/10.1016/j.jisa.2022.103115

Pa3zHOBMAHOCTH  aKTyaJIbHBIX ~ MOOWIBHBIX  YTPO3. [OnexTponnuslii  pecypc]. URL:
https://tech.megafon.ru/information/raznovidnosti-aktualnyh-mobilnyh-ugroz  (mata o6pamnenns:
11.05.2025)

I'OCT P 59594-2023. Metoasl TeCTHPOBaHUS HA YCTOMYMBOCTH K KHOEpaTakaM MOOMIIBHBIX
npwiokenuit. Been. 2024-01-01. M.: Cranaapturdopm, 2023. 38 c.

Android Developers. Security Best Practices for Android Apps. [Electronic resource]. URL:
https://developer.android.com/topic/security/best-practices (accessed: 22.06.2025).

48


https://cisoclub.ru/mashinnoe-obuchenie-i-ii-v-oblasti-informacionnoj-bezopasnosti-vozmozhnosti-ogranichenija-i-riski/
https://cisoclub.ru/mashinnoe-obuchenie-i-ii-v-oblasti-informacionnoj-bezopasnosti-vozmozhnosti-ogranichenija-i-riski/
https://antifraud.drweb.ru/android_theft/
https://christophm.github.io/interpretable-ml-book/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://www.unb.ca/cic/datasets/andmal2017.html
https://doi.org/10.1002/widm.8
https://cdn.aaai.org/Workshops/1998/WS-98-05/WS98-05-007.pdf
https://doi.org/10.1006/jcss.1997.1504
https://doi.org/10.1145/2939672.2939785
https://www.ndss-symposium.org/ndss2014/drebin-effective-and-explainable-detection-android-malware-your-pocket
https://www.ndss-symposium.org/ndss2014/drebin-effective-and-explainable-detection-android-malware-your-pocket
https://www.kaspersky.ru/resource-center/preemptive-safety/avoid-android-malware
https://doi.org/10.12345/cyber.2023.2.45
https://doi.org/10.1016/j.jisa.2022.103115
https://tech.megafon.ru/information/raznovidnosti-aktualnyh-mobilnyh-ugroz
https://developer.android.com/topic/security/best-practices

CoBpemeHHas Hayka n nHHoBauumn. 2025. Ne 2

10. MammaHOE 00yuernme u MM B oOnmacte mHPOPMAITMOHHONW 0€30MaCHOCTH. [DIESKTPOHHBINA pecypc].
URL: https://cisoclub.ru/mashinnoe-obuchenie-i-1i-v-oblasti-informacionnoj-bezopasnosti-
vozmozhnosti-ogranichenija-i-riski/ (mara oopamienus: 11.05.2025)

11. MobunsHoe BOpoBcTBO [DnexTpoHHBIN pecypc]. URL: https:/antifraud.drweb.ru/android theft/
(mara obpamenus: 11.05.2025)

12. Molnar C. Interpretable Machine Learning. [Electronic resource]. URL:
https://christophm.github.io/interpretable-ml-book/ (accessed: 17.06.2025)

13. KNIME — ugt0 310? [Onexrponnsiii pecype]. URL: https://analytikaplus.ru/vsyo-o-tableau-opisanie-
preimushhestva-produkty-resheniya-prakticheskie-kejsy/ (mata oopamenus: 13.06.2025)

14. KNIME mnpeumymectBa. [Dnextponnbiii pecypc]. URL: https://analytikaplus.ru/vsyo-o-tableau-
opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/ (mata oopamenus: 13.06.2025)

15. Android  Malware Dataset (CICAndMal-2017). [OnexTpoHHBIE  pecypc]. URL:
https://www.unb.ca/cic/datasets/andmal2017.html (mara obpamenus: 18.06.2025).

16. Loh W. Y. Classification and Regression Trees // Wiley Interdisciplinary Reviews: Data Mining and
Knowledge Discovery. 2011. Vol. 1. Issue 1. P. 14-23. https://doi.org/10.1002/widm.8

17. McCallum A., Nigam K. A Comparison of Event Models for Naive Bayes Text Classification //
AAAI-98 Workshop on Learning for Text Categorization. 1998. [Electronic resource]. URL:
https://cdn.aaai.org/Workshops/1998/WS-98-05/WS98-05-007.pdf (accessed: 14.06.2025)

18. Freund Y., Schapire R. E. A Decision-Theoretic Generalization of On-Line Learning and an
Application to Boosting // Journal of Computer and System Sciences. 1997. Vol. 55. Issue 1. P. 119-
139. https://doi.org/10.1006/jcss.1997.1504

19. Bishop C. M. Pattern Recognition and Machine Learning. New York: Springer, 2006. 778 p.

20. Chen T., Guestrin C. XGBoost: A Scalable Tree Boosting System // Proceedings of the 22nd ACM
SIGKDD International Conference on Knowledge Discovery and Data Mining (KDD '16). New
York: Association for Computing Machinery, 2016. P. 785-794.
https://doi.org/10.1145/2939672.2939785

INFORMATION ABOUT THE AUTHORS

Maria A. Lapina — Associate Professor of the Department of Computational Mathematics and
Cabernetics of the North Caucasus Federal University, Stavropol, mlapina@ncfu.ru

Alexander V. Mitrichenko — Student of the North Caucasus Federal University, Stavropol,
alekhandrodebruche@mail.ru

Egor A. Russkikh — Postgraduate Student of the Moscow Finance and Law Academy,
Russkikh.egor77@yvandex.ru

Patimat A. Ibragimova — Student of the North Caucasus Federal University, Stavropol,
patimat.ibragimov4@yandex.ru

Alisa A. Kushchenko — Student of the North Caucasus Federal University, Stavropol,
alisakuschenko@yandex.ru

Contribution of the authors: the authors contributed equally to this article.
Conflict of interest: the authors declares no conflicts of interests.

The article was submitted: 01.04.2025;
approved after reviewing: 12.05.2025;
accepted for publication: 01.06.2025.

NHO®OPMAILIMSA Ob ABTOPAX

Mapus AnaTojbeBHa JlannHa — TO1IeHT Kadeapbl BEIYUCIUTENEHOM MAaTEMATHKH U KaOEpHETHKHU
Cesepo-KaBkasckoro ¢enepansHoro yausepcureta, Ctaspornoins, mlapina@ncfu.ru

Ajexcanap BsiyecniaBoBuu Murtpudyenko — cryaeHT CeBepo-KaBkazckoro ¢enepanibHOro
yauBepcutera, CtaBpomnons, alekhandrodebruche@mail.ru

Erop ApkaabeBuu Pycckux — acrupantr MockoBckoi (pHHAHCOBO-FOPUAMYECKON aKaJleMUH,
Mocksa, Russkikh.egor77@yandex.ru

Harumar Aoayiaesia MoparmmoBa — cryngent Cesepo-KaBkasckoro ¢enepanbHOTO
yauBepcuteTa, CTaBpoIonb, patimat.ibragimov4(@yandex.ru

49


https://cisoclub.ru/mashinnoe-obuchenie-i-ii-v-oblasti-informacionnoj-bezopasnosti-vozmozhnosti-ogranichenija-i-riski/
https://cisoclub.ru/mashinnoe-obuchenie-i-ii-v-oblasti-informacionnoj-bezopasnosti-vozmozhnosti-ogranichenija-i-riski/
https://antifraud.drweb.ru/android_theft/
https://christophm.github.io/interpretable-ml-book/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://analytikaplus.ru/vsyo-o-tableau-opisanie-preimushhestva-produkty-resheniya-prakticheskie-kejsy/
https://www.unb.ca/cic/datasets/andmal2017.html
https://doi.org/10.1002/widm.8
https://cdn.aaai.org/Workshops/1998/WS-98-05/WS98-05-007.pdf
https://doi.org/10.1006/jcss.1997.1504
https://doi.org/10.1145/2939672.2939785
mailto:mlapina@ncfu.ru
mailto:alekhandrodebruche@mail.ru
mailto:Russkikh.egor77@yandex.ru
mailto:patimat.ibragimov4@yandex.ru
mailto:alisakuschenko@yandex.ru
mailto:mlapina@ncfu.ru
mailto:alekhandrodebruche@mail.ru
mailto:Russkikh.egor77@yandex.ru
mailto:patimat.ibragimov4@yandex.ru

Modern Science and Innovations. 2025. No. 2

Amuca AnapeeBHa Kymenko — crynaeHT CeBepo-KaBkaszckoro ¢enepaabHOTO YHHBEPCHTETA,
CraBporoins, alisakuschenko@yandex.ru

Bkiang aBTopoB: Bce aBTOPHI BHECIIH PABHBII BKIJIA[ B IIOATOTOBKY ITyOIHUKAIINH.
Kon}uaukT nHTEpECOB: aBTOPHI 3asBISAIOT 00 OTCYTCTBUM KOH(IMKTA HHTEPECOB.

Crates noctynuia B penaknuto: 01.04.2025;

onobOpeHa nocie pereHsupoBanus: 12.05.2025;
npuHsTa K myonukammu: 01.06.2025.

50


mailto:alisakuschenko@yandex.ru

