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Annomauus. B ycnosusax pacmywetl CIOHCHOCMU KUbepy2po3 U yeeaudeHus 1acmomsl Kubepamax
AKMYAIbHOCMb  paspabomKyu  dQ@OeKmueHbIX UHCTNPYMEHMO08 Ol A8MOMAMUIecKo20 OOHAPYIHCEHUs.
BMOPIAHCEHULL 8 UHPOPMAYUOHHBIE CUCEMbL HEYKIOHHO go3pacmaem. Tpaduyuonuvie Memoosl 3aujumul,
OCHOBAHHbIE HA CUSHATMYPHOM AHAU3E, YACMO He CHPAGIAIOMCS C HOBbIMU, HEU38ECHHbIMU AMAKaMU,
YUMo CMUMYIUPYem UCCIe008AHUe ANbMEPHAMUBHBIX NO0X0008, 68 MOM HUCTe Memo008 MAUUHHO20
ooyuenuss (ML). B cmamwe paccmampusaemcs npumernenue ML 0ns pewenus 3a0auu OUHAPHOU
Kaaccuguxkayuyu cemesol AaKMUusHOCMU Had HOPMATbHYIO U AHOMAILHYIO (KUbepamaky) ¢ UCnoib308anuem
npoepammuon  naamgopmer  KNIME,  opueHmupoeannoli HA  8U3YANbHOE  NPOEKMUpPOBAHUE
ananumuyeckux nauniainog. Mccredosanue nposoounocs na obwedocmynnom oamaceme Cybersecurity
Intrusion  Detection, exnmouarowem 11 npusHakos, Xxapaxmepusyrwwux cemegou mpa@uxk u
NOIb308AMENLCKOE NOBEOeHUE (8peMs AKMUBHOCMU, NPOMOKOL nepedayu OAHHBIX, pazmep NaAKemos,
KOIUYECME0 ROOKIIOYEHUL, YaCThoma 3anpocos u m.a.). Lleavio pabomuvl cmano cpasnumenvHoe uzyienue
agpgpexmuenocmu namu areopummos ML: Decision Trees (Oepesvsi peuwtenuti), Naive Bayes (nausnvlil
baviecosckuti  knaccugukamop), Random Forest (cmyuatinwii nec), Gradient Boosted Trees
(epaouenmuoiii 6ycmune Ha Oepeswsix) u Simple Regression Tree (npocmoe peepeccuonnoe 0epeso).
Bvibop mooeneii 0bycnogien ux pacnpocmpaHeHHOCMbIO 8 3a0a4ax OOHAPYICEHUs. AHOMAIUll U
PasnuyuaMy 8 npunyunax pabomsi: om npocmuix pewarowux npasun (Decision Trees) 0o ancambnesvix
memoodos (Random Forest, Gradient Boosted Trees), ob6vedunsrowux neckoavko "cnabvix" modeneu 014
NOBbIUEHUSL MOYHOCMU. /{1 NOO20MOBKU OAHHBIX K 00YYEHUIO NPUMEHAICA MEMOO0 2IABHbIX KOMNOHEHM
(PCA), nozeonusuiuii COkKpamums pasmepHocms RPUsHaKoeo2o npocmparcmea ¢ 11 0o 3 kxomnonenm de3
CYWecmeeHHoU nomepu  uHgopmayuu. Mo  GAdNCHBIN  wae, MaAK KAK U30bIMOYHOCMb  UIU
KOPPENUPOBAHHOCb NPUSHAKO8 MOJCEN He2AmugHO 6aUAmb Ha Kadecmeo mooleineu. Hacmpoiixa
2unepnapamempos (Hanpumep, 21yOuHvl Oepesbes, Koauvyecmea depesved 6 Random Forest, ckopocmu
obyuenus 6 Gradient Boosted Trees) u 6opvba ¢ nepeobyuenuem OCYWeCmMeIAIUCy Uepe3 Kpocc-
sanuoayuro, umo 0becneuuno CcmaduIbHOCMb pPe3yIbMAmo8 HA HOGbIX OAHHBIX. OKCHepUuMeHmbl
nokasany, 4mo Haubonvuwyro mounocms (83.055%) u naowade noo ROC-xkpusou (AUC = 0.811)
npodemoncmpuposany aneopummvt Random Forest u Gradient Boosted Trees. Omu pe3ynvmamuvl
00BACHAIOMCSA CNOCOOHOCMBIO AHCAMONIEBbIX MEMO008 YUUMbIGAMb HeIUHEHble 3A8UCUMOCTIU 8 OAHHBIX
U YCmMOU4U8OCmMblo K WyMy, 4mo KPUmuuyHo O 3a0ay Kubepbe3onacHocmu, 20e amaxu Mo2ym
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MACKUPOBAMbCsl NOO HOpMAabHylo akmusHocms. Moodenu Decision Trees u Simple Regression Tree
nokasanu 6onee HusKue Mmempuxu (mounocms ~75-78%), umo ceA3aHO C UX CKIOHHOCMbIO K
nepeodyuenuro Ha Hebonvuiux damacemax. Naive Bayes, npeononaearowuii He3a8UCUMOCHb NPUSHAKOS,
maxoice YCmynui aHcamoiesbiM Memooam, Ymo HOOMEepHcOaem 0SPAHULEHHOCHb NPEeONOA0NCEHUS O
He3a8UCUMOCIU 8 KoHmeKcme cemegblx oanHvlx.Ocoboe eHuMmanue yoeneHo >manam pabomvl: om
3a2py3KU U U3YAIU3AYUU OAHHBIX (AHAIU3 pacnpedeieUs KIaccos, KOppeaayuli Mexcoy npusHaxkamu) 0o
0byyenus mooenei u unmepnpemayuu pesyrvbmamos. HUcnonvzosanue KNIME ynpocmuno peanusayuro
navniauna: niamgopma npeoocmasisiem uydibHble UHCMpYMenmbl OJid NpedoopabomKu OaHHbIX,
HacmpouKu mooenel U OyeHKU Ux Kavecmeda, ymo oeiaem no0xX00 OOCMYNHbIM Ol CHeyudiucmos 6
obracmu kubepbezonacHocmu 6Oe3 21yOOKUX 3HAHUN NPOSPAMMUPOSaHUs. Pe3yrbmambl uccie008anus
BHOCAM 6KIAO 6 pa3eumue NPaKmuyeckux npuioxceruii ML 0na 3auwumovl uHGOPMAYUOHHBIX CUCTHEM.
OHu OdemoHcmpupylom, 4mo aucambiegvle Memoosl, maxue kax Random Forest u Gradient Boosted
Trees, mocym 3¢phpekmueHo npumensamvcs 0Jis 0OHAPYICEeHUsL KUDEPaAmaK 8 pelcume pedaibHO20 6pemeH,
0COOEHHO 8 YCNOBUAX 02PAHUYEHHO20 Habopa OanHbIX. [lepcnekmueHviMU HANPABIEHUAMU OANbHEUUUX
pabom 561510MCs paciuupenie damacema 3a cuem KI04eHUss HO8bIX munos amak (Hanpumep, Advanced
Persistent Threats, loT-amax, amax Ha KpunmoepaguuecKkue NPOMOKOIbL), G MAK’CE UHMeESPaAYUs
Memooo8  2nyOoKoeo obyuenus (Hanpumep, PeKYPPEeHMHLIX HEeUpOHHLIX cemell Ol  aHAIU3A
nOCe008amenbHOCmell CemesblX COObImuil) O NOBbIUEHUST TMOYHOCIU U A0ANMUEHOCMU CUCEM
OOHAPYIHCEHUSL BMOPICEHU.

Kmrouessble cioBa: KNIME, MamiaHOe 00y4eHue, naTacet, KuoepaTaka, CeTeBasi akTHUBHOCTh
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Konopawes M. U. Hccnedosanue mexanuzmos 0emeKmuposanus Kubepamax ¢ nomoubio mexHoaocuil
mawunnozo obyuenus // Cospemennas uayka u unmnosayuu. 2025. Ne 2. C. 19-31. hitps://doi.org/
10.37493/2307-910X.2025.2.2

Research article

Investigation of cyberattack detection mechanisms using machine learning
technologies

Yulia A. Andrusenko', Dmitry S. Shavlo®’, Alexey P. Pletukhin®, Elena R. Semikolennova®,
Mikhail I. Kondrashov®
1234 North-Caucasus Federal University (1, Pushkin St., Stavropol, 355017, Russia)
> MIREA - Russian Technological University (78, Vernadsky Ave., Moscow, 119454, Russia)
! juandrusenko@ncfu.ru
% ds357@ro.ru
3 mrster03@gmail.com
* elena291204@mail.ru
> kondr-mih@mail.ru
*Corresponding author

Abstract. In the context of the growing complexity of cyber threats and the increasing frequency of
cyberattacks, the relevance of developing effective tools for automatic detection of intrusions into
information systems is steadily increasing. Traditional protection methods based on signature analysis
often fail to cope with new, unknown attacks, which stimulates the study of alternative approaches,
including machine learning (ML) methods. The article discusses the use of ML to solve the problem of
binary classification of network activity into normal and abnormal (cyberattack) using the KNIME
software platform, which is focused on the visual design of analytical pipelines. The study was conducted
on the publicly available Cybersecurity Intrusion Detection dataset, which includes 11 features
characterizing network traffic and user behavior (activity time, data transfer protocol, packet size,
number of connections, request frequency, etc.). The aim of the work was a comparative study of the
efficiency of five ML algorithms: Decision Trees, Naive Bayes, Random Forest, Gradient Boosted Trees,
and Simple Regression Tree. The choice of models is due to their prevalence in anomaly detection
problems and differences in operating principles: from simple decision rules (Decision Trees) to
ensemble methods (Random Forest, Gradient Boosted Trees) that combine several "weak" models to
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improve accuracy. To prepare the data for training, the principal component analysis (PCA) was used,
which allowed us to reduce the dimensionality of the feature space from 11 to 3 components without
significant loss of information. This is an important step, since redundancy or correlation of features can
negatively affect the quality of the models. Tuning hyperparameters (e.g. tree depth, number of trees in
Random Forest, learning rate in Gradient Boosted Trees) and combating overfitting were performed
through cross-validation, which ensured the stability of the results on new data. Experiments showed that
the highest accuracy (83.055%) and area under the ROC curve (AUC = 0.811) were demonstrated by the
Random Forest and Gradient Boosted Trees algorithms. These results are explained by the ability of
ensemble methods to take into account nonlinear dependencies in data and their resistance to noise,
which is critical for cybersecurity tasks, where attacks can be disguised as normal activity. Decision
Trees and Simple Regression Tree models showed lower metrics (accuracy ~75-78%), which is due to
their tendency to overfitting on small datasets. Naive Bayes, which assumes independence of features,
also gave way to ensemble methods, which confirms the limitations of the independence assumption in the
context of network data. Particular attention is paid to the stages of work: from loading and visualizing
data (analysis of class distribution, correlations between features) to training models and interpreting the
results. The use of KNIME simplified the implementation of the pipeline: the platform provides visual
tools for data preprocessing, model tuning and assessing their quality, which makes the approach
accessible to cybersecurity specialists without deep programming knowledge. The results of the study
contribute to the development of practical applications of ML for protecting information systems. They
demonstrate that ensemble methods such as Random Forest and Gradient Boosted Trees can be
effectively used to detect cyberattacks in real time, especially in conditions of a limited data set.
Promising areas for further work include expanding the dataset to include new types of attacks (e.g.
Advanced Persistent Threats, 1oT attacks, attacks on cryptographic protocols), as well as integrating
deep learning methods (e.g. recurrent neural networks for analyzing network event sequences) to improve
the accuracy and adaptability of intrusion detection systems.

Keywords: KNIME, Machine Learning, Dataset, Cyber Attack, Network Activity
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Beenenne. B coBpeMeHHOM 1I(ppoBOM MHpe Knubepoe30nacHoTh [ 1] cTaHOBUTCS OAHOM U3
KJIFOYEBBIX 3aJad JUIsl OpraHu3auuil U mnpeanpuatuil moboro Mmacmraba. C pocTtoMm uwucia
MHTEPHET-TI0Ib30BATENIEd U PAa3BUTUEM TEXHOJIOTMH CYHIECTBEHHO YBEIMYUBAETCS KOJIMYECTBO
kuOeparak [2], KoTopble CTaHOBATCS 00Jiee U3OLIPEHHBIMU U CIIOKHBIMU Ui oOHapyxeHus. [lo
JAHHBIM pa3IMYHBIX HUCCIEIOBaHMM, €XEeroAHbli ymepd or kubepnpectyrmieHuit [3]
UCUHCIISITCS] MUJUTHapAaMU J10J11apOB, a KOJMYECTBO aTakK MPOJI0JIKAETCS PaCcTH.

TpaguuuoHHbBIE METOABI 3AIIUTHI, TAKUE KAK aHTUBUPYCHI U MEKCETEBBIE 3KPAHBI, 4acTO
HE CHPAaBIAIOTCA ¢ OBICTPO MEHSAIOIIMMUCS yrpo3amMH. DTO JelaeT aKTyaJbHbIM NpPUMEHEHUE
COBPEMEHHBIX TEXHOJOIHH, B YaCTHOCTH METOJI0B MAIIIMHHOTO 00Yy4eHUs, ISl aHAJIN3a CETEBOTr0
Tpa(uKa U BBISIBJICHHS MOTEHLUAIbHBIX aTak. MalmHHOE 00y4eHHUE MMO3BOJISIET aBTOMATUYECKU
OoOHapy>KUBaThb aHOMAJIUHM M TaTTEpHBI, XapaKTepHbIE AJS Pa3IMYHBIX THUIIOB KuOeparak, 4To
3HAYUTENIbHO MOBBIIAET 3PPEKTUBHOCTh CUCTEM OOHAPYKEHUS BTOP>KEHUH.

B nannoit paborte paccmarpuBaercss npumeHeHue muatopmsl KNIME nns coznmanus
MojJieJe MAaIlIMHHOTO OOy4YeHHs, HaIpaBlIEHHBIX Ha OOHapyXeHHe KHOepBTOP)KEHU.
HccnenoBanne ocHoBbIBaeTcss Ha aHanuse pnataceta Cybersecurity Intrusion Detection,
coJiepkallero HH(popMaIHio 0 CeTeBOl aKTUBHOCTH U Pa3JIMYHBIX MapaMeTpax, KOTOpble MOT'YT
YKa3bIBaTh Ha MOA03PUTEIBHOE WM BPEIOHOCHOE ITOBEICHHUE.

AKTYaJlbHOCTh UCCIIEJOBaHMS MOATBEPKAACTCS MHOTOYHCIEHHBIMA HAayYHBIMH paboTaMu
B gaHHOW oOmactu. Hampumep, B crathe [4] aBTOpBI HMCCIEAYIOT pPA3JIMYHbIE IOJIXOIbI
MaIIMHHOTO OOydeHHus [ WACHTU(UKAIMM XapaKTepHbIX MaTtTepHoB brute force artak B
cereBoM Tpadpuke. B pabore [5] pacckaspiBaercst mpo pa3paboTky cuctemsl PassREfinder,
KOTOpasi TpeAcKa3biBaeT puck arak credential stuffing (mMaccoBwIii epebOp akKayHTOB) MyTEM
aHalM3a MOBTOPHOTO HCIOJB30BaHUS TMapojei MexAy BeO-caiiTaMu ¢ MOMOLIbI0 TpadoBOro
npeacrabieHus. B uccnegoBaHum [6] TpeACTaBICHO MPHUMEHEHHMM METOAOB MAIIMHHOTO
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oOyuenuss s oOHapyxeHuss DDoS-arak Ha ycrpoiictBax HMurepnera Bemeir (IoT)
MOTPEOUTETHCKOTO YPOBHS.

Leabt0 padoThl SBISETCS CPABHUTEIBHBIA aHAINU3 PA3IUYHBIX AITOPUTMOB MAIIMHHOTO
OoOy4eHHssT W ONpeCNICHHE ONTUMAIBHBIX MapaMeTpOB WX PAa0OThI IS JTOCTHXKCHHS
MaKCUMaJIbHOW TOYHOCTH OOHapykeHus arak. Ocoboe BHHMaHWE YJeNseTcs mpenoopaboTke
JIAHHBIX, HACTPOMKE TUIepIapaMeTpoB MoJIeNIel 1 MeTojaM OOPBOBI ¢ TIepeoOyIeHHUEM.

Pe3ynbTaThl JaHHOTO WCCIIEAOBAHUS MOTYT OBITH IMOJIC3HBI IS CHEIMAINCTOB B 00JIACTH
KHOepOe30MacCHOCTH TMpH  pa3pabOTKe CUCTEM OOHapy)KCHUsI BTOP)KCHUH, a Takke s
JaNbHEHIINX  WCCIEAOBAaHMM B 00JacTM  NPUMEHEHHsS  MAIIMHHOTO  OOy4YeHHs B
kubepoOe3onacHocTH. B pabote paccMaTpuBaeTcs pa3iuyHble MOJCITH MAIIMHHOTO OOYYeHUs,
Bkimouass Random Forest, Decision Tree, Gradient Boosted Trees, Simple Regression Tree u
Naive Bayes, ¢ mocieayroommm AeTalbHbBIM aHATH30M HX 3()()EKTUBHOCTH B OOHAPYKCHHUU aTaK
Y ONTUMAaJIbHOM HACTPOMKE mapamMeTpoB pabOTHI.
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Pucynoxk 1. Taiimaaiin ucciaenopanmii B 06aactu kubepoesonacHoctu /
Figure 1. Cybersecurity Research Timeline

B crarbe [4] aBTOpBI HCCIEAYIOT pa3lWYHBIE MOAXOABl MAIIMHHOTO OOYYEHUS st
UJCHTUQUKAIIMM XapaKTepHBIX narTepHoB brute force arak B cereBoM Tpaduke. B
ucciaeoBaHuM [5] pacckasbiBaeTcsi mpo paspaborky cucrtembl PassREfinder, xotopas
npezcka3piBaeT puck arak credential stuffing (MaccoBwlif mepeGop akkayHTOB) IyTeM aHalu3a
MOBTOPHOTO HMCIOJB30BaHUSl TMapoyied MexJay BeO-cailTaMu ¢ TIOMOIIbIO  TpadoBOro
npezcrasieHus. B pabore [6] mpencTaBieHO NPUMEHEHUH METOJ0OB MAIIMHHOTO OO0Y4YeHHUs s
oOHapyxeHnust DDoS-arak Ha ycrpoiictBax MHTepHera Bemelt (IoT) moTpeOUTENsCKOro ypoBHS.
B cratpe [7] roBoputcst 0 pa3paboTke MHTEIEKTYalbHON CUCTEMBI ISl IPEJOTBPALeHUs aTak,
OCHOBaHHBIX Ha IepexBare ceccuil myreM yaaneHuss SSL-mmdposanus (SSL stripping). B
paborte [8] aBTOp HCCHeayeT NPUMEHEHHS aITOPUTMOB MAILIMHHOTO 00Y4YeHHUs JJ1s1 OOHApyKEHUS
atak tumna "yenoBek nocepeaune" (Man-in-the-Middle) u otkaza B o6cmyxuBanuu (Denial of
Service). B uccnenoBanuu [9] paccmaTpuBaeTcsi MpUMEHEHNE MCKYCCTBEHHOTO HHTEIIEKTA U
MAIIMHHOTO OOYYeHHUs [UId TPOBEIEHUS pa3BeAbIBATEIbHBIX MEpONPHUATUH BO BpeMs
TECTUPOBAHUS HA MPOHUKHOBEHHE B KOMIbIOTepHbIe ceTH. B cratbe [10] uccnenyroTcs MeToabl
MAaIIMHHOTO OOyuYeHUs Ui BBISBJICHUS aTak Ha 3axBaT y4yeTHbIX 3amuceil (Account Takeover,
ATO) B ¢unTtex-komnanusix. B pabore [11] aBTOp aHanM3uUpyeT HCHOJIB30BaHHWE METO/OB
MAaIIMHHOTO OOYYeHUS W KOPPENALMOHHOTO aHajiu3a Juis OOHApyXEeHUs CIOKHBIX yrpo3 Tuma
APT (Advanced Persistent Threat). B crarbe [12] ommchiBaeTCsS NPUMEHEHHE METOJIOB
MAaIIMHHOTO O0y4YeHHUs I CTaTUYECKOTI0 aHajKM3a BPEJIOHOCHOTO MPOrpPaMMHOI0 oOecredeHus
(Malware), ¢ menpro moBbIIIeHHUS 3(G()EKTUBHOCTH €ro oOHapyKeHus M kKiaccupukanuu. B
uccnenoBanuu [13] paccmarpuBaeTcsi HMCHOJIB30BAHWE METOJOB MAIIMHHOIO OOY4YeHHs s
oOHapyKeHMsl aTak, CHELU(PHUUHBIX [UId HPOTOKOJOB M OTIMYAIOIIUXCA OT TPaJAULUOHHBIX
CEeTeBHIX aTak, B loT-cucremax.
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Pa3oop natacera Cybersecurity Intrusion Detection. Cybersecurity Intrusion Detection
Dataset[14] npenna3HaveH a1t 0OHapyKeHUsT KHOEP-BTOPIKEHHUI HAa OCHOBE CETEBOTr0 Tpaduka u
noBeJeHus mosb3oBateneil. Kaxkmas 3amuch mnpeacTaBisieT COOOM CETeBYHO AaKTUBHOCTH C
XapakTepUCTHUKaMM, KOTOpbIE MOIYT yKa3blBaTh Ha IIOJIO3PUTENIBHOE WIM BPEAOHOCHOE

IIOBCACHUC.

Hcxonuplid gartaceT conepUT 11 cTOJIOIOB, MU B KaXJIOM H3 KOTOPBIX COICPKHTCS
ompeeEHHBIC TUTIBI JAHHBIX. B HUX Tak ke ColepKUTCS onpeneiaéHHas nHPopMaIus, KoTopas
MOJKET TIOMOYb BO BpeMsl 00yUCHHS MOJICIICH.

B xone wuccnemoBanus mnpoBenéH aHanu3 JgaHHbIX npataceta Cybersecurity Intrusion
Detection, npeacraBnennbiii B Tabnume 1.

Tabnuua 1. AHaaIM3 JaHHBIX B JaTaceTe ceTeBoro rpaguxa /
Table 1. Data analysis in the network traffic dataset

oOHapy)KeHa JIM aTaka

Xapakrepucru
p Kap Tun JaHHBIX Onucanue JAunana3zon Ipumeyanue
YHUKanbHBIN YHUKanbHBIN Hcnonwzyercs qist
Session id KaTerOpHaJIbHBINA UIeHTU(HUKATOD UIeHTU(HKATOD OJTHO3HAuHOU
ceccun ceccun AACHTU(HUKAIINN 3aITHcen
MosxeT yka3blBaTh Ha
MOJI03PUTENBHYIO
Network packet . Pa3mep ceteBoro Pasmep ceteBoro P Y
. KOJIMYCCTBCHHBIN aKTHBHOCTH (HAmpuMep,
size mmaKera TaKera
AHOMAJIFHO OOJIBIIIHE VI
MaJible TTaKeTHl)
TCP (Trans-
mission Control Twur ceTeBOro mMpoToKoIa
Protocol), UDP MOJKET TOJCKa3aTh Ha
o User Datagram KOHKPETHYIO aTaKy, TaK
Protocol type KaTeTOpHUAaTbHBIH Twur npotoxona ( & ety ¥
Protocol) u KaK HEKOTOPBIE TIPOTOKOJIBI
ICMP (Internet yarie UCIOJb3YIOTCS B
Control Message aTakax
Protocol)
Bricokoe 3HauCHHE MOXKET
. . | KommgecTBo momsiTox
Login attempts | KOJMYeCTBEHHBII Ot 1 o 12 yKa3bIBaTh Ha OpyTdopc-
BXO0JIa B CHCTEMY
aTaky
Honrue ceccuut MOTyT
. . N [IponomxurenbHOCTD Ot 1.37 no OBITH IPU3HAKOM
Session duration | KOIMYECTBEHHBIN
ceccud (B CEKyHaX) 5443.23 CKaHWUPOBAHUS CETH WU
CKPBITOM aKTUBHOCTHU
OtcyTcTBHEe MH(POBAHUS
Encryption used | kaTeropuaibHBIH Tun mmdpoBanus DES, AES, None (None) moBsIIIaeT MUCK
nepexBaTa JaHHbBIX
Yem onmke k 0, TeM BbIIIIE
Ip reputation . BEPOSTHOCTB, 4TO [P
konuyecTBeHHbI | Pemyranms IP-agpeca | ouenka ot 0 o 1 .
score CBsI3aH C BPEIOHOCHOM
aKTHBHOCTBIO
KonunuecTtBo IToxazarens MOIO3pUTEINB-
Failed logins KOJIMY€CTBEHHBIN HEeyIa4HbIX MMOTBITOK Or0 105 HO# aKTMBHOCTH (Ha-
BXOJa puMep, No00p Mapoiei)
Hexkotoprie Opay3epbl
. Edge, Firefox, MOTYT OBITh CBSI3aHBI C
. Hcnonpzyemblit .
Browser type KaTerOpHaTbHBIH 6pavac Chrome, Safari, YS3BUMOCTSIMH WA
paysep Unknown aBTOMATH3HPOBAHHBIMU
OoTamu
[Tomoraet BBISIBUTH
Unusual time . Mertka gocTyna B aHOMAJIFHYIO aKTUBHOCTh
OMHAPHBIHA 0 —mner, | — ma
access HEOOBIYHOE BpEMsI (HampuMep, HOYHBIC
3aIpocsl)
. eJieBasi IIepeMEHHas:
Attack detected OMHAPHBIN 1 p 0—mer, | — ma -
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Jaracer mpenHaszHaueH Ul 3a/1a4 Kiaccu(uKkanuu B obimacTu KubepOe30macHOCTH, TIe
MO/JIeIb MAIIMHHOTO 00y4YeHusi 00ydaeTcsl Mpe/ICKa3blBaTh HAJIMUME aTaKl HA OCHOBE OCTaJIbHBIX
napametpoB. [Ipru3Haku BKIIIOYAIOT KaK KOJUYECTBEHHBIC, TAK M KaTeropHajbHBIC JTaHHBIE, YTO
TpeOyeT npenodpaboTKU Mepe1 UCMOIb30BAHUEM B AITOPUTMAX.

HccienoBanue pasHbIX MojeJieil MAIIMHHOIO O0y4YeHUs! AJs padoThl € J1aTaceToM.
s uccnenoBanust moneneit 0yneM ucnonb3oBarh miarhopmy KNIME (Konstanz Information
Miner). Ilnardopma wucmonb3yercs Ui aHalW3a W BU3YaIH3alMHM JAHHBIX W MOCTPOCHHSA
MoJjieJIeil MallTMHHOTO 00y4eHus

KNIME - 3710 oTkpeiTas miatdopma uisi paboThl ¢ aHAIM30M JIaHHBIX, MAlIMHHBIM
oOydeHHEeM U CO3JaHMEM aHAJIMTUYeCKUX mporeccoB. [IporpamMma wnmeer rpaduyeckuit
uHTEepdEeiic, KOTOPHI IMO3BOJIIET TMOJb30BATHCS MALIMHHBIM OOY4Y€HHEM, HE HMes 3HAHHH
MIporpaMMHUPOBaHUs, HUCIIONB3Ys HOABI (070KM) BMecTo Koja. Paborta ¢ manHO#M miaTdopmoi
CTaHET OCHOBHOM 3aJaueii TaHHON Hay4YHO-HCCIIE0BATELCKON PabOTHI.

Bce Momenu, Oynytr cTpouThes Mo oAHOMY anroputmy. O6oOrmiaromas cxema MOAETU
00ydeHust ¢ oOydarommMu Oyiokamu npuBeaeHa Ha puc. 2. biok ML (Mamuanoe o0yueHue) B
KaXKIO0W MOJIEIN 3aMEHSIETCSI Ha pa3HbIe OJIOKU.

ML Learner

|

>

CSV Reader  Normalizer PCA  Number to String Domain Calculator X-Partitioner] ©o@ | ML Predictor

> > S
B » > 34 s B> J X-Aggregator corer

. . >
ooe (o] ) ooe ooe ooe coe ooe g > >

>

String to Number  ROC Curve

Simple Regression Tree Learner Random Forest Learner Decision Tree Learner Gradient Boosted Trees Learner Naive Bayes Leamer
broku > -
oo
o6yHeHHS: o L > (=0 (S ] LR
E Simple Regression Tree Predictor ~ Random Forest Predictor  Decision Tree Predictor Gradient Boosted Trees Predictor  Naive Bayes Predictor
JIOKH

TECTHPOBAHHA: l }
& = B B

Pucynok 2. O60o6maromas cxema Moe I MAIIMHHOTO 00y4yeHust /
Figure 2. Generalized diagram of a machine learning model

B nannoii o6obmaromieit cxeme (Tabnuna 2) 3aaeiicTBoBaHo 12 y370B, KOTOPHIE TOMOTYT
00yYHTh MAIIMHY M BBIICHUTH TOYHOCTH €€ MPOTHO3UPOBAHUS:

Taouauna 2. IlpennasHavenns y3Jji0B B Kax10il mogenn /
Table 2. Purpose of the nodes in each model

CSV Reader 3arpyxaet CSV-gaiia
Normalizer HOpMAaJIU3yeT JIaHHbIC
PCA YMEHBUIAET Pa3MEPHOCTh JAHHBIX

(Principal Component Analysis)

Number to String [IEPEBOJUT YMCIIOBBIEC 3HAUEHNUS B CTPOKOBBIE

Domain Calculator CKaHMPOBaHWE JAHHBIX ¥ OOHOBIICHUE CITUCKA
BO3MOSKHBIX 3HAUCHUN W/WIM MUHUMAILHEBIX U
MaKCHMaJIbHBIX 3HAYCHHI BhIOPAHHBIX CTOJIOLIOB
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X-Partitioner JICJIAT JIaHHBIC HA O0YYarOIIUe ¥ TECTOBEIC U
OCYIIECTBIISIET KPOCC-BATHIAIIIO

ML Learner o0yuaeT MOJenb
ML Predictor TECTUPYET MOJIENb
X-Aggregator OCYIIECTBIISIET KPOCC-BATUIAIIHIO
Scorer BBIBOJIUT TOYHOCTH MOJICIIN
String to Number MEPEBOIUT CTPOKOBBIC 3HAUCHHS B UUCIIA
ROC Curve BbIBOIUT ROC-KkpuBYyIo

(Receiver Operating Characteristic
Curve)

PCA (Metoa rnmaBHBIX KOMIOHEHT) — 3TO METO/]I, P KOTOPOM COKpAIIAETCsl pa3MEPHOCTh
JTAHHBIX, COXpaHss MPU ATOM Hanbosblee KoinyecTBo uHbopMmaruu [15].

ROC-kpuBas (PabGouast xapakrepucTuka NpuéMHHKA) — TrpaduK, KOTOPBIA ITO3BOJISIET
OIICHUTH KauecTBO OMHapHOU Kitaccudukanuu [16].

Uccnenoano 5 Mopenei, Kaxaas U3 KOTOPBIX HCIOJIB30BAJIa CBOM METOJ MAILIMHHOTO
oOyuenusa. Cpenu Hux: JepeBo pemenuii [17], Cnyuaiinsii nec [18], IIpocroe nepeso
perpeccui [19], I'panuentHsiii 6yctuHr aepeBbeB[20] u Hausnsiit baiiec [21].

Kaxgas mozens mnokazaja CIEAYIOUIUME pe3ylbTaTbl TOYHOCTH MPU HACTPOMKAX IO
yMoa4aHuio (Taba. 3).

Taoauna 3. TouHocTs Moje/Ieli MAIMHHOTO 00y4YeHUs HA H3HAYAJIbHBIX HAcTpoiikax /
Table 3. Accuracy of machine learning models at initial settings

MeToa MAIIMHHOTO 00y4eHUs TounocTs (B %)
CrnyyaiiHblii nec 82,93

epeBo perieHuit 81,113
I'pagueHTHBII OyCTHHT IepeBhEB 83,045

[IpocToe nepeBo perpeccuu 78,819

Hausnsiii batiec 81,975

UtoObl MOBBICUTH TOYHOCTH MOJIENEH, HEOOXOIUMO TPOBECTH JIOMOTHUTEIbHBIC
HacTpoiiku B HUX. O/1HA U3 TakoBBIX sABisieTcst 070k PCA (Tab. 4).

Tao6auna 4. 3aBUCHMOCTH TOYHOCTH MOjIeJieid oT 3Hayenust 0J1oxa PCA /
Table 4. Dependence of model accuracy on the value of the PCA block

TounocTsh Moaean (B %)
HaYeHU .

gm?,q: Pé A CayyailHbIi JdepeBo ) g?:f;;:Tﬂbm ;[el:;;?e HaFBHLIﬁ
Jjec peuieHui HepeBben perpeccnn Baiiec

1 82,94 81,609 83,014 79,04 82,007

2 82,961 81,609 83,014 79,029 81,996

3 83,003 81,76 83,003 78,809 81,996

4 82,898 81,874 83,055 79,04 82,017

5 82,951 81,775 83,076 79,239 82,038

6 83,014 81,478 83,003 78,368 81,986

TounocTts Moaeneli ot 3naueHust PCA Gosee HarsIHO IpeICTaBlIeHa HA PUCYHKE 3.
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Pucynok 3. 3aBucuMOCTb TOYHOCTH MoJeJiel oT 3HadyeHus1 0.10ka PCA /
Figure 3. Dependence of model accuracy on the value of the PCA block

W3 nanHbIX pe3yabTaTOB MOXKHO CII€NaTh BBIBOJ O TOM, UTO AJIS JyYIIeH TOYHOCTH HYKHO
COKpaTuTh KoJIOHKU: CiydaliHbI jec — 10 6 KOJOHOK, JlepeBo pemeHuil — 10 4 KOJIOHOK,
['pagrieHTHBII OYCTHHT JepeBbeB — 10 5 KOJIOHOK, [IpocToe aepeBo perpeccuu — 10 5 KOJIOHOK,
Hawusnrerit baliec — 10 5 K0JI0HOK.

Jnsa kaxaod Moxenu ObUla MpOBEAECHA HACTpoiKa TIIyOMHBI OOydYeHHs C TEeMH
KOJTMYECTBAMHU KOJIOHOK, KOTOPBIE OBLIN MOITYYEHBI /10 3TOTO (cM. Tabm. 5).

Tabauna 5. 3aBUCHMOCTH TOYHOCTH MojeJeil 0T rJIyOuHbI 00yueHuUs /
Table 5. Dependence of model accuracy on training depth

TounocTsh Moaen (B %)
I'nyOuna Cayuaiinbiii | Jlepeno I'paguenTtHoiii | IIpocToe HauBHuii
o0y4yeHus N OyCTHHT AepeBo .

Jgec peumieHuii HepEBheB perpeccnn Baiiec
1 58,006 81,1 81,944 33,606 55,29
2 76,146 81,332 83,055 51,997 55,29
3 82,982 81,092 83,055 74,74 73,44
4 83,024 81,444 83,034 79,291 73,44
5 83,055 81,902 82,898 79,501 73,44
6 83,055 81,003 82,72 79,071 73,44
7 83,034 81,092 82,374 79,511 82,017
8 83,024 81,003 81,86 79,27 82,028
9 83,014 81,241 81,65 79,281 81,986
10 82,993 81,092 81,546 79,27 82,007

W3 naHHBIX pe3ysIbTaTOB MOXHO CJEJIaTh BBIBOJ O TOM, YTO MOJIEIH OOYUYEHHSI JOCTUTAIOT
HaAMBBICILIETO MOPSJIKA TIPU OIpeeIEéHHON T1youHe o0ydyenus: CiydaiiHslii nec — 5-6 riyOuHa,
HepeBo pemenuit — 5 riyouna, ['paareHTHBIN OycTHHT JepeBbeB — 2-3 riybuna, [Ipoctoe
nepeBo perpeccun — 7 riayouna, Hausnerii baitec — 8 rmy6una (puc. 4).
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Pucynok 4. 3aBUCHMOCTB TOYHOCTH Mo/ eJ1el OT ri1yOuHbI 00y4enus (B %) /
Figure 4. Dependence of model accuracy on training depth (in %).

[Tpy MamuHHOM OOYYEHHH MOXET CIy4UTCS MepeoOydeHre MOAENd. ITO MPOHUCXOJUT,
KOTla MOJIeTIb HAYWHAET 3allOMUHATh 00yJaroniue JaHHbIe, YTO TPUBOJUT K BHICOKON TOYHOCTH,
HO ecnu OyIyT paHee HEW3BECTHBIC JaHHBIE, TO TOYHOCTb OyAeT KpaiiHe Hu3kas. OauH u3
METO/ZIOB  pEIICHUs] ATOM TPOOJIEMBI SBISETCA KPOCC-BAIMAALMS — METOJA  OICHKU
MPOU3BOJUTENILHOCTH MOJENTH OOy4YeHUSs, MCIONb3ys JUIS MPOBEPKH CIOCOOHOCTH 00001IaTh
HOBBIC YHUKAJIbHBIC TAaHHBIE [22].

Ta6auua 6. Jlyumue pesyabrarsl Mojaesei /
Table 6. The best results of the models

MeTton MAIIMHHOTO 00Y4YeHHS 3navyenne PCA | ImyOuna o0yuenust HaI/IBLICl[Ii(l)ﬂ
TOYHOCTD, %o
CrnyuaiiHblii Jiec 6 5-6 83,055
HepeBo perienuii 4 5 81,902
['pagureHTHBII OyCTUHT AepEeBbEB 5 2-3 83,055
IIpocToe nepeBo perpeccuu 5 7 79,511
Hawusnriii Baiiec 5 8 82,028

Jns Ttoro droOBl YBUAETh KAaueCTBO MPOTHO3UPOBAHMS KAXKIOW MOJENH, HYKHO
BoCTOJb30BaThCsl ROC-kpuBbiMU. OHU TOKA3bIBAIOT 3aBUCUMOCTH MEXKIY YYBCTBUTEIBHOCTHIO
(True Positive Rate, TPR) u cnenuduunocteio (False Positive Rate, FPR) momenu mpu
M3MEHEHUH TIOpOTa MPUHSATHUS PEIICHUH.

AUC (mmomanp mMoj; KPUBOM) HUCIIONB3YETCS KaK YHCIOBAash METPHKA KauyecTBa MOJECIIHU:®
AUC =1 — uneansnas mogeinb. AUC = 0.5 — Moienib HAUMHAET CIy4ailHO raiaTh, YTO AENIaeT
e¢ HeHanéxHoii* AUC < 0.5 — monens paboTaer mioxo (e€ mpeackazaHus MPOTHBOIMOIOKHBI
uctuaHbIM)cxons u3 rpagpukoB ROC-kpuBbix (puc. 5) Random Forest u Gradient Boosted
Trees umeror oguHakoBbli MakcuMalbHbli AUC = 0.811 W AeMOHCTPUPYIOT HAWITYYIIYIO
CIIOCOOHOCTH pa3uyaTh KIACCHI.
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Pucynok 5. I'padpuxn ROC-kpuBbix /
Figure 5. ROC curve graphs

OnHu sABIAOTCS HauOosiee MPEANOYTUTENbHBIMU JUIsl BBISABJIEHUS KHOepaTak Ha OCHOBE
aHaJIM3a CeTeBOro TpaduKa U MOBEACHHUS MT0JIb30BATENEH.

3akmouenue. B xoze uccnenoBanus ObIIM pacCMOTPEHBI pa3IMyHbIE METO (bl MAIIMHHOTO
oOyueHuss ans oOHapykeHusi kubOepatak ¢ wucnois3oBaHueM miatpopmel KNIME. Beun
NpOBEIEH CPaBHUTENbHBIM aHamM3 3()()EKTUBHOCTH IMATH AITOPUTMOB HAa OCHOBE JaTacera
Cybersecurity Intrusion Detection.

AHanu3 pe3ynbTaToB MOKa3al, YTO HaWOOJBIIYI0 TOYHOCTH JIEMOHCTPUPYIOT MOJIENU
Crnyuaiinelii nec u ['paguentHsiii OycTHUHT nepeBbeB, nocturas 3HadeHuss AUC=0,811 npu
ONTUMAJIBHBIX HAcTpoMKkax. JlJId NOCTH)KEHHS MaKCUMaJIbHOM INPOU3BOJUTENBHOCTH MOJAEIEH
noTpeOOBaJIOCh BBIMOJHUTh THIATEIBHYIO HACTPOWKY MapaMeTpoB: KOJIHYECTBO TJIaBHBIX
KoMroHeHTOB B PCA u rimyOuHy 00y4eHus 1epeBbeB.

HccnenoBanue NOATBEPAMSIO MEPCIEKTHUBHOCTh NMPUMEHEHHUS MalIMHHOTO OOy4YeHUs B
cucremMax oOHapyxeHus BTopkeHHil. Paspaborannas wmeroauka B KNIME wmoxer ObITh
UCIIONIb30BaHa JUIsl co3faHusl 3G (EKTUBHBIX CHUCTEM 3alUThl OT KUOEpyrpo3 MyTéM aHaiusa
CEeTeBOro Tpaduka U MOBEJCHUS MOJIb30BaTENEH.

[TosryueHHbIe pe3yabTaThl MPEACTABIAIOT MPAKTUUYECKYIO0 IEHHOCTh AJIs CIELMAIUCTOB IO
KnOepOe30MacCHOTH U MOTYT CIY>KHUTh OCHOBOM JUIsl JajbHEHMIIEr0 COBEPIICHCTBOBAHUS CHCTEM
0OHapy)XCHHS aTak.

28



10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

29

CoBpemeHHas Hayka n nHHoBauumn. 2025. Ne 2

JIUTEPATYPA
Kemmerer R. A. Cybersecurity // 25th International Conference on Software Engineering, 2003.
Proceedings. IEEE, 2003. P. 705-715.
Biju J. M., Gopal N., Prakash A. J. Cyberattacks and its different types // International Research
Journal of Engineering and Technology. 2019. Vol. 6. No. 3. P. 4849-4852.
Sabillon R., Cano M. J. J., Serra-Ruiz J., Cavaller V. Cybercrime and cybercriminals: A
comprehensive study // International Journal of Computer Networks and Communications Security.
2016. Vol. 4. No. 6. P. 165-176.
Najafabadi M. M., Khoshgoftaar T. M., Kemp C., Seliya N., Zuech R. Machine learning for
detecting brute force attacks at the network level // 2014 IEEE International Conference on
Bioinformatics and Bioengineering. Boca Raton: IEEE, 2014. P. 379-385.
Kim J., Song M., Seo M., Jin Y., Shin S. PassREfinder: Credential stuffing risk prediction by
representing password reuse between websites on a graph // 2024 IEEE Symposium on Security and
Privacy (SP). San Francisco: IEEE, 2024. P. 1385-1404.
Doshi R., Apthorpe N., Feamster N. Machine learning ddos detection for consumer internet of things
devices // 2018 IEEE Security and Privacy Workshops (SPW). IEEE, 2018. P. 29-35.
Jonas M. A., Hossain M. S., Islam R., Narman H. S., Atiquzzaman M. An intelligent system for
preventing ssl stripping-based session hijacking attacks / MILCOM 2019-2019 IEEE Military
Communications Conference (MILCOM). Norfolk: IEEE, 2019. P. 1-6.
Al-Juboori S. A. M., Hazzaa F., Jabbar Z. S., Salih S., Gheni H. M. Man-in-the-middle and denial of
service attacks detection using machine learning algorithms // Bulletin of Electrical Engineering and
Informatics. 2023. Vol. 12. No. 1. P. 418-426.
Stone G., Talbert D., Eberle W. Using Using Al/Machine Learning for Reconnaissance Activities
During Network Penetration Testing // International Conference on Cyber Warfare and Security.
Academic Conferences International Limited, 2021. P. 541-XIV.
Santoso R., Gunawan A. A. S. Detecting Account Takeover (ATO) in Fintech Companies Using
Machine Learning // 2024 6th International Conference on Cybernetics and Intelligent System
(ICORIS). Surakarta: IEEE, 2024. P. 1-6.
Ghafir I., Hammoudeh M., Prenosil V., Han L., Hegarty R., Rabie K., Aparicio-Navarro F. J.
Detection of advanced persistent threat using machine-learning correlation analysis // Future
Generation Computer Systems. 2018. Vol. 89. P. 349-359,
Nath H. V., Mehtre B. M. Static malware analysis using machine learning methods // International
Conference on Security in Computer Networks and Distributed Systems. Berlin, Heidelberg:
Springer Berlin Heidelberg, 2014. P. 440-450.
Zahra F.; Jhanjhi N. Z., Khan N. A., Brohi S. N., Masud M., Aljahdali S. Protocol-specific and
sensor network-inherited attack detection in IoT using machine learning // Applied Sciences. 2022.
Vol. 12. No. 22. P. 11598.
Samudrala D. N. K. Cybersecurity Intrusion Detection Dataset // Kaggle. [Electronic resource].
URL: https://www.kaggle.com/datasets/dnkumars/cybersecurity-intrusion-detection-dataset
(accessed: 15.03.2025).
Mackiewicz A., Ratajczak W. Principal components analysis (PCA) // Computers and Geosciences.
1993. Vol. 19. No. 3. P. 303-342.
Nahm F. S. Receiver operating characteristic curve: overview and practical use for clinicians //
Korean journal of anesthesiology. 2022. Vol. 75. No. 1. P. 25-36.
Charbuty B., Abdulazeez A. Classification based on decision tree algorithm for machine learning //
Journal of applied science and technology trends. 2021. Vol. 2. No. 1. P. 20-28.
Rigatti S. J. Random forest // Journal of Insurance Medicine. 2017. Vol. 47. No. 1. P. 31-39.
Loh W. Y. Classification and regression trees // Wiley interdisciplinary reviews: data mining and
knowledge discovery. 2011. Vol. 1. No. 1. P. 14-23.
Ye J., Chow J. H., Chen J., Zheng Z. Stochastic gradient boosted distributed decision trees //
Proceedings of the 18th ACM conference on Information and knowledge management. 2009. P.
2061-2064.



https://www.kaggle.com/datasets/dnkumars/cybersecurity-intrusion-detection-dataset

21.

22.

10.

11.

12.

13.

14.

15.

16.

17.

18.

Modern Science and Innovations. 2025. No. 2

Webb G. 1., Keogh E., Miikkulainen R. Naive Bayes // Encyclopedia of machine learning. 2010.
Vol. 15. No. 1. P. 713-714.

Berrar D. Cross-validation. Encyclopedia of Bioinformatics and Computational Biology. 2019.
Vol. 1. P. 542-545.

REFERENCES
Kemmerer RA. Cybersecurity. 25th International Conference on Software Engineering, 2003.
Proceedings. IEEE, 2003. P. 705-715.
Biju JM., Gopal N, Prakash AJ. Cyberattacks and its different types. International Research Journal
of Engineering and Technology. 2019;6(3):4849-4852.
Sabillon R, Cano MIJJ, Serra-Ruiz J, Cavaller V. Cybercrime and cybercriminals: A comprehensive
study. International Journal of Computer Networks and Communications Security. 2016;4(6):165-
176.
Najafabadi MM., Khoshgoftaar TM, Kemp C, Seliya N, Zuech R. Machine learning for detecting
brute force attacks at the network level. 2014 IEEE International Conference on Bioinformatics and
Bioengineering. Boca Raton: IEEE, 2014. P. 379-385.
Kim J, Song M, Seo M, Jin Y, Shin S. PassREfinder: Credential stuffing risk prediction by
representing password reuse between websites on a graph. 2024 IEEE Symposium on Security and
Privacy (SP). San Francisco: IEEE, 2024. P. 1385-1404.
Doshi R, Apthorpe N, Feamster N. Machine learning ddos detection for consumer internet of things
devices. 2018 IEEE Security and Privacy Workshops (SPW). IEEE, 2018. P. 29-35.
Jonas MA, Hossain MS, Islam R, Narman HS, Atiquzzaman M. An intelligent system for preventing
ssl stripping-based session hijacking attacks. MILCOM 2019-2019 IEEE Military Communications
Conference (MILCOM). Norfolk: IEEE, 2019. P. 1-6.
Al-Juboori SAM, Hazzaa F, Jabbar ZS, Salih S, Gheni HM. Man-in-the-middle and denial of service
attacks detection using machine learning algorithms. Bulletin of Electrical Engineering and
Informatics. 2023;12(1):418-426.
Stone G., Talbert D., Eberle W. Using Al/Machine Learning for Reconnaissance Activities During
Network Penetration Testing. International Conference on Cyber Warfare and Security. Academic
Conferences International Limited, 2021. P. 541-XIV.
Santoso R, Gunawan AAS. Detecting Account Takeover (ATO) in Fintech Companies Using
Machine Learning // 2024 6th International Conference on Cybernetics and Intelligent System
(ICORIS). Surakarta: IEEE, 2024. P. 1-6.
Ghafir I, Hammoudeh M, Prenosil V, Han L, Hegarty R, Rabie K, Aparicio-Navarro FJ. Detection
of advanced persistent threat using machine-learning correlation analysis. Future Generation
Computer Systems. 2018;89:349-359.
Nath HV, Mehtre BM. Static malware analysis using machine learning methods. International
Conference on Security in Computer Networks and Distributed Systems. Berlin, Heidelberg:
Springer Berlin Heidelberg, 2014. P. 440-450.
Zahra F, Jhanjhi NZ, Khan NA, Brohi SN, Masud M, Aljahdali S. Protocol-specific and sensor
network-inherited attack detection in IoT wusing machine learning. Applied Sciences.
2022;12(22):11598.
Samudrala DNK. Cybersecurity Intrusion Detection Dataset. Kaggle. Available from:
https://www.kaggle.com/datasets/dnkumars/cybersecurity-intrusion-detection-dataset [Accessed 15
March 2025].
Mackiewicz A, Ratajczak W. Principal components analysis (PCA). Computers and Geosciences.
1993;19(3):303-342.
Nahm FS. Receiver operating characteristic curve: overview and practical use for clinicians. Korean
journal of anesthesiology. 2022;75(1):25-36.
Charbuty B, Abdulazeez A. Classification based on decision tree algorithm for machine learning.
Journal of applied science and technology trends. 2021;2(1):20-28.
Rigatti SJ. Random forest. Journal of Insurance Medicine. 2017;47(1):31-39.

30


https://www.kaggle.com/datasets/dnkumars/cybersecurity-intrusion-detection-dataset

CoBpemeHHas Hayka n nHHoBauumn. 2025. Ne 2

19. Loh WY. Classification and regression trees. Wiley interdisciplinary reviews: data mining and
knowledge discovery. 2011;1(1):14-23.

20. Ye J, Chow JH, Chen J, Zheng Z. Stochastic gradient boosted distributed decision trees. Proceedings
of the 18th ACM conference on Information and knowledge management. 2009. P. 2061-2064.

21. Webb GI, Keogh E, Miikkulainen R. Naive Bayes. Encyclopedia of machine learning.
2010;15(1):713-714.

22. Berrar D. Cross-validation. Encyclopedia of Bioinformatics and Computational Biology.
2019;1:542-545.

NHO®OPMALIUA Ob ABTOPAX
HO0aus AnekceeBHa AHAPYCEHKO — CTapImii pernoaaBarenb, CeBepo-KaBkascknii henepaabHbIit
YHHUBEpcUTeT, iuandrusenko@ncfu.ru
Jvutpuii Cepreesuu IllaBao — crynent, CeBepo-KaBkasckuli ¢enepaibHblli YHUBEPCHUTET,
ds357@ro.ru
Anexceii IlaBnoBuu Ilaeryxun — crtynent, CeBepo-KaBkasckuii ¢enepaibHBII YHUBEPCHUTET,
mrster03@gmail.com

Enena PomanoBna CemukoysienHoBa — cryneHT, CeBepo-KaBkasckuii (denepanbHbIil
yHHBepcuTeT, elena291204(@mail.ru
Muxana MHabnu KonapamoB - crynent, MHWPDA — Poccuiickuii TeXHONIOrMYecKUi

yHuBepcuteT, kondr-mih@mail.ru

Bxuiaj aBTOpPOB: Bce aBTOPBI BHEC/IN paBHbII BKJIAJA B IOATOTOBKY ITyOJIMKALIHU.
KongaukT nHTEpeCcoB: aBTOPHI 3asIBISIOT 00 OTCYTCTBUU KOH(MIMKTA HHTEPECOB.

Crarbs noctynuia B peaakiuto: 01.04.2025;
onoOpeHa nocie perieHsupoBanus: 13.05.2025;
npuHsTa K myonukarmu: 01.06.2025.

INFORMATION ABOUT THE AUTHORS
Yulia A. Andrusenko - Senior Lecturer, North-Caucasus Federal University,
iuandrusenko@ncfu.ru
Dmitry S. Shavle — Student, North-Caucasus Federal University, ds357@ro.ru
Alexey P. Pletukhin — Student, North-Caucasus Federal University, mrster03@gmail.com
Elena R. Semikolennova — Student, North-Caucasus Federal University, elena291204(@mail.ru
Mikhail I. Kondrashov — Student, MIREA - Russian Technological University, kondr-

mih@mail.ru

Contribution of the authors: the authors contributed equally to this article.
Conflict of interest: the authors declare no conflicts of interests.

The article was submitted: 01.04.2025;

approved after reviewing: 13.05.2025;
accepted for publication: 01.06.2025.

31


mailto:iuandrusenko@ncfu.ru
mailto:ds357@ro.ru
mailto:mrster03@gmail.com
mailto:elena291204@mail.ru
mailto:kondr-mih@mail.ru
mailto:iuandrusenko@ncfu.ru
mailto:ds357@ro.ru
mailto:mrster03@gmail.com
mailto:elena291204@mail.ru
mailto:kondr-mih@mail.ru
mailto:kondr-mih@mail.ru

