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Annomauusa. OOHO u3 camvlx ObLICMPOPA3BUBAIOWUXCA HANPABGNCHUU 6 UHMENNeKMYalbHOU
COOCMBEHHOCMU C8:A3AHO C KOMNblOmMepHbiMU ucpamu. Hepel 6 Gonvuien cmenenu no ceoeii cymu
OMHOCAMCSA K chepe paszeneuenuss, Ho NOMUMO IMO20 MO2YM GIUAMb HA PA3GUMUE HEKOMOPbIX HABLIKOE
¥y uepokos. Paszeumue cehepwvi unmennexmyanvhou cobCmeeHHOCMU 8 KOMABLIOMEPHLIX USPAX GNUSEM He
MONBKO HA camy UHOYCMpPUIO, HO U 3amMpasueaem CMedicHble Ompaciu, NO380Jss 00ecneyusams
KauecmeenHoe pasgumue Komnauui. Muozue pesynomamvl UHMENNEKMYANbHOU OesmeNbHOCMU 8
KOMNBbIOMEPHBIX USPAX MOZYM HAUMU C80€ NPUMEHEHUE 8 apXumeKmype, UCKyccmee, Iumepamypst u op.
Takorce sasicHo ommemums WUPOKULL 0OXEAM NOIb308aMeNel KOMNLIOMEPHBIX USP 60 6CeX CMPAHAX MUPA.
Cywecmeyem 0Oo0nbUIOE KOAUYECBO UP, KOMOPble MO2YM Peanu306bl8amuvcs HA aOCOIIOMHO PA3HLIX
MeXHUYeCKUX yCmpoucmeax, 3mo no360asaenm MaKCUMaibHo pacuupums KiueHmckyto o6asy. Kpomwe moco,
cywecmeyem 0OuwiUpHoOe pasHoobpasue HCAHpos U pedcumos uep. Bce smo noseonsiem obecneyums
UHMEPAKMUBHBIM PA36ICYCHUEM KAK MAAOWYI0 ayOUmopuio noiv3oeameneu, max u 63pociayio. Bo
MHORUX CMPAHAX OMAUYAEMCs NPABOGOl NOOX00 K 00beKmam UHMENNeKMYalbHOl OesimenibHOCmU 8
KOMNBbIOMEPHBIX USPAX, OM Ye20 B03HUKAEem ps0 mpyoHocmel 6 0becneyeHuy oXpansl U 3auumol npas
paspabomuuxos. Unoycmpus Ha pvliKe HO8ASL U NOCNOSIHHO MEHAIOWAACS, 3aKOHO0AMENbCMBO 8 PA3HBIX
cmpanax omauyaemcs. Ha ¢one pazeumus e Poccutickoii @edepayuu 0aHH020 HANpasienus, coO30anus
6ce Oonee KA4eCMBEHHbIX U OOPOSUX HOBbIX USPOBbIX NPOEKMO8, GO3HUKAem HeoOX00UMOCMb 8
COBEPUIEHCTNBOBANUY 3AKOHOOamenbHOU 6a3zvl. B cmamve onucanvl npobremvl ¢ UHMELNEKMYaNbHOl
CcOOCMBEHHOCMbIO 8 0O1ACMU KOMNLIOMEPHBIX USP.
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Abstract. One of the fastest growing areas in intellectual property is related to computer games.
Games are more inherently related to the field of entertainment, but in addition they can affect the
development of certain skills in players. The development of intellectual property in computer games
affects not only the industry itself, but also affects related industries, allowing for the qualitative
development of companies. Many results of intellectual activity in computer games can find their
application in architecture, art, literature, etc. It is also important to note the wide coverage of computer
game users in all countries of the world. There are a large humber of games that can be implemented on
completely different technical devices, this allows you to maximize the customer base. In addition, there is
an extensive variety of genres and game modes. All this makes it possible to provide interactive
entertainment for both younger and adult users. In many countries, the legal approach to intellectual
property in computer games differs, which causes a number of difficulties in ensuring the protection and
protection of the rights of developers. The industry on the market is new and constantly changing, the
legislation differs in different countries. Against the background of the development of this direction in
the Russian Federation, the creation of increasingly high-quality and expensive new game projects, there
is a need to improve the legislative framework. The article describes the problems with intellectual
property in the field of computer games.
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Computer games are one of the most profitable industries in the world, as they combine a
complex of factors that emotionally affect the consumer. Recently, the computer games industry
has experienced very rapid growth in our country, despite some decline in the past. Intellectual
property plays an important role in the modern digital economy, including in the computer
games industry. The number of large games is increasing and their budget is increasing. The
number of development studios is also growing and the state's interest in financing such projects
is increasing. The popularization of games can be indicated by the annual growth of the
consumer base, as well as the increase in the average age among players. The computer games
industry not only develops the IT sector, but also provides jobs for a wide range of specialists
from different industries. It is also important to note that intellectual property plays an important
role in the modern digital economy, including in the computer games industry.

Materials and research methods. Innovations in the computer games industry are
studied and applied by specialists from different fields. This allows us to predict the potential of
the final product, analyze the consumer market, provide projects with high-quality and more
organized management.

The basis of the research is made up of empirical methods - description, analysis,
induction, general scientific methods of cognition - analysis and synthesis, dialectical and logical
method, system approach method.

Research results and their discussion. The development of technology and the
availability of the Internet have led to the growth of popularity of computer games, which in turn
has created new problems in the field of protection and defense of intellectual property.
Computer games are a complex object of intellectual property and provide for a number of rights
to objects included in these games.

Intellectual rights of computer game developers:

1) Copyright - developers have the exclusive right to reproduce, distribute, publicly
display and modify their games, including computer programs, scripts, plots, musical
compositions, etc.
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2) Patent rights - game developers own intellectual property in new technologies or
technical solutions, for example, they obtain patents for the technical process of creating
improved surfaces through procedural generation, etc., as well as industrial designs, for example,
the appearance of software code expressed in the design of the game environment and its
appearance.

Computer game development companies use means of individualization when selling
their products (trademarks within games, commercial designation of the development studio,
brand name of the publisher, etc.) [1].

When concluding contracts, so-called contractual or contractual rights arise, which
determine the relationship of developers, game authors with game publishers or other parties.
These contracts describe the terms of cooperation between developers, publishers, etc., and allow
for civil-law protection. Exclusive rights allow copyright holders to publicly reproduce and sell
the results of their intellectual work.

The development of technology and the availability of the Internet have led to the growth
in popularity of computer games, which, in turn, has created new problems in the field of
protection and defense of intellectual property.

Nowadays, computer games have ceased to be a way to spend your free time, and they
have long been perceived as not just children's entertainment. In modern society, computer
games have developed into multi-genre mass interactive entertainment that is available to any
segment of the population, regardless of income. Games are divided by the number of players in
it (single-player or multi-player) and by genre depending on the gameplay, plot, and presentation
of this plot. One of the modes of computer games are single-player games. In them, the player
interacts with the virtual world alone. The most popular genres in single-player games are: role-
playing games "RPG" ("The Witcher", "Fallout”, "Skyrim", "DragonAge", "MassEffect", etc.),
interactive cinema, where the player basically does not interact with the virtual world at all,
studying history through video clips ("Detroit Become Human", "Until Down", etc.), "Rogue
Like" or a roguelike, where the player starts the gameplay every time from the beginning in case
of defeat or failure, always receiving different ways to complete the game ("Hades", "Slay the
Spire", etc.).

In multiplayer online games, several players are in one game session at the same time.
Like single-player games, they are divided into genres: multiplayer online battle arena "MOBA"
("Dota2", "LoL", "HOTS"), shooters or shooters ("CS:GO" or "CoD"), royal battles in which the
goal is to determine one winner among a large number of other players ("PUBG", "Apex",
"Fortnite"), fighting games in which the gameplay is carried out by implementing hand-to-hand
combat among a limited number of game characters between two players (“Tekken",
"MortalKombat™) and others. Moreover, games can have intricate plot chains in the form of
detectives or represent interactive movies with minimal player participation in the gameplay or
can generally be for short-term leisure, like the already cult simple and popular game "Three in a
row".

Unlike previous years, projects with large budgets and quality that matches the size of the
budget have started to appear now. Previously, domestic developers did not produce large
computer games, the so-called AAA games. This designation indicates the size of the project
budget. Class AAA is practically the largest budget that is necessary for the implementation of
projects. The budget depends on the size of the development and the team of developers.
Sometimes developers do only a separate part of the work for larger studios, or mainly
concentrate on work for the mobile games market, since they are easier and cheaper to produce
and implement. Perhaps this is due to the shortcomings of the legislative framework in this area,
since there was no need for it before. But with the emergence of games such as "Atomic Heart",
"Trouble” and other large projects, there was a need to improve the legislative framework and
increase the protection of intellectual property of objects inside computer games for both users
and studios - developers of these games.

213 Bbinyck Ne 3, 2024



Modern Science and Innovations. 2024. No. 3 (47)

One of the main problems in this area is the gaps in the legislative framework. Due to the
complexity of the intellectual property object itself, as well as the lack of a clear definition of a
computer game, litigation often arises between the user and the gaming company [2]. Games, for
the most part, serve to entertain the player. However, some companies create conditions within
their product where the player must either spend their time in a computer game for days, or, as
an alternative to the time spent, are forced to buy in-game loot boxes, cases, card sets, and the
like, with which there is a chance to get a rare virtual item that speeds up the gameplay or makes
the game much more exciting. This tactic is used by EA in the game FIFA, where card sets are
purchased for real money and there is a chance to "get a rare football player” to win the game
[3]. A similar tactic is the user's acquisition of a "battle pass”, the essence of which is to create
sequential rewards that open as the game's plot develops. As a rule, the "battle pass” has both
paid and free rewards. But, since this is one of the means of monetization, there are very few free
rewards for users. The vast majority of users either buy an in-game item within the computer
game, or buy the "privilege" of accelerating the receipt of these rewards. Applies such tactics
And V such games such as "Overwatch", "League of Legend", "Call of Duty", "PUBG Mobile",
"Fall Guys" [4]. The examples of games given show that such tactics are widespread in both very
large and small companies, and are used for both computer games and games for mobile devices.

In our country's legislative framework, computer games are not considered gambling,
while in a number of other countries, such as Belgium, there is a complete ban on the possibility
of obtaining an in-game advantage with random drop of items, such as loot boxes, etc. In the
USA and France, fines for such companies and compensation for affected players are already
being introduced at the legislative level. To solve the problem, these means of monetization for
the protection of material resources and the moral state of consumers must be classified as
gambling [5].

The second significant problem is the need to protect user content created within the
virtual world of the game. The user does not own the results of intellectual activity created
during the game. In addition to the variety of gaming technical solutions, with certain skills,
players can create something unique and different from the original product/game or supplement
it. Manufacturers can use modifications in subsequent versions of computer games, and modified
games will be in even greater demand among consumers. Most often, modifications are made by
enthusiasts to improve the gaming process free of charge, they post their work on websites for
public use, transfer it to creative clubs, etc. As authors, they do not secure their rights to the
results of intellectual activity [6].

There are a number of companies that appropriate the results of players' intellectual
activity in contracts concluded with them. In particular, the company "Blizzard", after
popularizing one of the modifications, wrote in the contract in subsequent games that in-game
modifications created by players would belong to the company.

The history of computer games began with arcade machines. They were the founders of
this entertainment sphere. Arcade is a genre of computer games in which the player receives an
intense gameplay for a limited and, as a rule, short time.

These devices were mechanical constructions in which it was necessary to pay for a game
session to start the game process. To do this, the player placed money in a special compartment
and then could play for a limited time until he paid again to continue the game. Basically, arcade
machines did not have games with a complex plot. All types of games in them served only to get
points and increase the player's level on the table of records, creating an incentive for the client
to play longer and spend more and more money. As a rule, it was impossible to complete the
game in the full sense of the word, since the gameplay in such machines was endless.

The experience of attracting players was later used when the first game consoles and
personal computers appeared. Among the first entertainments were just the analogues of arcades
with machines. The first and most popular game in Russia was "Tetris", released in 1984. Since
then, this game has been implemented in different forms and for different gaming platforms. The
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creator of "Tetris" sold the rights to use the results of his intellectual activity to the company
"Nintendo” for their implementation in the "GameBoy" device.

Several decades ago, many games were developed and mass-produced only for certain
game consoles and were not distributed to other devices. At the moment, some games are also
only available on a specific platform.

However, there are now publishing companies, such as Sony and XBOX, that are
increasingly releasing ports of their console games to personal computers. This is done for
versatility, expansion of the customer base and the number of potential consumers, and,
ultimately, increasing profits.

Games developed in several stages, and each stage depended on the degree of
improvement of the so-called "game engine™ - a program for developing a game, created either
by the developers or purchased from another studio.

An important role in the development of the computer games industry was played by the
technical equipment of devices - the generation of consoles, video cards, processors, etc. The
development of the computer games industry is directly related to the technical development and
improvement of devices for reproducing these games.

In addition to modifications, in the genre of computer games "sandboxes™ game program
codes allow to create a 3D landscape model from internal tools, thus visualizing game objects.
Visualized landscape models (buildings, products, transport, etc.) can be patented as industrial
designs. In a number of games, players can create a uniqgue musical composition due to the
internal tools of the computer game.

There is a practice of registering trademarks for internal game cases. This practice is used
in foreign countries. In our country, the practice of registering trademarks for in-game cases, if
used, is not described [7].

The biggest problem in our country in the field of computer games is piracy. In the early
stages of computer games development in the 1990s, due to the difficult situation in our country,
illegal sale of games was widespread. The problem was so great that separate versions of
computer games were created, distinguished by poor translation, slight technical changes or
various covers on boxes for computer disks, popular game consoles were copied, all this was
positioned as something new. Due to the widespread practice of piracy in our society, views have
been entrenched where most often people do not pay the full price for objects-results of
intellectual activity of game authors, but freely download them from the network for free or
purchase a product much cheaper, bypassing any restrictions. For example, they create an
account in another country, buy third-party accounts, and so on.

Over the last few years, with the change in the external world political situation, the
situation has only worsened. This is due to the fact that many game manufacturers are leaving
the Russian market and it is becoming impossible to buy licensed computer games. In such
conditions, it is more difficult for computer game manufacturers to sell their products and earn
money, they suffer colossal losses. This problem requires the attention of the state, tightening the
law on piracy, strengthening control over the violation of intellectual property rights in computer
games.

In addition to the problems described above, a computer game manufacturer also has
difficulties acquiring rights to certain intellectual property objects. A computer game is a
complex object when assigning intellectual rights to it. In some cases, it is necessary to purchase
rights to use music, landscape models, design, technical solutions, and program code, since a
computer game is a symbiosis of the results of the authors' intellectual activity [8].

The study revealed a problem of intellectual property rights violation due to the
complexity of the system for acquiring these rights. The company "Mundfish", when purchasing
the rights to use a certain musical composition (the group "Mirage"” with the track "Muzika nas
svyazala™), made a mistake, since the rights belonged not only to the company from which they
purchased it, but also to the founder of the group. A court case took place, which subsequently
negatively affected the marketing promotion of the computer game, its advertising. The
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composition was in the trailer of the computer game, announced and shown at a major gaming
event, the annual exhibition of computer games E3, but by a court decision all these trailers had
to be temporarily removed from the video hosting YouTube, which affected further sales and
promotion of the game. To correct the situation with the registration of intellectual rights to
certain types of results of intellectual activity of internal cases of the game, it is necessary to
change the legislative framework when acquiring these rights.

To ensure information security for users in computer games, it is necessary to create
methods of protection against the introduction of malicious software into the program code or
against the use of fraud. These include technical protection systems in the program code, as well
as legislative acts regarding articles of law, security documents [9].

Another important issue is the issue of keeping players' confidential data safe; leaks of
information happen very often in this industry. Most often, large game publishers are subject to
attacks. At the same time, user content related to the results of intellectual activity can also be
stolen [9].

In addition to all of the above, there is another problem - the possibility of the user losing
their copies of the games.

There is also a practice among publishers to remove copies of old games from game
libraries. This is due to the impossibility of technical support for such projects, refusal to renew
license rights to use musical compositions, an attempt to sell a new product by moving the
audience from the so-called "old to the new". For example, the company "Electronic Arts"
removed the ability to purchase, install and use its game "Need for Speed: Most Wanted"
because it did not renew license agreements for the ability to use copyrighted compositions in the
game. If this practice continues, a situation will arise in which all copies will in fact be
counterfeit, since they will illegally use someone else's intellectual property.

Another example of such a situation is the removal of the cult trilogy "GTA". The
company "Rockstar" removed old versions of the games from libraries, because it released an
improved edition of these games. Based on the analysis of the opinions of consumers of
computer games, the player should have his own copy of the game, regardless of whether it is
physical or digital, and the publisher should be limited by law and the courts when seizing goods
from the consumer that he acquired legally [10].

It is necessary to punish at the legislative level large companies engaged in piracy
activities, owners of sites from which illegal downloading of programs and computer games is
possible. It is also worth noting that often through these services not only pirated copies of
games are sold, but also a number of malicious software are introduced [7].

Based on all of the above, computer games are a complex and symbiosis of the results of
intellectual activity, after securing rights, they can represent several objects of intellectual
property. There are several problems and some of them require some changes in legislation in
this area, additions to articles of the Civil Code of the Russian Federation, Resolutions of the
Government of the Russian Federation.

To protect the rights of consumers and computer game developers, it is proposed:

1. Amend Article 1261 Part 4 of the Civil Code of the Russian Federation. The article
should define the concept of computer games, and a separate subparagraph should indicate that
some computer games will be recognized as gambling due to their specific nature;

2. Amend Article 1255, Part 4 of the Civil Code of the Russian Federation. Add the
concept of "user content in computer games". This concept may include modifications, landscape
models, design, technical solutions, program code to prevent companies from exceeding their
authority, to protect the rights of authors to the objects they have created, and the rights of
consumers to the results of their intellectual activity;

3) To amend the Supreme Court Resolution on the application of punishment under all
articles affecting computer game objects, which will minimize such a phenomenon as "piracy"
and eliminate violations of the law in this area. As a result, all these measures will contribute to
increasing the profitability of studios and further effective development;
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Information security in computer games is an important aspect for protecting the

intellectual rights of computer game authors and users. Stimulating innovations in this area will
contribute to the growth of computer game sales. The problems of protecting rights in computer
games, issues of information security of developers and users require effective organization of
protection of the results of intellectual activity created by them. The situation in the Russian
Federation on the computer games market has shown the need for changes in the legislative
framework, closer cooperation between authors, copyright holders, gaming companies and users
to assist in the development of protection of the results of intellectual activity in computer games
and for joint protection of intellectual property.
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