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Abstract. The article proposes a simulation model of data transmission of the LoORaWAN network in
the boundary gateway - transport network — remote server section. The implemented model is based on the
Linux operating system, the process of simulating a transport network is carried out by standard tools such
as "tc" (Traffic Control) using the "NetEm" utility. This utility allows you to emulate phenomena such as:
loss, transmission delays, reordering, packet distortion, as well as other factors that distort transport layer
packets.

Keywords: sensor networks, transport networks, LoRaWAN, network delays, packet loss, emulation
of network conditions
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Introduction. Today, sensor networks have become widespread in many areas of human
activity [1], such as personnel monitoring, security systems, smart home, environmental control
and many others. Existing solutions are based mainly on the use of LoRaWAN, ZigBee, Bluetooth,
and Wi - Fi technologies.

At the same time, the development of existing communication networks places new and
increases demands on existing network solutions. To indicate the main directions of development
and meet increasing requirements, the International Telecommunication Union presented the
results of the Network 2030 study carried out by the ITU-T FG NET-2030 focus group [2]. The
result of their work is a series of recommendations Y .3000. Within the framework of these
recommendations, many experts have identified this type of change as the transition to ultra-dense
sensor networks [3] (up to 1 million sensor devices located in an area of 1 km 2 [4]), which places
new demands on existing transport networks [5].

At the same time, for the Internet of things (IoT - Internet of things) in the Russian
Federation, the national standard GOST R 71168-2023 has been developed and approved, which
is based on LoRaWAN technology [6]. Despite the “voluntary” use of the standard, companies
such as ER-Telecom Holding and Rostelecom are already working with the Russian version of
this protocol. The advantage of using the standard is that it takes into account Russian legislation
and, at the same time, is compatible with the global LoRaWAN protocol.

Considering the above, to meet the requirements of the Network 2030 concept and the use
of the new domestic standard based on the LoRaWAN protocol, additional research is required,
including modeling of various sections and elements of these networks. At the same time, the
domestic standard provides a fairly detailed description of the “sensor-gateway” level, but for the
section of the transport network it is only stated that: “The gateways connect to the network server
via IP connections” [6], which is clearly not enough for the practical implementation of sensor
networks. Note that a characteristic feature of using the LoRaWAN protocol is the presence of
remote, including cloud, servers. When the number of sensor devices increases to the predicted
ones, it is necessary to study the traffic load created by these devices when transmitted through
transport networks, ensuring the required characteristics of information exchange quality
indicators (Quality of Service, QoS).

For modeling networks based on the LoRaWAN protocol, several software packages of
different levels are known, from simulation models independently developed by scientists [7-9],
to libraries such as FLoRa (based on OmNet ++) or LoRaSim.

However, the OmNet ++ developer does not provide access to its products for citizens of
the Russian Federation [10]. Support for the LoRaSim package, according to updates to the
repository on the github resource, was discontinued in July 2017 [11]. At the same time, most of
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the implemented models involve studying only the radio section ‘“sensor-gateway” of the

LoRaWAN network.

Thus, the task of developing a simulation model for studying traffic generated by sensor
networks using the LoRaWAN protocol in the gateway-server section is relevant.
The purpose of creating a simulation model is to study the characteristics of the packet flow
created by sensor networks using the LoRaWAN protocol in the gateway-server section.
When developing a simulation model, the following requirements are imposed on it. The
simulation model must be able to change the following traffic transmission parameters:
— limiting the queue and packet servicing discipline;
— packet delay, including jitter adjustments;
— use of various distribution laws to form the output stream of packets;
— packet loss percentage;
— changing the order of packet transmission;
— changing the fixed packet transmission rate.
As restrictions, we set the size of the payload coming from the packet gateway to 223 bytes,
which corresponds to the maximum payload size with maximum filling of service information in
the LoRaWAN frame [6].
Materials and research methods. Gateways can use various protocols to transmit data to

the server, which are:

1) HTTP POST requests.

2) MQTT.
3) FTP.

4) WebSockets.

The advantages and disadvantages of the above protocols are presented in Table 1.
Table 1 — Advantages and disadvantages of 10T data transfer protocols

Protocol Advantages Flaws
Wide support and ease of implementation High network load due to the need to
establish a new connection for each
request
HTTP POST Supports various data types and formats (e.g. | Significant overhead when transferring
JSON, XML) small amounts of data
Easy integration with existing web servers | Does not support real (or near real) time
and applications without the use of additional mechanisms
Low network load and efficient use of | The need to configure and manage an
bandwidth MQTT broker
Publish-subscribe support, which allows | Additional security required (such as
MQTT gateways to send data to the server without | encryption)
explicit addressing
Ability to work in low bandwidth and | Possibility of message loss due to
unstable connection conditions unstable connection
Suitable for transferring large amounts of | Heavy network load due to the need to
data or files establish a separate connection for each
file transfer
FTP Possibility of organizing a structured file | Limited support for real-time data and
system for storing data on the server streaming
Ability to interrupt and resume file transfers | Additional security required (such as
encryption)
Continuous two-way connection allowing | Possible scalability issues with large
real-time data transfer numbers of simultaneous connections or
when working in distributed
environments
WebSockets Low network load and efficient use of | Consumption of additional resources on
bandwidth the gateway and server to maintain a
persistent connection and process
WebSocket messages
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Support for feedback and notification | The need to implement control and
mechanisms allowing the server to send data | security mechanisms to protect the
to the gateway on request or by events connection and transmitted data

Thus, the simulation model being developed must use one of the above protocols. Note the
possibility of “combined” implementations of the MQTT protocol, for example, “MQTT over
TCP" or "MQTT over WebSockets", which allows you to take advantage of the two selected
protocols. Considering the limitation in data transfer speed in the sensor-gateway section of the
LoRaWAN protocol, ranging from 0.3 to 50 kbit/s [6], there is no need to use a protocol such as
FTP. The HTTP protocol does not allow for near real-time operation and has high overhead when
transferring small amounts of data. Thus, it is most appropriate, in the developed simulation model,
to use the MQTT protocol.

The general diagram of the developed simulation model is presented in Figure 1.

@ = @<=

sluice imitation of a WAN webserver

Figure 1 — General diagram of elements and connections of the simulation model

The Linux operating system is used as a gateway Ubuntu. An algorithm has been
implemented in Python using the paho - mqtt 2.0.0 library that allows you to compose sensor
network packets with a payload for further transmission through the transport network. The
software operation algorithm is presented in Figure 2.

¥

connection
to the MQTT
topic

¥
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with payload
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writing |
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the MQTT topic

Figure 2 — The algorithm of the gateway operation
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The Linux operating system is used as an element simulating a transport network Ubuntu.
This computer is equipped with two network cards, one of which is connected to the 10.0.0.0/8
network, and the second to the 192.168.0.0/16 network. To simulate distortions of transport layer
packets, the “NetEm” utility is used, which receives a stream of packets from network 10.0.0.0/8,
carries out the specified transformations and redirects the outgoing stream of packets to network
192.168.0.0/16. Note that the limitation of the utility is that it can only monitor outgoing traffic.
The advantage of this utility is the ability to create your own distribution laws that describe traffic
distortions (delay, change in the order of packet transmission, etc.) as well as the fact that this
software is included in the Linux kernel, starting with version 2.6. A detailed description of the
capabilities and command structure is presented in [12].

As an example, we give the procedure for generating packet delay, the command of which
is as follows:

# tc qdisc add dev ethO root netem delay 500ms.

This command adds a delay of 500 ms for each outgoing packet. It is also possible to use
jitter, in which case the packet delay will be delay = jitter, the value from the range of which is
selected randomly. Then the command is represented as:

#tc qdisc add dev eth 0 root netem delay 500 ms 100 ms,
in this case, the packet flow delay will be 500 + 100 ms.

NetEm utility used provides the ability to use the laws of distribution of random variables.
Initially, it supports the following distribution laws: normal, lognormal, Pareto, Pareto-normal and
uniform. It is possible to use independently developed distribution tables with the required law.
An example of using the normal distribution law is presented below:

#tc qdisc change dev eth 0 root netem delay 500 ms 100 ms distribution normal.

the Linux operating system is used as a server. Ubuntu using an MQTT broker that receives
information from the gateway. When updating a topic, the server transfers the received message
to a database controlled by the PostgreSQL DBMS. To measure end-to-end delay, it is necessary
to synchronize the server and gateway in time, after which information about the departure time is
added to the sensor network payload. Thus, given the time a packet was sent, it is possible to
calculate its end-to-end delay.

Research results and their discussion. For the developed simulation model, 5000 sensor
network packets with a payload in the form of temperature readings were generated. Also,
information about the time of packet formation has been added to the payload. The packet is sent
immediately after it is formed. The transport network load used a Pareto-normal distribution with
a delay of 1200 ms, jitter of 400 ms and loss of up to 6% of packets. To generate the specified
conditions, the “NetEm” command looked like this:

#tc gdisc change dev eth 0 root netem delay 1200 ms 400 ms distribution paretonormal loss
6%.

A histogram of the end-to-end delay of received packets is shown in Figure 3.

Histogram of Delays
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Figure 3 — Histogram of the end-to-end delay of received packets
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Research results: 269 packets out of 5000 were lost, which is 5.38%, which corresponds to
the values specified in the simulation. At the same time, the shape of the distribution corresponds
to the Pareto-normal distribution, which has a “heavy tail” in the range of 1700-2000 ms;
respectively, the maximum and minimum end-to-end delays were 2041.61 ms and 699.24 ms.

To check the adequacy of the results of the developed simulation model, the degree of
proximity of the output packet stream was checked using the Kolmogorov-Smirnov and Shapiro-
Wilk agreement criteria.

For this purpose, using a simulation model, 500 packets with a uniform distribution law
were generated, followed by its transformation into a normal law. The command used for this is
shown below:

#tc qdisc add dev eth 0 root netem delay 90 ms distribution normal.

End-to-end delay was used as the parameter to be evaluated. The histogram of the received
stream of packets of the normal distribution law is presented in Figure 4.

Histogram of Delays

Packets

9216 9218 92 20 92 22 92 24 92 26 92 28
Delay [ms)

Figure 4 — The result of converting a uniform packet flow into a normal distribution law with 90 ms
delay

In the Shapiro-Wilk test, to accept the hypothesis that the sample under study corresponds
to a normal distribution (hypothesis HO), it is necessary that a>0.05 (the alpha level is greater than
0.05) [13]. As a result of this test, the value of a was 0.9595, which allows us to accept the
hypothesis that the sample under study corresponds to the normal distribution law.

To confirm the results obtained, a comparison was also made using the Kolmogorov-
Smirnov test (one-sample test) [14]. As a result of this test, the value of a was 0.9818, which allows
us to accept the hypothesis that the estimated sample corresponds to the normal distribution law.
The results obtained indicate the adequacy of the developed model and the correspondence of the
given distribution law to the actual sample obtained.

Thus, the developed simulation model makes it possible to study LoRaWAN protocol
traffic in the “gateway-server” section when passing through a transport network with the required
characteristics of information exchange quality indicators.
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