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Annomauus. llenvio Hacmoswen cmamvu  AGIAEMCA  CPAGHUMENbHBIL  AHAIU3  pabombl,
ocywecmensiouetics gedyugumu cmpanamu 6 OOH u ILIOC no eonpocam mesncoynapooHou uHGOPpMAyUOHHOU
bezonacnocmu (MUE). Jesmenvnocmv OOH 6 cghepe MUPB packpvieaemces ¢ pabouux opmamax I'TID u
PI'OC. Asmopwi nokasvigarom, umo, pOCCULUCKASL CMOPOHA Nepexooum Om yeiu YCMAHOGIEHUS
MEINHCOYHAPOOHO20 PEICUMA HePACHPOCMPAHEHUS UHOPMAYUOHHO2O OPYIICUSL K CO30AHUIO MEICOYHAPOOHO20
pedicuUMa HenpuMeHeHUs: UHPOPMAYUOHHO2O OPYIICUSL HA KPUMUYECKU 8AJCHbIe UHDpacmpykmypul. B cmamve
ommeuaemcs, Ymo 3ana0HbIll NO0X00 IGONIOYUOHUPOBAT OM NPUSHAHUS OMCYMCMEUs. HeodX00UMOCmuU
€030aHUs OONONHUNENbHBIX HOPM K HOPMAM MENCOYHAPOOHO20 Npaea u HeobXooumocmu paspadomiu
MENHCOYHAPOOHO20 YHUBEPCATILHOZ0, I0PUOUYECKU 00A3b18aAI0We20 OOKYMEHMA K NPAMO NPOMUBONOTOHCHBIM
3a0auam. Ha ocnose evidenennvix nanpaenenui cpasnenus pabomovr OOH u [LIOC asmopul npuxoosm K
661600y, umo ¢ omauyuu om OOH, 6 LLIOC npobnema MUPB pewiaemcs onepamugro u nociedosamenbHo uepes
HECKONbKO (DOpM  83auUMOOCUCmEUs (He MeHee Hemblpéx): NOONUCAHUE MEHCOYHAPOOHBIX OOKYMEHMOS,
CO30aHUe U PA36UMUE PECUOHAILHBIX UHCIUMYmos 60pvobl ¢ kubepyeposzamu u m.o. Ha yposne OOH paboma
nPOUCXO0Um IUULL NO O08YM HANPABICHUAM, YMO mpebyem COBePUIeHCBOBAHUS U DACUUPEHUS OAHHBIX
HanpaeieHul.
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Abstract. The purpose of this article is to comparatively analyze the work carried out by the leading
countries in the UN and the SCO on international information security (I11S). The UN activities in the sphere
of 1loS are disclosed in the working formats of the GGE and the OEWG. The authors show that the Russian
side is moving from the goal of establishing an international regime of non-proliferation of information
weapons to the creation of an international regime of non-use of information weapons on critical
infrastructures. The article notes that the Western approach has evolved from recognizing that there is no need
to create additional norms to the norms of international law and the need to develop an international
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universal, legally binding instrument to the exact opposite objectives. Based on the highlighted areas of
comparison between the UN and the SCO, the authors conclude that, unlike the UN, the SCO addresses the
problem of cyber threats promptly and consistently through several forms of interaction (at least four): signing
international documents, creating and developing regional institutions to combat cyber threats, etc. At the UN
level, work is carried out only in two areas, which requires improvement and expansion of these areas.
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Introduction. The problem of information threats has become firmly established in modern
political and scientific discourse. Numerous research works, as a rule, include a section devoted to
modern information threats. Quite often, the concept of “information threat” or “cyber threat” is
identified with the concept of “threat to international information security” (IIS). If from the entire
scope of these concepts we exclude the spatial aspect as a mandatory one, from the position of formal
logic, indeed, one could agree to recognize this identity. Meanwhile, based on the international
practice of their application, these concepts should still be separated, even without taking into account
the spatial component.

In 1998, for the first time, the work of the UN General Assembly, on the initiative of Russia,
included the issue of developing a document regulating the activities of states in the information
sphere. According to the draft resolution developed, UN member countries were required to inform
the UN Secretary-General about their own vision of the problem of international information security,
the corresponding conceptual apparatus and about draft international legal regimes ensuring
international security in the field of information and computer technologies (ICT) [7, ¢ . 257-258].
The Russian initiative was not approved by the international community at that time. Meanwhile, it
was then that issues of international information security were first proposed for international
discussion. A peculiarity of Russian initiatives regarding international security issues is that they give
them the character of military threats, which the United States opposed, classifying information
security issues as cybercrime (cyber espionage, creation and distribution of viruses, etc.). Despite
this, a Group of Governmental Experts (GGE) was created to consider cybersecurity issues at the UN.
Five UN GGEs functioned with the participation and initiative of Russia: 2004-2005, 2009-2010,
2012-2013,2014-2015,2016-2017.In2019-2021 The work of the sixth GGE was carried out without
the participation of Russia, because Russia, disappointed with the work of the previous GGE, initiated
the creation of the UN Open-Ended Working Group (OEWG) in 2018. During the work of the GGE,
a number of priority issues were discussed. Firstly, it was necessary to answer the question about the
advisability of developing a unified conceptual apparatus in relation to information threats. The
difficulty here was that the Russian side understood information threats more broadly, including in
their list the psychological impact of information on users of cyber systems, the influence of
propaganda, unreliability of information, etc. The United States insisted on exclusively technological
threats to information systems. At the same time, if you introduce the concept of “information
weapon,” objective difficulties arise with its definition, since a computer, in the literal sense, is not a
weapon, just like spyware. Due to the vagueness of the conceptual apparatus, it becomes unclear what
measures a state that has been subjected to cyber aggression can take and how the international
community should respond to this. Another topic for discussion was the recognition of the possibility
of applying already functioning international law to the information sphere and the need to create a
corresponding unified, legally binding document regulating the rules of behavior of states in the field
of information technology. Russia insists on such a need, but encounters objections from
counterparties who believe that the low threshold for entry into the infosphere and the extremely rapid
pace of its development make it impossible to effectively monitor the implementation of such a
document, if adopted. According to the Russian side, a single document, binding on everyone, could
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become key in creating a regime for the non-proliferation of information weapons. The goal of
creating such a regime was set by Russia until 2013. Based on the results of the work of the GGE in
2014-2015. 11 norms of responsible behavior of states in cyberspace were adopted, however, without
recognizing their legal force [7, p. 357-374].

Thus, compliance with these 11 norms is only voluntary and not mandatory. At the same time,
their adoption should be recognized as a certain positive point, since before this the United States
opposed the adoption of additional international documents of a restrictive nature to the already
existing norms of international law. At the same time, the procedure for implementing the adopted
standards remained not fully defined. Establishing the procedure for their transfer from the theoretical
to the practical plane was entrusted to the UN GGE, which worked in 2016-2017, however, due to
the mutually exclusive goals of the leading international players - Russia and the United States - it
was not possible to draw up a consensus report then. The Russian side sought, using the international
security architecture built during the Cold War (and based on the position of military parity of the
parties), to create conditions for preventing a possible conflict in the ICT sector. At the same time,
Western countries, taking into account the changed international situation (including a critical
assessment of the military power of modern Russia), sought to create a regulatory framework for the
implementation of cyber operations in the future. If we talk about the effectiveness of the work of the
UN GGE, we can note the increased interest of international players in this problem. Thus, more than
110 states co-sponsored the Russian resolution in the UN General Assembly on international security
issues in 2006-2017. and more than 70 states sent their vision of solving these problems to the UN
Secretary General [12, p. 561-562]. Finally, the number of participants in the work of the GGE has
increased significantly - from 15 in 2004-2005. up to 25 in 2016-2017 [2, p. 53-71]. One of the
problems that prevents unambiguous support for both the Russian and American positions is the fact
that the discussion of international security issues is initially conducted in the 1st UN Committee,
which is responsible for international military security issues. This means that cyber threats that do
not reach a critical level to be classified as military threats are not considered in this Committee, nor
are they considered in other UN committees. Thus, a fairly significant amount of issues related to the
problems of international information security are completely beyond the sight of the UN member
countries.

In 2019-2021 within the UN, parallel work was carried out by the GGE (without the
participation of Russia) and the OEWG (on the initiative and with the participation of Russia). As a
result of the work done, on December 6, 2021, a joint Russian-American consensus draft resolution
of the UN General Assembly was adopted on the possibility of developing a single, legally binding
international document - “Achievements in the field of information and telecommunications in the
context of international security and promoting responsible behavior of states in the use of ICT " [8].
According to Russian experts, this project should be considered a breakthrough, since its adoption
will make it possible in the future to work on the development of specific norms regulating the
activities of states in the information space, taking into account their legally binding nature. At the
same time, as noted by S.A. Sebekin, judging by the amendments in 2021 to the “Fundamentals of
the state policy of the Russian Federation in the field of international information security for the
period until 2020” [7, p. 83-89] Russia changed the goals of its own work at the UN [10]. As the
scientist notes, in the 2013 edition, this document saw the creation of a regime of non-proliferation
of information weapons as a possible goal of participation in the UN GGE, however, in the edition
dated April 12, 2021, there is no longer such a goal [10]. It was replaced by the desire to achieve the
creation of an international regime of non-use of information weapons on critical infrastructure [10].
For a number of reasons, in terms of implementation, this approach to international information
security looks more realistic than the first. The Russian side planned to discuss specific agreements
based on the results of the next OEWG (operation period: 2021-2025). In July 2023, within the
framework of the OEWG, an agreement was reached to create a global intergovernmental registry of
contact points for the exchange of information on computer attacks/incidents [4]. As a general goal,
the current OEWG sees preventing the outbreak of conflicts in the information sphere between states,
and if they arise, ensuring their peaceful resolution [4].
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Another international organization whose activities, among other things, are aimed at ensuring
international security is the Shanghai Cooperation Organization (SCO). With the development of
information technologies and threats, the focus of this organization began to cover, along with
traditional security threats, threats caused by the rapid development of information technologies. At
the same time, there are a number of differences in the specifics of countering information threats
characteristic of the SCO. Thus, if at the UN, under the influence of Western players, cyber threats
are understood exclusively as threats to computer systems, the SCO countries understand them as
threats to individuals, society and the state, including information terrorism, extremist activities, the
spread of terrorist and separatist ideology, etc.

The smaller composition of the organization's participants (compared to the UN) and a
common understanding of the essence of information threats allowed the participating countries to
achieve certain successes in creating an information security system. Note that here it is quite possible
to talk about the entire system of international information security, since the organization’s activities
include a number of relevant areas: the development of international documents, the creation of an
institutional framework to ensure compliance with established international legal norms, conducting
exercises to combat cyber terrorism and cooperation with international organizations (for example,
the UN) on international information security issues.

Within the first direction (development of international documents), the following successes
of the SCO should be noted: in 2006, at the 6th summit of the SCO countries, the “Statement of the
Heads of State of the Shanghai Cooperation Organization on International Information Security” was
signed, which decided to create a group of government experts (GGE ) SCO on international security
issues [7, p. 625-626]; in 2009, as part of the 9th SCO summit, the participating countries signed the
“Agreement between the governments of the SCO member states on cooperation in the field of
ensuring international information security”’, which recorded the definitions of specific threats in the
field of international information security, main directions, principles, forms and mechanisms
cooperation in this area [Ibid., p. 627-635]; in 2015, a budget was formed for the further work of the
SCO in the field of information threats and the document “Rules of Conduct in the Field of Ensuring
International Information Security” was prepared [Ibid., p. 231-236]. In addition, in 2015, within the
SCO, the following were adopted: “Program of cooperation between SCO member states in the fight
against terrorism, separatism and extremism for 2016-2018.” dated July 10, 2015 and “SCO
Development Strategy until 2025 dated July 10, 2015 [3, p. 188]; in 2017, at the 17th summit of the
SCO countries, the question was raised about the need to create a universal set of norms and rules for
the behavior of states in the infosphere; in 2020, at the 20th summit of the SCO countries, the
following documents were adopted: “Statement of the Council of Heads of State of the Shanghai
Cooperation Organization on cooperation in the field of ensuring international information security”
[6] and “Statement of the Council of Heads of State of the Shanghai Cooperation Organization on
countering the spread of terrorist, separatist and extremist ideology, including on the Internet” [5]; In
2021, a document was developed (as part of the work of the SCO Group of Government Experts)
“Plan for interaction of SCO member states on issues of ensuring international information security
for 2022-2023” [1]. In addition, there are bilateral agreements between the SCO member countries to
ensure international security.

Within the framework of the second direction (creating an institutional framework to ensure
compliance with established international legal norms), the following SCO structures should be
noted: in 2004, the Regional Anti-Terrorist Structure (RATS) was created (the main tasks of this
structure are the exchange of information and coordination of actions in the course of countering
extremist activities, transnational crime and illicit drug trafficking); in 2006, the SCO Group of
Governmental Experts (GGE) on international security was created (tasks of the structure: developing
common approaches at the intercountry level to countering threats of international security); in 2006,
a Special Working Group (SWG) was created on modern information and telecommunication
technologies of the SCO member states (tasks of the structure: development of intercountry
cooperation projects in the field of ICT, exchange of relevant information, ensuring information
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security and equality of member countries in the field of information technology; active work has
been carried out since 2013).

As part of the third area, a number of exercises conducted by SCO member countries can be
noted: in 2015, 2017 and 2019. In Xiamen (China), joint exercises of the participating countries to
combat cyber terrorism were held [14; eleven; 13]; in 2023, a joint anti-terrorism exercise was held
in New Delhi (India) “... to suppress the use of the Internet for terrorist, separatist and extremist
purposes” [9].

Within the framework of the fourth direction (cooperation between international organizations
on international security issues), it is worth noting some initiatives emanating from the SCO countries
to work at UN sites: in 2011, the SCO member countries sent a document to the 66th UN General
Assembly for consideration: “Rules of conduct in field of international information security" [7, p.
227-231]; in 2015, the SCO member countries sent an updated document to the 69th UN General
Assembly for consideration: “Rules of conduct in the field of ensuring international information
security (IIS)” [Ibid., p. 231-236].

Both documents presented at the UN by the SCO countries aroused great interest in the
international community and contributed to the organization’s work on issues of ensuring
international security. Even the signing of the “Agreement between the governments of the SCO
member states on cooperation in the field of ensuring international information security” in 2009
played a positive role in the work of the UN, as it became, in a way, an incentive for further work of
the UN on international information security issues (remember, that the time interval between the
work of the first and second GGE was quite long).

Conclusion. To summarize, it is necessary to emphasize that, unlike the UN, in the SCO,
international security problems are resolved through several forms of interaction at once: signing
international documents (at least 8), creating and developing regional institutions to combat cyber
threats (RATS, GGE, SRG), conducting exercises on countering cyber terrorism and interaction with
the UN (in 2015, 2017, 2019 and 2023). At the UN level, work takes place in only two directions -
the creation of a documentary base to ensure international security (the work of the GGE and OEWG
is only temporary) and cooperation with international organizations (for example, with the SCO). At
the same time, at the moment, the UN recognizes the possibility of developing an international
universal, legally binding document in addition to the norms of international law. Nevertheless, the
latest successes of the UN’s work in the field of information security include the creation of a global
intergovernmental register of contact points for the exchange of information on computer
attacks/incidents. Recent successes in the work of the UN are associated with the parallel work of the
GGE and the OEWG, however, a significant part of the issues related to ensuring international
security remains outside the scope of the UN negotiating platform, since issues related to cyber threats
are considered in the 1st UN Committee, which excludes absolute support countries of the Western
or Russian side. At the same time, apparently, on Russia’s side, one can observe a transition from the
goal of establishing an international regime for the non-proliferation of information weapons to the
creation of an international regime for the non-use of information weapons on critical infrastructure.
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