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Аннотация 

Система обеспечения информационной безопасности объекта 

рассматривается как многокритериальная задача выбора. Анализируется 

возможность применения методов многокритериальной оптимизации к 

проектированию системы защиты инфокоммуникационного объекта. Представлены 

формализованные процедуры решения многокритериальной задачи выбора; показаны 

алгоритмы расчета и обоснования выбора.   

Ключевые слова: исследование операций, принятие решений, многоэтапная 

задача, качество решения. 

Abstract 

The system of ensuring the information security of an object is considered as a multi-

criteria task of choice. The possibility of applying multicriteria optimization methods to the 

design of an infocommunication facility protection system is analyzed. Formalized procedures 

for solving a multi-criteria selection problem are presented; algorithms for calculating and 

justifying the choice are shown. 

Key words: operations research, decision-making, multi-stage task, solution quality. 

 

Introduction. The relevance and need to improve the design tools for information 

security systems (ISS) are due to such factors as the involvement in info communication 

processes of people who often have little understanding of the methods and principles of 

information security and confidentiality; increasing the complexity of technological processes 

associated with data processing; growth of volumes of the information which circulates at the 

enterprises/organizations. The high level of digitalization of the processes of collecting, 

processing, transmitting and storing information, the transition to electronic document 

management systems, the introduction of automated systems for various purposes and degrees 

of complexity makes the problem of information security relevant not only for specialists, but 

for all participants in info communication processes. 
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The development and implementation of modern systems for the integrated protection 

of info communication objects should, a priori, be based on an analysis of objective data on 

the degree of actual security of an object, determining the protection class, statistical data on 

threats and attacks on the system, and assessing the possible consequences of unauthorized 

access (UA) to information. The modern approach to the design of the information security 

system is based on the use of typical and standard methods [1] that ensure security at the 

hardware, software, physical and technical levels, which in itself increases the vulnerability of 

the information security system. 

An analysis of modern research into the problem of developing effective information 

security systems suggests that most of the work is devoted to applied aspects of design: the 

choice of protection tools, the assessment of the economic efficiency of the protection system, 

etc. 

Most research is focused on a specific subject area. So, the studies of Korobkin D.I., 

Popov A.D., Rogozin E.A., Khisamov F.G., Sherstobitov R.S. devoted to the design of means 

of protection of automated systems [2-4]. 

The author seemed interested in the approach to modeling design processes, presented 

by the team of authors Prokushev Ya.E. 

In the work presented by a team of authors [5], the design of a protection system is 

positioned as a complex task, the solution of which requires a systematic integrated approach 

and the use of mathematical modeling methods. 

Research on the possibilities of mathematical modeling in the development of ISS 

today are, as a rule, of a highly specialized nature, focused on the economic and 

organizational aspects of designing ISS or, as mentioned above, on the subject area to which 

the object of protection belongs [6-8]. 

The idea of an integrated approach to the creation of ISS was reflected in the works of 

Glebova S.A., Konichenko A.V. Larionova I.P., Putilkina K.I., Khoreva P.B. Models based 

on expert assessments and intelligent decision support systems are considered in the works of 

Baranova E.M., Baranov A.N., Borzenkova S.Yu., Vitenburg E.A., Glushchenko I.S., 

Nikishova A.V. 

It was practically not possible to find the results of studies published in the open press 

on the application of criterion optimization to the problems of choosing the optimal structures 

of the information security system. The concept of multi-criteria in adapting to the process of 

designing the information security system in combination with other methods of operations 

research will make it possible to make a quantitative justification of the decisions made and 

determine the optimal alternative in the decision space. 

The purpose of the article is to expand the understanding of the possibilities of 

operations research as a science of quantitative justification of decisions made, to substantiate 

the expediency of adapting multi-criteria choice algorithms to solving the problem of 

designing information security systems. 

Materials and Methods. Modeling of complex systems, as a process of building a 

certain image of the object under study, can be performed using different methods. The choice 

of method is determined by the purpose of modeling (cognitive or practice-oriented), 

modeling tools (material, abstract), resources and research capabilities. The methods of 

mathematical modeling that underlie operations research make it possible to build models of 

various types, take into account uncertainty factors, the probabilistic nature of the behavior of 

the object under study, etc. All of the above has become a decisive argument when choosing 

methods for studying such a subject area as information security systems, the order of their 

development.  

The methodological basis for the study of the problem of choice in the development of 

information security systems used the methods of control theory, decision theory, the theory 

of multi-criteria optimization, the main provisions and principles of system analysis, for 
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collecting and processing data, methods of expert assessments, probability theory and 

methods of mathematical statistics were used.  

Results and discussion. The choice and decision-making in solving complex 

problems, which in essence is the modeling of a complex protection system for an info 

communication object, is based on methods of multicriteria optimization. To form selection 

algorithms under conditions of uncertainty, it is advisable, in the author's opinion, to classify 

multicriteria tasks on three grounds: the number of objects, the degree of complexity, and the 

result obtained. 

According to the number of objects, multicriteria tasks (MCT) are proposed to be 

divided into two classes: tasks with a finite number of objects (discrete) and with an infinite 

number of objects (continuous); the degree of complexity of the task is determined by its 

dimension (the number of criteria) and the presence of a relationship between the criteria; the 

result can be obtained in the form of an ordered set, the most preferred alternative, an 

alternative with a given degree of utility, and in the form of an alternative that is Pareto 

optimal [9]. 

Assuming that the task of designing the information, security system is discrete, we 

identify it as some object, a complex system that has a goal; tasks that need to be solved to 

achieve the goal; system input, in this case these are potential threats and attacks; the output 

of the system, that is, the measures that are taken to transform the input into an output in order 

to achieve the goal; a system of restrictions and a complex of processes occurring in the 

system. This is the set of parameters x 1, x 2, …, x n whose optimal values are to be found. 

To solve a discrete multi-criteria problem of designing the information security system 

in such an interpretation, it is required to determine a set of criteria K1, K2, …K m (i =1…, m), 

which are interconnected and which form a space of criteria; the domain of definition of the 

parameters is given in the form of a system of constraints and an objective function

 
In the case when the criteria have a formal representation, their number and numerical 

values are correctly defined, then it is legitimate to represent the discrete problem in matrix 

form (Table 1), where the rows of the matrix are the number of analyzed objects, in this case, 

information security systems, the columns are the criteria, according to which each object is 

evaluated; at the intersection of rows and columns, the numerical values (characteristics) of 

each object according to one or another criterion. 

 

Table 1. Matrix representation of a discrete multicriteria problem 

Criteria 

Options 

K1 _  K2 _ …. Km _ 

x 1  x 11 x 12 … x 1m 

x2 _ x21 _ x22 _ … x 2m 

….   …  

x n x n1 x n2 … x nm 

 

The practice of real design allows us to state that in most cases, customers of the 

design system and the decision maker (DM) operate with poorly formalized criteria, which 

poses a choice problem for the developers of the information security system: to use heuristic 

methods that have a number of limitations and features to solve the ISS, or to apply classical 

decision theory methods (convolution, binary relations, search for a guaranteed result, etc.). 

Without dwelling in detail on the heuristic methods for solving the MCT design of the 

information security system, we note two positions that are most important from the point of 

view of the author: heuristics has serious limitations on the dimension of the space of criteria 

and the space of alternatives. The assertion that a person is able to operate with a limited 

number of categories in the decision-making process does not require special evidence. The 

use of human-machine selection procedures is beyond the scope of this study and is not 

f1(x1,.,xm);.; kn=fm(x1,.,xm).  
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subject to discussion. The second, no less important factor that refutes the expediency of 

using heuristic methods to solve the ISS of MCT design is the problem of adequate evaluation 

of experts participating in the selection procedure, and the methodology for coordinating their 

estimates. 

Considering all of the above, we return to the classical methods of solving the ISS. 

The system for ensuring the information security of an object is a complex set of tools and 

methods of an organizational and technical nature, which implies the presence in the system 

of means of anti-virus, network, cryptographic, software and hardware, and physical 

protection of the object. The whole set of means of protection is formed into a certain system, 

which must comply with the terms of reference. 

In accordance with this approach, the solution space is formed: 

A { A 1, A 2, A 3, A 4}, 

where A1 - IPS with full protection; A2- ISS with controlled (programmable) 

protection; A3 - ISS with encryption; A4 - complex ISS. 

The selection procedure consists in finding an alternative that meets the requirements 

of the decision maker, while it is proposed to accept the following statements as restrictions: 

 for each alternative there is a utility function; 

 the choice on the decision space is deterministic, that is, the alternative is 

evaluated in its current state, without any attempts to predict and analyze history; 

 the choice is made in terms of the integrity and completeness of information 

about the proposed alternative. 

The space of criteria is formed: 

K {K1, K2, K3, K4, K5}, 

where K1 is the functionality of the ISS; K2 - reliability; K3-provided security level; K4 - 

control flexibility; K5-cost. 

A matrix model of the ISS is being built (Table 2), which contains the quantitative 

characteristics of the possible options for the ISS and will become the basis for finding the 

optimal alternative. 

The estimates given in the table were made on a ten-point scale by a group of experts 

using the method of active sociological testing of analysis and control [10]. 

 

Table 2. Quantitative characteristics of the solution space 

 Functionalit

y _ 

Reliabil

ity _ 

security level bending -

bone 

stop bridge 

ISS with full protection 6 7 4 2 5 

ISS with controlled 

protection 

5 7 8 3 6 

ISS with classification 4 6 8 5 7 

Integrated ISS 8 3 6 4 9 

 

Table 3 shows the rank matrix for the criteria space. 

Table 3. Matrix of ranks for the space of criteria 

Alternatives Criteria Total rank R 

i 

K1 K2 K3 K4 K5  

A1 2 1 3 4 4 14 

A2 3 1 1 3 3 eleven 

A3 4 2 1 1 2 10 

A4 1 3 2 2 1 9 
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After constructing the matrix of ranks and determining the space of ranks R {R 1, R 2, 

R 3, R 4}, it is possible to transform the MCT to a single-criteria problem; alternatives are 

ordered in ascending order of rank; the alternative with the minimum rank value is considered 

to be consistent. For the data used in tables 2 and 3, the rank space has the form R 

{9,10,11,14}, it is advisable to give preference to alternative A4. 

The transformation of the MCT to a single-objective problem can serve as an 

additional tool for substantiating the choice on the solution space. As the main method, the 

method of weight coefficients is proposed, the idea of which is that the criteria are given a 

numerical value, reflecting its significance, weight in a given system for evaluating alternative 

solutions. In the evaluation table of alternatives (table 4), the criteria are entered in 

descending order of weight, for each alternative, the significance coefficient is calculated; for 

each column is the sum; the alternative with the highest score is considered agreed. 

 

Table 4. - Evaluation of alternatives by the method of weight coefficients 

Criteria Weight Alternatives 

A1 A2 A3 A4 

K2 1.0 7 7 6 3 

K3 0.8 3,2 _ 6.4 6.4 4.8 

K1 0.7 4.2 3, 5 2.8 5.6 

K4 0.6 1.2 1.8 3 2, 4 

K5 0.5 2.5 _ 3 3.5 4.5 

Sum  18.1 21.7 21.7 20.3 

 

Alternatives A2 and A3 are more preferred in a given space of alternatives. 

The use of two selection algorithms in solving a multi-criteria problem gave 

ambiguous results: when reducing the problem to a single-criteria one, preference was given 

to the alternative A4 - ―Complex ISS‖; the method of weight coefficients determines A2 - 

"ISS with controlled protection" and A3 - "ISS with encryption" as optimal alternatives. 

Obviously, such a discrepancy in choosing the optimal strategy is not fatal; the fact of 

―disagreements‖ requires additional research of the solution space from the decision maker. 

Research can be carried out in at least two directions: this ISS can be solved by other 

methods: formal (pairwise comparison, ordering, Pareto optimization) and / or heuristic 

(commission method, expert assessment method, morphological box method, etc.) The second 

direction of research should be aimed at proving the reliability of input data for calculations 

and eliminating both direct errors and incorrect processing of data received from experts. 

The choice of the optimal solution is an iterative process, at each iteration it is 

necessary to establish a correspondence between the system of preferences declared at the 

beginning of the procedure with those claims that exist at a particular stage of the choice. 

Formal methods based on the criteria-based approach to substantiate the decisions made make 

it possible to keep the system of preferences unchanged at all stages of the justification of the 

choice. 

Conclusions. ISS design is a complex, semi-structured process in which there are 

connections and relationships between objects and subjects of design. The presence in the 

system of links that are not determined by quantitative characteristics poses a difficult task for 

the decision maker to choose. You can optimize the selection process by introducing 

restrictions on the number of alternatives offered for comparison; on the number of criteria for 

evaluating alternatives. The formalized methods of choice justification discussed above 

operate with specific categories, require correct quantitative determination of input data, 

which is some limitation on their use for the study of complex systems. Positioning the 

problem of modeling the information security system as a multicriteria problem, for which the 

initial data were obtained by heuristic methods, expands the possibilities of operations 

research and provides the decision maker with an effective tool for justifying the choice. 
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