COBPEMEHHAA HAYKA W MHHOBALIWK

T. I0. I'ankuna [T. Yu.Galkina]
E. C. Iyagmaps [E. S. Goundar]

VIIK 323.2 MH®OPMAIIMOHHASL BE3OIACHOCTb KAK ®AKTOP HAIIMOHAIBHOI
DOI 10.33236/2307- BE3OIIACHOCTY M KOHKYPEHTOCIIOCOBHOCTY TOCYJAPCTBA
910X-2019-2-26-247-

253 INFORMATION SAFETY AS A FACTOR OF NATIONAL SAFETY

AND COMPETITIVE ABILITY OF THE STATE
®I'AO BOY Cesepo-Kaskasckuii Genepanbhbiil yansepcurtet, r. CtaBponons, Poccus

Annomauus. IIpedcmaseno asmopcxoe Uccne008aHue cooepianus unpopmayuonroii besonachocmu 6 Poccutickoii Pede-
pauuy, 0p2aHU3AUUOHHBIX CIPYKMYp UHMopMayonHol besonacHocmu Ha Yipaune, 60 Ppanyuu, Tepmanuu, Benuxobpumanuu u
CIIIA. IIposedeHo cpasHumenvHoe usyuerie CIMpyKmypHvIX KOMIOHEHI06 UHMOPMAUUOHHOI 6e30NACHOCMU 6 YKA3AHHbIX CIPAHAX C
2000-x ea.

T'ocydapcmea, onpedenarouge NOLUMUYECKYI0 NOBECHIKY 6 MUpe, CIPeMIMC obecnedtims OOMUHUPOBAHUE 6 UHMOPMALU-
OHHOIL cihepe U HABA3AMDb CB80e BUOEHIUE OPY2UM UPOKAM MUP08020 nopaoKa. Benneck unmepeca x ungopmayuonHoil 6esonacHocmu 6
PO o6ycnosnen mem, umo cmpana docmuena onpedesieHHo20 NPOPbIBA 60 MHOUX cihepax HusHedesmenvHOCMU 00uecmsa, 6 mom
wucne, NOAUMUUECKOU, IKOHOMUYeCKOll (6 MOM uuce, NOCe 86e0eHUS CaHKyUll no omHowenuto k Poccuiickoti Pedepayuu 3Hauu-
MenvHO BbIPOCIA 007 NPOU3BOOCBA OMEHECHIBEHHDIX MOBAPOB U NPeOOCABNIEHUS YCIye HACENEHUI0 — UMNOPMO3amellerue), U, Ko-
HeuHo, uHgopmayuornoil. Jokmpura ungopmayuonroti 6ezonacHocmu Poccuiickoti @edepayuu 2016 2. noxasviéaem 6vixo0 yKasau-
HbIX NPO6sIeM HA yPoSeHb Men20CyOapcmeeHHoe0 npomusocmoaHua. HayuonanoHas 6e30nacHocms crmpansl He803MOMHA Oe3 Kave-
CMBEHHOIL Peanu3ayuu UHHOPMAUUOHHOLL 6e30NACHOCMU KAK 2PaNOaH, MAK U CIMPAHbL 6 UETLOM.

Memoovt u mamepuanvt uccnedosanus. B cmamove oxapaxmepusosarvt meHOeH YUY PA36UMUT UHPOPMAUUOHHOI Oe3onac-
Hocmu 6 Poccuitickoii Pedepauu nocne paspabomiu, ymeepuoerus u 6HeopeHus 6 cmpare JJoKmpurvL uHMOpMAUUOHHOU 6e3onacHo-
cmu 6 2000 2. u ymeepicoerus Hosotl JJokmpurol uHpopmanuorHotl 6ezonacHocmu 2016 o. Asmopamu nPUMEHSJICA CUCeMHbLL, cpaes-
HUMeNbHbL U CIPYKMYPHO-PYHKIUOHANbHDLE 100X00b! 0715 UCCTIE006aHUS ATIEMEHIN08 HAUUOHANILHOTL U UHPOPMALUOHHOTL Ge3onac-
Hocmu 6 Poccuiickoii @edepayuu, CIIA, Opanyuu, Tepmaruu, a maxie Ha Ykpaute, Obiiu cOenamvt 8bi600bl 0 KAUECBEHHOTI CHIOPOHE
IMUX NPOUECCos.

Pesynomamut uccrne0os8anus aKyeHmupyiom 6HUMAHUe Ha AKMUBHOM, HO 6Ce He HedocmamouHom pazsumuu 6 Poccuu Ho-
8011 cucmemvl uHPopMAUUOHHOT BesonacHocmuy (USMEHUNIUCH KAK Mermo0bl, MAaK 1 MACUMAObE UHPOPMAUUOHHDIX U XAKEPCKUX Y2Po3
014 Hawlell CMPAanbL), ee KAUECHBEHHbIM USMEHEHIUEM, CES3U C PA3BUIMUEM YesI08e4ecK020 KANUmand, COUUAnsHol u Opyumu euoamu
6esonacrocmu. B Poccutickoii Pedepayuui croxmunocy 20cyapcmeerHoe NOHUMAHUE 1020, 410 He0OCMAMOUHO UMEMb MeXHOTI02Ul U
npoepammoe obecneyeriie. BaxHo umems nodzomoeneHHbIX CHEYUANIICINOS, 20MO0BbIX K Pedanu3ayuu 3a0ay 6yoyujezo.

3axnouenue noomeepioaem asmopcxue 6v1600bL 0 MOM, 410 06ecneuiims KOHKYPeHMOCHOCOOHOCHb CIPaHbl 6 uHPopma-
UUOHHOM npomusobopcmee, 6 nepeylo ouepeds, Mozym HeoOxo0uMble U 00cmamouHvle 0elicmeus no PoPpMUPoOBAHUI0 COBPEMEHHO
omeuecmeeHHOl IKOHOMUKY, CO30AHUI0 HOBbIX BbICOKOMMEXHON0LUMHBIX PAGOUUX Mect, obecneueryio pocma 671a20c0CHOTHUSA 00u4e-
CMea 6 yenom, u, npexode 6cezo, CHOCOOHOCMb CB0EBPEMEHHO U IPPeKMUBHO Peazuposamv HA 03HUKAIOUUE ONACHOCMU U Y2P03bl. IO
noopasymesaem: CMaHoB/IEHUe U YLyHieH e UHPPACMPYKIMYPoL POCCULICK020 UHPOPMALUOHHO20 NPOCPAHCINGEA; YCINAHOBTIEHUE KOH-
mpons 3a PUHAHCOBbIMU NOMoKamu VIHmepHem-mopeosnu; Peanu3ayus pasvACHUMENbHbIX NPOEKIOB CPedll HACeneHUs 00 0CHOBAX
UHPOPMAUUOHHOIL 6e30NACHOCLL CIAHOB/IEHUE POCCUTICKOTE NPOMBLULIIEHHOCTNU YCILYe UHPOPMAMU3AUUY U COXPAHEHUE UHPOPMAl -
OHHDBIX PECYPCco6 0m HepaspeuiéHHozo docmyna, obecheverue 3ausUUeHHOCIIY UHPOPMAUUOHHDIX U MENEKOMMYHUKAUUOHHDIX CIPYK-
myp, KaK yie Cyuiecmesyousux, max u komopuie 6y0ym cozdasamocs Ha meppumopuu Poccutickoii Qedepayuu; npusneuerue epaxoan-
CK020 00ujecmea x paspabomye Kpumepues dPPeKmMUSHOCY, 3aKTA0LIBAEMBIX 8 OCHOBY «UUPP0B020 YNPABTIEHU».

KmioueBpie cnoBa: GesomacHocTb, MH(OpMaLOHHas 6e30I1aCHOCTb, HAIMOHANIbHASA (e30IMaCHOCTD, TOCYAAPCTBEHHOE
ynpasienue, 3QGpeKTMBHOCTb, MUPOBOI JOMIHIPOBaHIE, KOepOE30macHOCTD, COLMATbHAs Oe30IIaCHOCTD.

Abstract. The authors' study of the content of information security in the Russian Federation, organizational structures of
information security in Ukraine, France, Germany, the UK and the USA is presented. A comparative study of the structural components
of information security in these countries since the 2000s has been carried out.

The states that determine the political agenda in the world seek to ensure dominance in the information sphere and impose
their vision on other players of the world order. The surge in interest in information security in the Russian Federation is due to the fact
that the country has achieved a certain breakthrough in many areas of society’s life, including political, economic (including after the

Bbinyck #2, 2019



COBPEMEHHAA HAYKA W MHHOBALIWK

introduction of sanctions against the Russian Federation, the share of domestic goods and services import substitution to the population),
and, of course, informational. The Doctrine of Information Security of the Russian Federation 2016 shows the emergence of these problems
at the level of interstate confrontation. The national security of the country is impossible without the high-quality implementation of
information security for both citizens and the country as a whole.

Methods and materials of the study. The article describes the trends in the development of information security in the Russian
Federation after the development of the Information Security Doctrine in the country in 2000 and the approval of the new Information
Security Doctrine in 2016. The authors used a systematic, comparative and structural-functional approach to studies of elements of na-
tional and information security in the Russian Federation, USA, France, Germany, as well as in Ukraine, conclusions were made about
the quality this side of these processes.

The results of the study focus on the active, but still insufficient development of the new information security system in Russia
(both the methods and the scale of information and hacker threats for our country have changed), its qualitative change, and links with
human capital development, social and other types of security in the Russian Federation, there is a state understanding that it is not enough
to have technology and software. It is important to have trained professionals ready to fulfill the tasks of the future.

Conclusion confirms the author’s conclusions that the country’s competitiveness in informational confrontation, in the first
place, can be necessary and sufficient actions to create a modern domestic economy, create new high-tech jobs, ensure the growth of the
welfare of society as a whole, and, above all, the ability respond promptly and effectively to emerging dangers and threats. This implies:
the formation and improvement of the infrastructure of the Russian information space; establishing control over the financial flows of
online trading; implementation of explanatory projects among the population on the basics of information security; the formation of the
Russian industry of information services and the preservation of information resources from unauthorized access, ensuring the security of
information and telecommunication structures, both existing and to be created in the territory of the Russian Federation; involvement of
civil society in the development of performance criteria that form the basis of “digital governance”.

Key words: security, information security, national security, government, efficiency, global domination, cyber security, social
security.

Beenenne. Passurue Konuenuyu nHpopMalMoHHOI 6€3011aCHOCTY — COBpeMeHHas, aKTyalnbHasd, 3afjada, s
paspelleHs KOTOPOJT B Pa3HbIX TOCYJAPCTBAX BBIIE/IAETCA CYLIeCTBEHHAsA pecypcHas 6asa. COBpeMEHHBIN MMUP HPOHU-
3aH MHQPOPMALMOHHBIM IPOTUBOOOPCTBOM, Halle/ICHHBIM Ha YIIPOUeHUe CBOMX U OCTabeHNe JPYTUX HalMOHANbHbIX,
3KOHOMMYECKUX Y MOMUTUIECKUX MHTEPECOB.

[IpucrampbHOe BHMMaHHUE IONUTONOTOB, (pumocodoB, NMCUXONOTOB K Ka3anoch Obl TEXHONOTMYECKOH TeMe
uH(pOPMAIMOHHOI 6e30MacHOCT 00YCTIOBIEHO ee NPOHMKHOBEHMEM BO BCe Cepbl UeTOBEYeCKON [eATeNbHOCTI.
CornacHo konnenuuyu A. Macmoy Kablii HOpMaabHbIN B3POC/bIN Y€I0OBEK B COBPEMEHHOM MUPE, «IIPEICTABUTEND
Hallleif Ky/IbTYpbl IIPU/IaraeT BCE YCUINA, YTOOBI KUTh B 6€30IIACHOM, CTaOMIbHOM, OPraHM30BaHHOM, IIPeCcKa3yeMOM
MMpe, B MUpE, TTie CYILeCTBYIOT pa3 ¥ HaBCer[a yCTAHOBICHHbIE HOPMBI U MIPaBWJIa, TAe HET OMacHOCTM» [1].

Marepnanbl u MeTOmbI MCCHefoBanmA. [IpoBeseM cpaBHMTENIbHOE WCCIENOBAHME DPA3SBUTUA CHUCTEMBI
uH(pOpPMaMOHHOIT 6€30TIaCHOCTY CPEAY CTPaH, aKTUBHBIX Ha MOMUTUYECKON apeHe. AHaNMu3y MOfiIBEpTHEM CTPYKTYPY U
HOPMATMBHYI0 6a3y, OPMEHTMPOBAHHYI0 Ha MH(OPMALMOHHYI0 6€30MacCHOCTb. ABTOPBI MCIIONb30BATU CUCTEMHBIN,
CPaBHUTENbHBIN U CTPYKTYPHO-(PYHKLMOHATbHbIE TIOAXOMIbI IIPY M3Y4IeHUM CUCTeMbI MH(OPMALIMOHHOI 6e30macHOCTI
B Poccuiickoit @epepauyu, CIIA, ®panunn, 'epmanuy, a Takke Ha YKpanHe.

Pesynbprarsl mccaemoBanmsa. Bo MHOTMX COBpPEeMEHHBIX TOCYAapCTBaX YK€ MPOM3OLIIM B MOMTHOM obbeMe
U3MEHEHUsA CBA3aHHBIE C WH(OPMALMOHHBIMU TEXHONOTMAMM, COBEPIIMICA PEe3KUil B3JeT B IPOU3BOACTBE,
HAKOIUIeHUM, o0paboTky, mepemade ¥ mepepaborke uHpopmauyu. Ho B [eiICTBUTEIBHOCTM 9TO O3HAYaeT, 4TO
uH(pOpMaLMOHHOE MOJIe BCE Yallle UCIIONb3YeTCA B KOPBICTHBIX LE/IAX /A pealusaluy IOTUTHIeCKUX, SKOHOMIYECKUX
¥ 001IeCTBEHHBIX LieIeil.

B T'epmanuu cospano ®PenepanbHoe yrnpasineHue no nHbopManmonHoit 6esonacioctu (BSI), ocHoBaHHOE Ha
MHOTOJIeTHeM onbiTe DefiepanbHOIl pa3BefbIBaTeIbHON CMTYKOb ['epmaHuu. 1A ycuneHUs AesATENTbHOCTU B YaCTU MH-
¢dbopmanmonHoit 6ezonacuoctu B 2011 r. 6611 cozpan Hanyonababli neHTp kubepbesonacuocru (NCAZ).

NudopmannonHas 6e30macHOCTb KaK KOMIUIEKCHasA mporpamma peammsyerca B CIIIA, B mepBylo ouepens,
ArentctBoM HarmonanbHol 6e3omacHocTy u PasseppiBatenbHbIM coobmectBoM CIITA (17 oTmenbHBIX IpaBUTENb-
cTBeHHBIX yupexxpernit). C 2011 r. B COOTBETCTBMY € ZOKTPUHOI HalmoHanbHON 6e3omacHocTy CIIIA 6511 ocTpoeH u
B 2013 1. BBefieH B AeJICTBIE MIEPBBLil B MUPE aTa-1eHTP, O3BOJIAIOIIMIT 00pabaThIBaTh «BCe BUABI KOMMYHMKALIMIT».

OpueHnTanyusA Ha TOTA/IbHOE MUPOBOE JOMUHMPOBAHME TPOCTIEXIBAETCA Y€Pe3 PacCy)KIAEeHNUsA aHaTMTUKOB «Ba-
myHrTOH ITocT» 0 TOM, 4TO MH(MOPMALMOHHOE Pa3BUTHE MIPUBETIO K TOMY, YTO TAaKTHKa CHeP>KUBaHMUA ropasgo Gomee
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npobieMaTiyHa, YeM B «XOIOJHYIO BOJHY», 13-3a TOTO, YTO OHM Ha3Ba/Iu «IIpo6IeMoii aTpubyLmm». «B AgepHoIt BoliHe,
OBITIO OBI IETKO BBLACHUTD, KTO 3aIyCTUI AfECPHOE OPY)XXMe 1 TIPUHATb OTBETHBIE Mephl. B cdepe mHpOpManmu — 9To
COBCEM He MPOCTO. 37I0YMbIIIEHHUKY 9aCTO CKPHIBAIOTCA 32 TEXHMYECKUMU CpeficTBamMu. M maxke kKorga KpMMMHAIN-
CTUYeCKMe METOMIBI MOTYT OBITh MCIIONb30BaHbI U1 OTCACKMBaHMA ataku (ckakeM, Ha IP-anpec B Kurae), 3auacryio He-
BO3MOYXHO OTPEIe/UTh, pabOTaNIN TU XaKepbl, HAIPUMep, Ha KUTaliCKOe PaBUTETbCTBO WU BOOPY>KEHHbIE CHUJIbI, VN
paboTanu Ha MX COOCTBEHHbII aKKayHT.

Ecnu Bol He 3HaeTe, KTo aTakoBajl Bauly KoMnbloTepHYI0 cucTeMy, Bbl He MO)KeTe HaHECTH OTBETHBIN yaap 1o
HuM. JJake ec/M y Bac eCThb JOCTAaTOYHO XOpollee NMPEACTABICHNE O TOM, KeM ObUI 37I0yMbILIICHHUK, Bbl He CMOJXKETe
TOKas3aThb 3TO, a APYTHMe TOCyAapcTBa MOTYT He MIOBEPUTH B BalllM IIPEeTeH3UM U OCYAMTH Bac Kak arpeccopa. Ecim Bel He
3HaeTe, KTO Ha Bac HAIlaJl, BBl HE MOYKETE YTPOXKaThb, YTOObI HAKA3aTh MX; ¥ BbI HE MOXKETe JIETKO yIep)KaThb UX OT Hallafie-
HUA Ha Bac» [2].

B Bemuko6purannu (GCHQ) moppaspenenne nHpopManmoHHOM 6€30I1aCHOCTH BKITIOYaeT IPYIITY IMOApasfie-
JeHuit, B ToM 4uncie, HaumonanbHbI HeHTp KubepbesonacHocTin. LleHTp BHeIpeHMsA COBPEMEHHBIX TEXHOMTOTUII CTpaTe-
rudeckux kommyHukanuit HATO (HATO StratCom COE) 6511 ocHoBaH Taxoke B JlatBuu B 2014 1.

[TepBoHavyanpHO «MHGpOpPMALVsA» MOHMMANTACh KaK CBeleHN:A, KOTOPBIE TIEePEeNA0TCs OT YeloBeKa K 4eOBEKY,
TMO6BIM YAOOHBIM I HETO CIIOCOOOM: MMCbMEHHBIM, YCTHBIM, a TaK)Ke C IIOMOIIBIO0 Pa3/TMYHbIX TEXHUYECKUX CPENICTB,
HanpuMep, CUTHAJOB.

T'oBops MHBIMU cTIOBaMM, MH(OPMALVA HOCUT Hale)KHbII ¥ Pa3HOCTOPOHHMII XapaKTep, AB/AACDH OMMUCEMaH-
THYHBIM HOHATUEM. DTy MBIC/Ib MOXKHO apryMeHTHpoBath ciosamn H. Bunepa, ocHoBartens kubepaeruku: «/Hpopma-
1y ecTh MHQOPMAaNA, a He SHEPTHA U He MaTepUsi».

CornacHo ykopeHusIeiics Gpuaocodckoit TOUKM 3peHns, MHGOPMALVA KMBET ¥ HAXOAUTCA aBTOHOMHO OT Ye-
JI0OBEKa ¥ ABJIAETCSA XapaKTepHO 0COOEHHOCTBIO MaTepuH, a OOIEIPUHATOE ONpee/ieHne 6e30MacHOCTH B 3Tol cdepe
- 3alIMIIEHHOCTb OT BO3JENCTBUA YTPO3.

ITpu BceM 9TOM HaYa/IbHBIM ITYHKTOM IIPY PAaCCMOTPEHUY OMIACHOCTEl MHGPOPMALMOHHOI 6€30TIacCHOCTH CUM-
TaeTCsA YCTaHOBJIEHME d/leMeHTa MH(POPMALMOHHOI 6€30IIaCHOCTH, KOTOPBIIT SABJIAETCA OMACHBIM, CEKPETHBIM M CO3JaeT
YA3BUMOCTb.

MudopmanmoHHoIT 6e30macHOCTY KaK 30He OTBETCTBEHHOCTH KaXIOTO TPaXKIaHMHA MOCBSAIICHbI COBPEMEH-
Hble yueOHble mocobus [3]. Bo MHOTUX cTpaHax M3[AOTCS MOCOOUsA, Halle/MBaloIe 06ydaTh MepCOHaNT IPAMOTHOCTHU
nHdopManmMoHHoI 6e3omacHoCTH [4].

[Tpesupentom PO B.B. IlyTHHBIM HEOGHOKPATHO 03ByIMBaIACh 3afiada 1o GOpMUPOBAHMIO HOBOTO ITOKOIEHNSA
KBa/IMUIMPOBAHHBIX CIIELIMAIICTOB, CIOCOOHBIX K peani3aly HallMOHATbHbIX M TOTUTUIECKUX NHTEPECOB B MHGOP-
MalMoHHOM Tojie. OHOBPEMEHHO B MECTHBIX U (heflepalbHBIX OpraHaX TOCYapCTBEHHON BIaCTV MPOMCXOAUT MOMCK
MecTa ¥ pou MHGOPMALMOHHOTO 6yAyIIero.

B coBpemennoit Poccun popmuposanme nHGopMaLMOHHOI 6€30MACHOCTHU COMPSIKEHO C Pa3BUTHEM TaKMUX CO-
CTaB/IAIOLINX, KaK HayKOeMKMe TeXHOMOTuY, Hudposas SKOHOMMKA, pa3sBUTUE MIPOMBIIUICHHOCTH M UMIIOPTO3aMelle-
HMA, COXPaHEHNE TPagULWil, MICHTUYHOCTH, B LIe/IOM Pa3BUTHE KY/IbTYPbI 00LIeCTBa.

3amura nHpopMauyy HeobXoMMa BO Beex cepax: OT BOSHHOII 1o counanbHoll. Hanpumep, B arpapHoit chepe
IUIAHMPYETCs TeHHOE PeJaKTHPOBaHUe, CO3NaHNe «YMHBIX XPaHWINI», poOOTHU3alMs, aBTOMATU3UPOBAHHBIE PEXXMMBI
yXofia 3a pacTEHUsAMU M BETEPUHAPHOTO KOHTPO/A. B COOTBETCTBMM C KOHLIENIMEN YCTONYMBOTO PasBUTHUSA arpoIpo-
MBILIIEHHOTO KOMIIIeKca o 2030 T., 6eCIMIOTHBIMU CTaHYT KOMOAIHBI U CeA/IKM, - 3asgBuUIa Bulle-mpesupeHT PAH
V. Dounuk B CoBete Oenmepannn 18 mas 2018 r. Ilpencenarens Komurera I'ocymapcrennoit Jymst PO no punancoBomy
PBIHKY A. AKCakoB IPOTHO3MPYET, YTO B 9KOHOMMUYECKOIT cdepe, B CBA3M C yBelMueHNeM o0beMa phIHKa VIHTepHeT-
toprosmu B Poccuu (c 405 mipa. py6. B 2012 1. o 920 mipa. py6. B 2016 1.), B Poccuu cyiiecTBeHHO YBEIMYMIACD JOIA
Oe3Ha/IMYHBIX PacyeToB, B OyAyIeM BO3MOXEH OTKa3 OT «KMBBIX AeHeT» [5].

B 2016 r. Ykasom IIpesugenta PO noanucan Ykas 06 yreepxaernu JJoKTpuHbI MHPOPMaIMOHHOIT 6e30MmacHo-
ctu PO, 3amoxuBLIei HOBBII 3Tl pa3BUTUA OTedeCTBEHHOI MHpopManyonHoit 6esomacHocru. Jo 2016 r. nadopma-
[MOHHast 6e30IacHOCTb peraMeHTHpoBaaack Jokrpunoit 2000 I., B KOTOPOil OCHOBHOE BHUMaHE ObIIIO Y/IENIEHO CO-
3[AHMIO TIPABOBBIX PETJIAMEHTOB U 0OOCHOBAHMIO TECHOV B3aMMOCBA3U CTPEMUTENBHOTO PasBUTHA MHPOPMALMOHHBIX
cycTeM M HauyoHanbHoI 6esomacHocty PO. C 2000 r. mo 2016 HopMaTUBHO-IIpaBoBas 6asa 1o obecnedeHno nHpopma-
LIMOHHOJ 6€30IIaCHOCTY OXBAaTHU/Ia BCe CyObeKThl PD.
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ITo cpaBHenmo ¢ Jloktpunoit 2000 roia B HOBOM JOKYMEHTE CMeIleH aKIIeHT ¢ «00ecredeHns CBOOOHOTO J0-
cTyma m60ro rpakaaHrHa K MHPOPMAIMOHHBIM pecypcaM 1M TEXHOTOTUAM CBA3M K 00ecIiedeHMI0 6e30MacHOCTI B3au-
MOJeVICTBUA TTIofielt ¢ MH(POPMaIMOHHBIM MPOCcTpaHCTBOM. OTHEIBHO 03ByYeHa HEOOXOAMMOCTDb Pa3sBUTHA OTCUECTBEH-
HOIT oTpaciyu MH(POPMaLMOHHBIX TEXHOIOTHIA, TIOCKONBKY CH/IbHAA 3aBMCHMOCTb OT MHOCTPAHHBIX IIPOYKTOB U pa3pa-
6OTOK MOBBIIIACT YPOBEHb BIMAHUA OT MHOCTPAHHBIX UTPOKOB.

Cremyrommuit MOMEHT — cTpaTterus obecredenus MHpopMalMoHHoit 6esonacHocTu PO B robanbHoi cetnt VIH-
TepHeT. B HOBOI JokTpuHe 2016 T. Coe/IaH akleHT Ha «[IPABAUBOM JOHeCeHMM MHGPOPMALMM O Halllell CTpaHe, ONMMCaH
KOMIUIEKC Mep [0 COOIONEHNUIO U HOCTYIKEHNIO HALIOHATbHBIX MHTepecoB PO B VIHTepHeTe, a Tak)Ke 110 06eCriedeHnIo
U 3alllUTe TPaKAaH B 1(PpPOBOM IPOCTpaHCTBe» [6]. B moKyMeHTe BHMMaHMeE yAeNeHO KUOepIpecTyIUIeHNAM OBITOBOI,
counanbHOI 1 MHGOPMALMOHHO-KY/IbTYpHO cdepe, B KpenutHO-duHaHCOBOI chepe. OTAaenpHO ykazaHa MHGOpMaLU-
OHHAas Yrpo3a TEPPOPUCTUYECKMX IPYIII U JeBATbBALIMA CUCTEMBI LIEHHOCTEN MOTOJEXM «CeTeBhIMU» akTopamu. Ecin
TpagMIVOHHAs MapajurMa BefleHUs MH(OPMAIMOHHOTO MPOTMBOOOPCTBAa OCHOBAaHA Ha XapaKTEPUCTMKE «BJIafieHue
LieHHOT MH(pOpMalyeit», To B MHGOPMALIMOHHOI BOJHe MOOEXIaeT He TOT, KTO BIafieeT MHOpMaILeli, a KTO MOXeET ee
ybenurenbHee MPeNOgHECTI.

Poccnmitckas @efgepanna HEOZTHOKPATHO BBICTYIA/A C IPE/IOKEHIEM CO3/IaHNA MEXYHapOJHOIO OpTaHa, pe-
TY/IMPYIOLIETO AEATETbHOCTD VIHTepHET-NPOCTPaHCTBa, PYHKLMOHMPYIOLIETO Mo ypoBHIo 1 npuHinmamM OOH.

BesycnoBHO, HallMOHaIbHAA 6€30MACHOCTDh NO/DKHA MMeTh 3 eKTUBHbIE Mephl, IPOTUB «MH(YOPMALMOHHO-
IICUXOTIOTYECKOTO BO3MIEICTBYA MHOCTPAHHBIX CIIELICTTY>K0», a TAK)KE OPTaHM3ALIMIT, «OCYILeCTBIAIOIMX PasBeKy» POC-
CUVICKUX TOCYJapCTBEHHBIX OPTaHOB, HAYYHbIX OPTaHMU3ALMIT U IPEATIPUATHI 060POHHO-TIPOMBIIITIEHHOTO KOMILIEKCa»
U T.J.

Oco6eHHO 4eTKO aKTyaJTbHOCTD BbIABJICHA MOC/IE MPUHATUA EBpomapiaMeHTOM Pe30moLun O CTPaTerndecKoil
koMmmyHuKanyy EC 171 mpoTuBogeiicTBMA Nponaratzie MpoTUB Hee CO CTOPOHBI TpeTbux ui; 2016/2030(INT). Janunas
pesomouus GopMyInpyeT CTpaTerio 1 MeTobl 60pb6bI ¢ mpomnarangolt npotus EC Poccun 1, Kak HU CTpaHHO, OHO-
BpemenHo VIT'MJIL. B pesomouyy ogHO3SHAYHO onpenensercsa dpakt nHpopmaumnonHoit BoitHel Mexny PO u EC. Ilonnma-
Hue EBpomnelickum napnaMeHToM MHGOPMALMOHHOI BOVHBI MCXOAUT U3 UCTOPUYECKOTO MPOTUBOCTOSHUA BPEMEH XO-
JIOIHOII BOVIHBI, MOMTYYMBIIETO B COBPEMEHHOE BpeMs (popMy rmOpUIHOI BOIHEL

OCHOBHBIMIU Lie/IAMIU feATebHOCTH poccuitckux CMU 1 nHPOKOMMYHMKAaLMOHHBIX TeXHOMOrMii B crpaHax EC
B PE30JIIOLMM HAa3BAHBI: «I1OJPbIB COITACOBAaHHOCTY BHelHel nomutuku EC», «yrposa cyBepeHUTETY TOCYapCTB-Y/IEHOB
EC», «<unBectupoBanune KpemaeMm B fe3auH(pOpMaLNIo U MpOMaraHay B ICeBO-HOBOCTHbIE areHTCTBA M My/IbTUMEMA
YCIIyTU», «Ha/IM4Me HaMepeHUs NOANEeP>KMBATh IOMUTUIECKII SKCTPEMMU3M», «IUMPOKasA MOApPbIBHAA [I€ATEbHOCTD T10
ocnmabnenuio corpynumdectsa EC» [7].

C opHOII CTOPOHBI, JaHHAA PE30IOLNA OATBEPKAAET CYLIECTBEHHO BO3POCIINIA YPOBEHb POCCUIICKUX TEXHO-
JIOTMII B paccMaTpyBaeMoii cpepe, OIHAKO II0 MHEHUIO POCCUIICKUX CTIELMATMCTOB KaK HUKOT/IA OCTPO CTOAT TEXHOIOTUN
«MHQOPMaIMOHHOII BOVHBI». BosdpacTaer yrpo3a KOMIbIOTEPHBIX aTaK HA 00'bEKTHI 3HAUMMO MHPPACTPYKTYpBL, OT CO-
LIMAJIbHBIX 00BEKTOB MOMUTUYECKUX CTPYKTYP MO S/IEPHBIX 0OBEKTOB.

Vccneposanue ocHOB MHGOPMALIMOHHOI 3alMIIIEHHOCTY IIOKa3bIBaeT, YTO MpobieMa 6e30macHOCTU B MHPOP-
MallMOHHO cdepe ABsAeTCs mpobrnemoit eguHoit. C OfHONM CTOPOHBI, MHGOPMALMOHHAs 3allMIIEHHOCTD TIOfpasyMe-
BAcT, KaK MUHMMYM, NIPEJOCTaB/ICHUE TPEX ee 00pa3yoLnX — OOIEeNOCTYIIHOCTD, €AUHCTBO U CEKPETHOCTb CBENCHUIL.
C mpyroit TOYKY 3peHus, JaHHBIMU M MHPOPMATUBHBIMYU CUCTEMAaMU B TIOJTHOM CMbIC/IE «IIPOHM3aHbI» JOCTATOYHO MHO-
rue cepsl TOTUTUKM, M BO3AEIICTBIE NAaHHBIX B MOJIMTUKY BCETAa HapallBaeTcA. B mocmenHmit mepuos noABUIOCh U
HOJIYYM/IO aKTMBHOE PACIpOCTpaHeHME siB/IeHIe «(pelIKOBBIX HOBOCTel» (TIpuMep, feno Ckpumnaeit), «(eifKoBBIX OMN-
TuKoB» (B. [[>KoHCcOH B Benmukobpuranum u gp.).

Takxe mpobeMy I/t HOPMaTbHOTO (PYHKIMOHMPOBAHNUS SKOHOMMKMU B OOIIMX YepTaX, MPeACTaBIAI0T Mpe-
CTYIUIEHMS, CBsA3aHHBIE HETIOCPEICTBEHHO, C KOMIIbIOTEPAMH, C TPOHMKHOBEHMEM IIPABOHAPYIIAMOIIMX 31EMEHTOB B CETI
¥ KOMIIBIOTEPHBIE CUCTEMbI KPEAUTHBIX OPTaHU3ALNIT M 6AHKOB.

HecoBepleHHOCTb PaBOBOIT 6a3bl, KOTOPasA ONpefieNAeT OTBETCTBEHHOCTb CYOBEKTOB 3a HEIIOMHOTY WM yTa-
MBaHMA CBEICHNUIT 006 VX PHIHOYHOI IEATETbHOCTH, O CBOMCTBAX MPOM3BOIAVMBIX MMM YCITYT U TOBAPOB, 00 MHBECTULAX,
0 pe3y/IbTaTaxX UX [eATebHOCTH, 3aTPYAHsAET IPaBIIbHOE QYHKLMOHMPOBAHIE SKOHOMUYECKUX CYOBEKTOB.

HeManoBa)xHbIlT 9KOHOMUYECKUIT YIIep6 MOMUTUYECKIM ¥ SKOHOMMYECKUM CyOBeKTaM MOXeT ObITh HaHeceH
6marogaps orialeHNo MHPOPMALMM TPETbUM JTUILIaM, B KOTOPOI MOKET COfIep>KaThCsA KOMMepUecKas WM IaXKe ToCy-
JapcTBeHHas TaifHa. Cpefi OCHOBHBIX TIPOLIECCOB: CHCTEMATU3MpOBaHUe cOOpa, XpaHEeHNH, Mepefiad U o6paboTKM
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HAJIOTOBOI, 6MP>KeBoi, PUMHAHCOBOI MHPOPMALUM, - CAMBIMM ONIACHBIMU AB/IAIOTCA KOMMPOBaHMe, MCKaXeHMe 6/1aro-
Japs CIyYaliHbIM U (M) TIpeJHAMePEeHHBIM HapYLUIEHUAM METOAMKAaM paboThl ¢ MHQpOpMaliieli, HePaBOMEPHOTO 10-
CTyna K Helt.

JlaHHOe HeiicTBUe TaK)Ke KacaeTcs MCIOMTHUTENIBHON BIIACTH, KOTOPOE YIOTHOMOYEHO PaclpoCTPaHATb 1 Gop-
MMPOBaTh MHGOPMALIMIO O BHEIIHEN IeATeNbHOCTH TOCyfapcTBa. Tak, Ka3aaoch Obl IYTOYHOE «ITPAaHK-PacCIeloBaHMe»
B pa3HOE BpeMs OCYIlleCTBUBILIEEe pasBefKy MHPOPMALMK «OT IIEPBOTO Mulia» y npesupeHTa Ykpanusl I1. [Toporenko,
cenatopa CIITA JIx. Makkeitna u reaceka HATO V1. Cronten6epra, a apTopst u ucnionautenu (A. Cronsapos u B. Kys-
HEI0B), CTAIM HEOThEMJIEMOIT YaCThIO aIbTEPHATMBHON My6IMYHON AUTIOMATUY HaIllell CTPaHbl M OBUIM M36paHBbI Uie-
HaMy DKCIePTHOTO COBETa IO Pa3BUTHUIO MHOpMaLmoHHOro obecrsa 1 CMI B cTpykType Mo/Iofie)HOTO Nap/IaMeHTa
npu ['ocymapcrBennoit Jyme PO.

3aKoHOfaTeNbHbIe MEPOTIPUATUSA B 06/1acTU MHPOPMALVIOHHON 3aIUIIIEHHOCTH OPMEHTUPOBAHBI B (POPMUPO-
BaHIe B TOCYjapCTBe 3aKOHOAATENbHOI OCHOBEL, YIIOPS0UMBAIOLIElT 1 perTaMeHTUPYIOLel eiiCTBIUA CYOBEKTOB B3au-
MOOTHOLUEHMIA.

CormacHo GOpMMPOBaHUIO HOPMATUBHOI OCHOBBI MH(OPMAIMOHHOI 6€30I1aCHOCTH, CPefyl IPUOPUTETOB HALM-
OHAIBHOI 6€30TIACHOCTH CTPAHBI - MCC/IEIOBaHE HOBEIIINX, MO0 MCIIpaBIeHNe MMEIOIIVXCS 3aKOHOB, YTBEPXKICHMIT, pac-
HOPSDKEHUIT ¥ PYKOBOJCTB, a KpoMe Toro ¢opmupopanue 3¢hGeKTUBHOI KOHLETLNN PeTyIMPOBaHNs, KOHTPOIMPOBAaHNA
peanusaluy OTMEYEHHBIX PEr/TAMEHTUPYIOIIMX TOKyMeHTOB. [lo Hayana 2010 — xx rr. Tenesupenne, VInTepHeT u gpyrue
CpeficTBa MaccoBoiT MH(pOpMaLUu B CBOEM pOfie SB/LUIMCH TUIID «MH(POPMALMOHHOM BUTPUHOI» aKTUBHOCTY MECTHOTO
CaMOYIIpaBJIeH s ¥ TOCYAPCTBEHHOI BlIACTH, B LI€/IOM IOIMTUYECKOTO MMUIKA TOCYAapcTBa [8, ¢. 45-46].

B Poccuiickoit @enepanun paspaboTtaHa 1 yreepskeHa IIporpaMma npaBuTenbeTBa Mo LUPPOBOI SKOHOMMKE
mo 2024 r. v psap defepanbHBIX IPOEKTOB, B TOM 4uCe, defepanbHblil mpoekT «Llndposas tpancdopmanma rocymap-
CTBEHHOTO YIIPaB/ICHUs», BRIOPAaHbI MUIOTHBIE TPOEKTHI /1A IM(PPOBU3ALINI MECTHOTO CaMOyIIpaBaeHNA (pecry6ImKax
Mopposus, Uysamms, Mapuit O, Bpsirckas u TamboBckas o6macty, TiomeHckas o6macts u Ilepmckuit kpait). OcHOB-
Hasd Iie/ib JaHHOTO IIPOEKTa — NOBBIIIeHNe, KaK caMolt 3 QeKTUBHOCTI TOCYIapCTBEHHOTO YIIPaBICHNA, TaK U JOBEPUI
TpaK/laH K OpraHaM B/IacTH.

3akmrouenne. B cylmHOCTH, B COBpeMEHHOM MH(OPMALMOHHOM O0IeCTBe MOCTOSHHO HAPACTAIT IPOLeCChl
COBEPIIEHHOCTY MOMUTUIECKUX PELICHN, YBeTUUNBAETCA TPAHCIIAPEHTHOCTb PabOTOCIIOCOOHOCTI BIaCTH, @ HAPOJ, U
UX 006lleCTBEHHbIE OPTaHM3ALMY MOMTYYal0T HAMHOTO 6OJIbIlle BO3MOYKHOCTEIl Y4acTBOBATb B PEryIMpPOBaHMU 0OIie-
CTBOM, 4TO, B TOM YICIIe, 00eCIeUNBaeT U COLMATBbHYIO 6€30MacHOCTb.

B 1emoMm conmanbHas 6€30IacHOCT 00eCIIeYNBAETCs CCAYOLMMI TOKa3aTeIAMU:

— JUIs1 TOTO, YTOOBI YIOBIETBOPUTD HY>KAY /TIOEI, HEOOXOAMMO YIYULINTD Ka4eCTBO XIU3HMU 061IeCTBa;

— OCTPOTa pearupoBaHus 00LIecTBa U TOCYAapCTBa Ha KPU3UCHBIE CITydan;

— 0OHOBJIEHNE OT)KMBILMX COLIMAIbHBIX MHCTUTYTOB U CTPYKTYP U afalTallusA UX MOJ] HOBBIE YC/IOBYS;

— YBeIMYEHME COLMANbHO-TICUXOMTOTUYECKOI OCBEJOMIEHHOCTHU BIACTH, OOIIECTBa;

— IIpeofioieHIe MCKAXXEHNUA CUCTEMbI OTHOILEHMIA.

AKTHUBHBIE TTOIb30BATEIN 3a CUET CO3JAHNA M IIPOJBIDKEHMA COLIMAIBHBIX CeTel, BCE 60Jiee MHTEHCHBHO 0061Ia-
I0TCA MeX/Y c06011, cTapasch 060ITU CTOPOHOI, TOCYIAPCTBEHHBII KOHTPO/Ib M TOCYAAPCTBEHHOE YIacTHeE.

CrefiyeT OTMETUTD, YTO TOJOOHAA IEATETbHOCTb MPOBOAUTCA MOYTH MOCTOAHHO, TaK KakK 06/1acTb nHdpopma-
LIMOHHBIX TEXHOJIOTHUIT (OPMUPYETCs OBICTPO, B COOTBETCTBUY C STUM BO3HMKAIOT HOBEIIIINE aClIeKThl B3aMMOOTHOIIIE-
HUI, KaK B TOCYAaPCTBEHHOM, TaK M HerocymapcTBeHHOI cdepax. C 2000 ropa (ron mpuuatus B Oxkuuase Xaptuu 06
MH(pOPMaLMOHHOIT 6€30MaCHOCTH) CYLIECTBEHHO M3MEHMIOCH COfiep>KaHue YTPo3, METOOB MHPOPMALIMOHHOI 6e3omac-
Hoctu [9]. CoBpeMeHHBIE MEXIYHAPOIHbIE ar€HTHI BIUAHNA, B TOM YMC/Ie MPOBOLMPYIOIINE «pasMbIBaHUE JYXOBHO-
HPaBCTBEHHBIX LIEHHOCTel» rpaxkaad PO Jo/KHEL TOYYBCTBOBATb PE3Y/NbTAaThl PealbHO JielicTBYIoLell [JOKTpUHbBI H-
¢dopmanyonnoii 6esonacHoctu PO.

B 2019 r. mpomomxkaeTcs 06CyXIeHIe 3aKOHOIPOeKTa 00 yrpasneHuu Pyrera. PockoMHanzop 6ymer cemutsb 1 3a
TeM, YTOOBI MUHMMYM BHYTPUPOCCHUIICKOTO TpadyKa ILIIe/ IO 3apyOe>KHBIM CETAM, a B KPUTHIECKUX CUTYALMAX YIpaBIeHne
cersamMu OyaeT 6paTh Ha cebst crieranbHblit neHTp. PemepanbHblit 3akoH 0T 01.05.2019 Ne 90-D3 «O BHeceHMM U3MEHEHUIA
B DenepasnbHblit 3akoH «O cssm» 1 OenepanbHeblit 3akoH «O6 nHdopMaryu, nHGOPMALMOHHBIX TEXHOTOTUAX 1 O 3all[UTe
uHGOPMALMI» HOPMATUBHO YCUIU/I 3aLIUTY HallMOHAIBHOI CUCTEMBI MH(OPMALIIOHHOM 6€30ITaCHOCTH.
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Ba>KHBIM MOMEHTOM JOJITOe BpeMs SBJANOCH M HEYHOBIECTBOPUTEIbHOE COCTOAHME 3aIIUTHl MHGOPMALUK Y
OpTraHM3aLMil ¥ TPERIPUATHIL 06/1acTel HAl[MOHAIbHOI IIPOMBILITIEHHOCTY, 00ecTednBaloleil CpeficTBa CBA3YU U Tesle-
KOMMYHMKALIMH, UCTIO/Ib30BABLINX MAKeT 3apyOe>KHbIX CPENCTB, YTO K HACTOAIIEMY BPEMEHM YK€ CO3[Ia/io YTPO3Y TeX-
HOJIOTHYecKOIT mogunHEHHOCTH Poccuiickoit denepannu oT 3apyOesKHBIX TOCyAapcTB. IIpakTuka MMIIOPTO3aMeIleHNs
[I03BOJIN/IA CHUSHUTD 3Ty YIPO3Y, B TOM 4uCIIe, OT cTpad EBpomneiickoro Corosa [10, P. 1018-1020].

HecoMHeHHO, 06ecriednTh KOHKYPEHTOCIIOCOOHOCTD CTPaHBI B MH(GOPMALMOHHOM MPOTHBOOOPCTBE, B IIEPBYIO
odepenb, MOTYT HEOOXOAMMBIE U TOCTATOUHBIE AEHCTBYUA M0 (POPMIPOBAHUIO COBPEMEHHOI OTEYECTBEHHOI 9KOHOMUKH,
CO3JaHMIO HOBBIX BBICOKOTEXHOJIOTMYHBIX PabodMX MeCT, 06eCIIeYeHNI0 POCcTa 6/1arocoCTOAHMUA 001IecTBa B Le/IoM, U,
HpeXK/e BCETO, CIIOCOOHOCTh CBOEBPeMEeHHO 1 3G PEKTUBHO pearnpopaTh Ha BO3HUKAOILYE OMACHOCTU U YTPO3bl. TO
HnoApasyMeBaeT

— CTaHOBJIEHME U YIy4lIeHNe MHPPACTPYKTYPH POCCUITCKOTO MH(OPMALIMOHHOTO IPOCTPAHCTBA;

— yCTaHOBJICHME KOHTPOJIA 3a (PUMHAHCOBBIMMU MOTOKaMy VIHTepHeT-TOProBIIN;

— peanmu3aiys pasbsACHUTENbHBIX IIPOEKTOB CPeM HaceleHUsa 06 OCHOBaX MH(GOPMALMOHHOI 6e30MacHOCTH;

— CTAaHOBJICHME POCCUIICKOI IIPOMBILIIEHHOCTH YCIYT MHGOPMATU3aLMY ¥ COXpaHeHMe MHPOPMALIMOHHEIX pe-
CYypCOB OT HepaspelI€HHOTO [OCTYIa, obecriedeHNe 3alMIEHHOCTY MHPOPMALOHHBIX U TelIeKOMMYHUKAL[MOHHBIX
CTPYKTYP, KakK y>Ke CyILeCTBYIOIMX, TaK M KOTOpbIe OYAYT co3maBaThbcs Ha Tepputopun Poccuiickoit Pepepariy;

— MpUBJIeYCHME TPAXKAAHCKOTO 001IecTBa K pa3paboTke KpuTepues 9 eKTHBHOCTH, 3aK/TAbIBAEMbIX B OCHOBY
«uMQppPOBOTO YIIPaBICHU».
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